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TEXAS DEPARTMENT OF BANKING

»* Dedicated to Excellence in Texas Banking »*

SUPERVISORY MEMORANDUM - 1037

DATE: April 3, 2014
TO: All Virtual Currency Companies Operating or Desiring to Operate in Texas
FROM: Charles G. Cooper, Banking Commissioner

SUBJECT: Regulatory Treatment of Virtual Currencies Under the Texas Money Services Act

Purpose

Virtual currencies have proliferated in recent years and, particularly with the advent of
cryptocurrencies like Bitcoin, have raised novel questions in relation to money transmission and
currency exchange. This supervisory memorandum outlines the policy of the Texas Department
of Banking (Department) with regard to virtual currencies. This policy expresses the
Department's interpretation of the Texas Money Services Act,' and the application of its
interpretation to various activities involving virtual currencies. While the popularity of Bitcoin
has sparked new discourse on the nature of money and transferability of value, this memorandum
seeks only to establish the regulatory treatment of virtual currencies under existing statutory
definitions.

Types of Virtual Currency

In broad terms, a virtual currency is an electronic medium of exchange typically used to purchase
goods and services from certain merchants or to exchange for other currencies, either virtual or
sovereign.? As of the date of this memorandum the Department is not aware of any virtual
currency that has legal tender status in any jurisdiction, nor of any virtual currency issued by a
governmental central bank. As such, virtual currencies exist outside established financial
institution systems. There are many different virtual currency schemes, and it is not easy to
classify all of them, but for purposes of this memorandum, they can generally be divided into
two basic types: centralized and decentralized.

Centralized virtual currencies are created and issued by a specified source. They rely on an entity
with some form of authority or control over the currency. Typically, the authority behind a

1 Texas Finance Code Chapter 151.

2 In this memorandum the term sovereign currency will be used to mean government-issued currencies with legal
tender status in the country of issuance. In most of the literature pertaining to virtual currency, the term fiat currency
is used to refer to government-issued legal tender. Technically, fiat currency is a subset of government-issued legal
tender. Fiat currency has no intrinsic value; its value is established by law. By contrast, commodity-backed currency
has intrinsic value insofar as it represents a claim on a commodity such as gold or silver. Here, sovereign currency
means both commaodity-backed and fiat currency issued by a government and designated as legal tender.
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centralized virtual currency is also the creator. Centralized virtual currencies can be further
divided into subclassifications that quickly become too complex to apply a universal policy.
Some can be purchased with sovereign currency, but cannot be exchanged back to sovereign
currency; some can be converted back to sovereign currency; some are used only for purchase of
goods and services from a closed universe of merchants, while others may have a theoretically
open universe of merchants. Some centralized currencies are backed by the issuer with sovereign
currency or precious metals, and therefore derive intrinsic value.

In contrast, decentralized virtual currencies are not created or issued by a particular person or
entity, have no administrator, and have no central repository. Thus far, decentralized currencies
are all cryptocurrencies such as Bitcoin, Litecoin, Peercoin, Namecoin, and so on. A
cryptocurrency is based on a cryptographic protocol that manages the creation of new units of
the currency through a peer-to-peer network. The creation of cryptocurrency happens through a
process called mining that basically involves running an application on a computer that performs
proof-of-work calculations. When the computer performs a sufficient amount of these
calculations, the cryptocurrency's underlying protocol essentially generates a new unit of the
currency that can be delivered to the miner's wallet. Because users' wallets act as the connection
points of the cryptocurrency's peer-to-peer network, transfers of cryptocurrency are made
directly from wallet to wallet, without any intermediary, whereas transmissions of sovereign
currencies must be made through one or more intermediaries such as a financial institution or
money transmitter.

One important characteristic of cryptocurrency is its lack of intrinsic value. A unit of
cryptocurrency does not represent a claim on a commodity, and is not convertible by law. And
unlike fiat currencies, there is no governmental authority or central bank establishing its value
through law or regulation. Its value is only what a buyer is willing to pay for it. Most
cryptocurrencies are traded on third party exchange sites, where the exchange rates with
sovereign currencies are determined by averaging the transactions that occur. Some experts
consider cryptocurrency to be a new asset class that is neither currency nor commodity, but
possessing characteristics of both, as well as characteristics of neither.

Analysis

Currency Exchange

Exchanging virtual currency for sovereign currency is not currency exchange under the Texas
Finance Code. Finance Code 8151.501(b)(1) defines currency for purposes of currency exchange
as "the coin and paper money of the United States or any country that is designated as legal
tender and circulates and is customarily used and accepted as a medium of exchange in the
country of issuance.” Because neither centralized virtual currencies nor cryptocurrencies are coin
and paper money issued by the government of a country, they cannot be considered currencies
under the statute. Therefore absent a legislative change to the statute, no currency exchange
license is required in Texas to conduct any type of transaction exchanging virtual with sovereign
currencies.

Money Transmission
Because factors distinguishing the various centralized virtual currencies are usually complicated
and nuanced, to make money transmission licensing determinations the Department must





individually analyze centralized virtual currency schemes. Accordingly, this memorandum does
not offer generalized guidance on the treatment of centralized virtual currencies by the Money
Services Act's money transmission provisions.

On the other hand, money transmission licensing determinations regarding transactions with
cryptocurrency turn on the single question of whether cryptocurrencies should be considered
"money or monetary value" under the Money Services Act. Under Finance Code 8151.301,
money transmission is "the receipt of money or monetary value by any means in exchange for a
promise to make the money or monetary value available at a later time or different location."
Although there is a great amount of discussion over whether cryptocurrencies should be
considered money, for purposes of money transmission regulation in Texas the term is defined
by statute. Finance Code §151.301(b)(3) provides that ™money' or ‘monetary value' means
currency or a claim that can be converted into currency through a financial institution, electronic
payments network, or other formal or informal payment system.” As already stated, a
cryptocurrency is not currency as that word is defined in the Money Services Act. A unit of
cryptocurrency is also not a claim.® It does not entitle its owner to anything, and creates no duties
or obligations in a person who gives, sells, or transfers it. There is no entity that must honor the
value of a cryptocurrency, or exchange any given unit of a cryptocurrency for sovereign
currency. For comparison, under federal law U.S. coin and paper currency must be honored for
payment of all debts, public charges, taxes, and dues, and the U.S. Treasury Department must
redeem it for “lawful money.”* But the owner of a unit of a cryptocurrency has no right or
guaranteed ability to convert that unit to sovereign currency. The only way to convert a unit of
cryptocurrency to sovereign currency is to find a willing buyer. Therefore cryptocurrencies as
currently implemented cannot be considered money or monetary value under the Money Services
Act.

Statement of Policy

Because cryptocurrency is not money under the Money Services Act, receiving it in exchange for
a promise to make it available at a later time or different location is not money transmission.
Consequently, absent the involvement of sovereign currency in a transaction, no money
transmission can occur. However, when a cryptocurrency transaction does include sovereign
currency, it may be money transmission depending on how the sovereign currency is handled. A
licensing analysis will be based on the handling of the sovereign currency.

To provide further guidance, the regulatory treatment of some common types of transactions
involving cryptocurrency can be determined as follows.

e Exchange of cryptocurrency for sovereign currency between two parties is not money
transmission. This is essentially a sale of goods between two parties. The seller gives
units of cryptocurrency to the buyer, who pays the seller directly with sovereign
currency. The seller does not receive the sovereign currency in exchange for a promise to

® The legal definition of a claim can essentially be stated as a right enforceable by a court. See Black's Law
Dictionary 264 (8th ed. 2004).

4 31 U.S.C. §5103; 12 U.S.C. 8411 (“The said notes shall be obligations of the United States and shall be receivable
by all national and member banks and Federal Reserve banks and for all taxes, customs, and other public dues. They
shall be redeemed in lawful money on demand at the Treasury Department of the United States, in the city of
Washington, District of Columbia, or at any Federal Reserve bank.”)
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make it available at a later time or different location.

e Exchange of one cryptocurrency for another cryptocurrency is not money transmission.
Regardless of how many parties are involved, there is no receipt of money, and therefore
No money transmission occurs.

e Transfer of cryptocurrency by itself is not money transmission. Because cryptocurrency
is not money or monetary value, the receipt of it in exchange for a promise to make it
available at a later time or different location is not money transmission. This includes
intermediaries who receive cryptocurrency for transfer to a third party, and entities who,
akin to depositories, hold cryptocurrency on behalf of customers.

e Exchange of cryptocurrency for sovereign currency through a third party exchanger is
generally money transmission. For example, most Bitcoin exchange sites, such as the
failed Mt. Gox, facilitate exchanges by acting as an escrow-like intermediary. In a typical
transaction, the buyer of cryptocurrency sends sovereign currency to the exchanger who
holds the funds until it determines that the terms of the sale have been satisfied before
remitting the funds to the seller. Irrespective of its handling of the cryptocurrency, the
exchanger conducts money transmission by receiving the buyer's sovereign currency in
exchange for a promise to make it available to the seller.

e Exchange of cryptocurrency for sovereign currency through an automated machine is
usually but not always money transmission. For example, several companies have begun
selling automated machines commonly called *“Bitcoin ATMs” that facilitate
contemporaneous exchanges of bitcoins for sovereign currency. Most such machines
currently available, when operating in their default mode act as an intermediary between
a buyer and seller, typically connecting through one of the established exchange sites.
When a customer buys or sells bitcoins through a machine configured this way, the
operator of the machine receives the buyer's sovereign currency in exchange for a
promise to make it available to the seller. However it is worth noting that at least some
Bitcoin ATMs can be configured to conduct transactions only between the customer and
the machine's operator, with no third parties involved. If the machine never involves a
third party, and only facilitates a sale or purchase of Bitcoins by the machine's operator
directly with the customer, there is no money transmission because at no time is money
received in exchange for a promise to make it available at a later time or different
location.

A cryptocurrency business that conducts money transmission must comply with all applicable
licensing provisions of Finance Code Chapter 151 and of Title 7, Texas Administrative Code,
Chapter 33. In addition, several considerations should be highlighted. First, because a money
transmitter conducting virtual currency transactions conducts business through the Internet, the
minimum net worth requirement under Finance Code §151.307 is $500,000.° Be advised that the
Commissioner may increase the required net worth up to a maximum of $1,000,000 based on the
factors set out in §151.307(b). Second, a license holder may not include virtual currency assets in
calculations for its permissible investments under Finance Code §151.309. Lastly, pursuant to
Finance Code 8151.203(a)(3) the Commissioner requires that license applicants who handle

® Under §151.307(a), a minimum net worth of $500,000 is required if a business operates through five or more
locations. It has been the Department's policy that license holders operating through the Internet are considered to be
in more than five locations. See http://www.dob.texas.gov/forms/corp-mw01.htm#netw
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virtual currencies in the course of their money transmission activities must submit a current third
party security audit of their relevant computer systems. Because the new technological paradigm
created by cryptocurrencies has brought with it new risks for the consumer, it is incumbent on a

license applicant to demonstrate that all virtual currency is secure while controlled by the
applicant.
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IRS Virtual Currency Guidance : Virtual
Currency Is Treated as Property for U.S. Federal Tax
Purposes; General Rules for Property Transactions Apply

IR-2014-36, March. 25, 2014

WASHINGTON — The Internal Revenue Service today issued a notice providing answers to
frequently asked questions (FAQs) on virtual currency, such as bitcoin. These FAQs provide basic
information on the U.S. federal tax implications of transactions in, or transactions that use, virtual
currency.

In some environments, virtual currency operates like “real” currency -- i.e., the coin and paper money

of the United States or of any other country that is designated as legal tender, circulates, and is
customarily used and accepted as a medium of exchange in the country of issuance -- but it does
not have legal tender status in any jurisdiction.

The notice provides that virtual currency is treated as property for U.S. federal tax purposes.
General tax principles that apply to property transactions apply to transactions using virtual
currency. Among other things, this means that:

by an employer on a Form W-2, and are subject to federal income tax withholding and payroll

taxes.

Payments using virtual currency made to independent contractors and other service providers
are taxable and self-employment tax rules generally apply. Normally, payers must issue Form
1099.

the virtual currency is a capital asset in the hands of the taxpayer.

any other payment made in property.

Further details, including a set of 16 questions and answers, are in Notice 2014-21, posted today on

IRS.gov.

Follow the IRS on New Media
Subscribe to IRS Newswire

Page Last Reviewed or Updated: 25-Mar-2014

http://www.irs.gov/uac/Newsroom/IRS-Virtual-Currency-Guidance

Wages paid to employees using virtual currency are taxable to the employee, must be reported

The character of gain or loss from the sale or exchange of virtual currency depends on whether

A payment made using virtual currency is subject to information reporting to the same extent as

10/20/2014
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UNITED STATES, Petitioner v. EFRAIN SANTOS and BENEDICTO DIAZ

No. 06-1005

SUPREME COURT OF THE UNITED STATES

553 U.S. 507; 128 S. Ct. 2020; 170 L. Ed. 2d 912; 2008 U.S. LEXIS 4699; 76 U.S.L.W.
4341; 21 Fla. L. Weekly Fed. S284

October 3, 2007, Argued
June 2, 2008, Decided

PRIOR HISTORY:

ON WRIT OF CERTIORARI TO THE UNITED
STATES COURT OF APPEALS FOR THE SEVENTH
CIRCUIT.

Santos v. United States, 461 F.3d 886, 2006 U.S. App.
LEXIS21687 (7th Cir. Ind., 2006)

DISPOSITION: Affirmed.

CASE SUMMARY:

PROCEDURAL POSTURE: On collateral review, the
district court found "proceeds' in 18 U.SC.S §
1956(a)(1)(A)(i) meant "profits," not "receipts” and
absent evidence the illega lottery transactions involved
lottery profits, defendants’ money laundering convictions
were vacated. The United States Court of Appeals for the
Seventh Circuit affirmed. Petitioner United States
appealed. Certiorari was granted.

OVERVIEW: The first defendant had paid lottery
winners and his employees, and the second defendant had
received a salary as a collector. Neither could fairly be
characterized as involving the lottery's profits. The

Government did not try to prove, and defendants had not
admitted, that they laundered criminal profits. There was
no more reason to think "proceeds’ meant "receipts’ than
there was to think it meant "profits." The rule of lenity
required it be interpreted in favor of defendants as
"profits." If "proceeds' meant "receipts,” nearly every
illegal-lottery violation would also be money-laundering,
as paying a winner involved receipts intended to promote
the lottery. Interpreting it as "profits' eliminated the
merger problem. While it meant the Government had to
prove more, it ensured the severe money-laundering
penalties would be imposed only for the remova of
profits from criminal activity, which permitted the
leveraging of one criminal activity into the next. The
prosecution had to show only that a single instance of
specified unlawful activity was profitable and gave rise to
the money involved in a charged transaction. "Proceeds’
meant "profits’ absent contrary legislative history.

OUTCOME: The judgment of the Court of Appeals was
affirmed. 5-4 Decision; 1 concurrence; 2 dissents.

L exisNexis(R) Headnotes
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553 U.S. 507, *; 128 S. Ct. 2020, **;
170 L. Ed. 2d 912, ***; 2008 U.S. LEXIS 4699

Criminal Law & Procedure > Criminal Offenses >
Miscellaneous Offenses > Money Laundering >
Elements

[HN1] The federal money-laundering statute prohibits a
number of activities involving criminal "proceeds." 18
U.SC.S § 1956(a)(1)(A)(i) criminadizes transactions to
promote criminal activity. This provision uses the term
"proceeds’ in describing two elements of the offense: the
Government must prove that a charged transaction in fact
involved the proceeds of specified unlawful activity (the
proceeds element), and it also must prove that a
defendant knew that the property involved in the charged
transaction represented the proceeds of some form of
unlawful activity (the knowledge element). 18 U.SC.S §
1956(a)(1).

Criminal Law & Procedure > Criminal Offenses >
Miscellaneous Offenses > Money Laundering >
Elements

[HN2] See 18 U.SC.S 8§ 1956(a)(1)(A)(i).

Governments > Legidlation > I nterpretation
[HN3] When aterm in a statute is undefined, courts give
it its ordinary meaning.

Governments > Legidation > I nterpretation

[HN4] The rule of lenity requires ambiguous criminal
laws to be interpreted in favor of the defendants subjected
to them. This venerable rule not only vindicates the
fundamental principle that no citizen should be held
accountable for a violation of a statute whose commands
are uncertain, or subjected to punishment that is not
clearly prescribed. It also places the weight of inertia
upon the party that can best induce Congress to speak
more clearly and keeps courts from making criminal law
in Congress's stead.

Governments > Legidlation > I nterpretation

[HN5] When interpreting a criminal statute, courts do not
play the part of a mind reader. Probability is not a guide
which a court, in construing a penal statute, can safely
take. When Congress leaves to the Judiciary the task of
imputing to Congress an undeclared will, the ambiguity
should be resolved in favor of lenity.

Criminal Law & Procedure > Criminal Offenses >
Miscellaneous Offenses > Money Laundering >
Elements

[HN6] Transactions that normally occur during the
course of running a lottery are not identifiable uses of
profits and thus do not violate the money-laundering
statute, 18 U.SC.S. § 1956(a)(1). More generdly, a
criminal who enters into a transaction paying the
expenses of hisillegal activity cannot possibly violate the
money-laundering statute, because by definition profits
consist of what remains after expenses are paid.
Defraying an activity's costs with its receipts smply will
not be covered.

Criminal Law & Procedure > Criminal Offenses >
Miscellaneous Offenses > Money Laundering >
Elements

[HN7] The federal money-laundering statute bars not the
bare act of promotion, but engaging in certain
transactions with the intent to promote the carrying on of
specified  unlawful  activity. 18 U.SC.S 8§
1956(a)(1)(A)().

Governments > Legislation > I nterpretation
[HN8] Courts interpret ambiguous criminal statutes in
favor of defendants, not prosecutors.

Governments > Legislation > I nterpretation
[HN9] Courts do not normally interpret statutory text in a
manner that makes one of its provisions superfluous.

Criminal Law & Procedure > Criminal Offenses >
Miscellaneous Offenses > Money Laundering >
Elements

[HN10] To establish the proceeds element under the
"profits" interpretation of 18 U.S.C.S § 1956(a)(1)(A)(i),
the prosecution needs to show only that a single instance
of specified unlawful activity was profitable and gaverise
to the money involved in a charged transaction. And the
Government, of course, can select the instances for which
the profitability is clearest. The factfinder will not need to
consider gains, expenses, and losses attributable to other
instances of specified unlawful activity, which go to the
profitability of some entire criminal enterprise. What
counts is whether the receipts from the charged unlawful
act exceeded the costs fairly attributable to it.
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553 U.S. 507, *; 128 S. Ct. 2020, **;
170 L. Ed. 2d 912, ***; 2008 U.S. LEXIS 4699

Criminal Law & Procedure > Criminal Offenses >
Miscellaneous Offenses > Gambling > Elements
[HN11] See 18 U.SC.S § 1955(a).

Criminal Law & Procedure > Criminal Offenses >
Miscellaneous Offenses > Gambling > Elements
Criminal Law & Procedure > Criminal Offenses >
Miscellaneous Offenses > Money Laundering >
Elements

[HN12] An illegad gambling business is an illega
gambling business during each moment of its operation,
and it is up to the Government to select that period of
time for which it can most readily establish the necessary
elements of the charged offenses, including, if money
laundering is one of them, profitability.

Criminal Law & Procedure > Criminal Offenses >
Miscellaneous Offenses > Money Laundering >
Elements

Criminal Law & Procedure > Scienter > Knowledge
Evidence > Procedural Considerations > Circumstantial
& Direct Evidence

[HN13] As for the knowledge element of the
money-laundering offense -- knowledge that the
transaction involves profits of unlawful activity -- that is
provable (as knowledge must almost always be proved)
by circumstantial evidence.

Governments > Legidation > I nterpretation

[HN14] The meaning of words in a statute cannot change
with the statute's application. To hold otherwise would
render every statute a chameleon, and would establish
within courts' jurisprudence the dangerous principle that
judges can give the same dstatutory text different
meanings in different cases. Precisely to avoid that result,
cases often give a statute's ambiguous language a limiting
congtruction called for by one of the statute's
applications, even though other of the statute's
applications, standing alone, would not support the same
limitation. The lowest common denominator, as it were,
must govern.

Governments > Legidlation > I nterpretation

[HN15] A court's obligation to maintain the consistent
meaning of words in statutory text does not disappear
when the rule of lenity is involved. If anything, the rule
of lenity isan additional reason to remain consistent, lest

those subject to the criminal law be misled.

DECISION:

[***912] In federa crimina case involving alleged
illegdl gambling business, term “proceeds' in
money-laundering provision (18 U.SC.S. § 1956(a)(1))
held--by majority result without majority opinion--not to
mean "receipts’ or "gross receipts.”

SUMMARY:

Procedural posture: On collateral review, the
district court found "proceeds' in 18 USC.S §
1956(a)(1)(A)(i) meant "profits," not "receipts,” and
absent evidence the illegal lottery transactions involved
lottery profits, defendants’ money-laundering convictions
were vacated. The United States Court of Appeals for the
Seventh Circuit affirmed. Petitioner United States
appealed. Certiorari was granted.

Overview: The first defendant had paid lottery
winners and his employees, and the second defendant had
received a salary as a collector. Neither could fairly be
characterized as involving the lottery's profits. The
Government did not try to prove, and defendants had not
admitted, that they laundered criminal profits. There was
no more reason to think "proceeds’ meant "receipts’ than
there was to think it meant "profits." The rule of lenity
required it be interpreted in favor of defendants as
"profits.” If "proceeds’ meant "receipts,” nearly every
illegal-lottery violation would also be money laundering,
as paying a winner involved receipts intended to promote
the lottery. Interpreting it as "profits' eliminated the
merger problem. While it meant the Government had to
prove more, it ensured the severe money-laundering
penaties would be imposed only for the remova of
profits from crimina activity, which permitted the
leveraging of one criminal activity into the next. The
prosecution had to show only that a single instance of
specified unlawful activity was profitable and gaverise to
the money involved in a charged transaction. "Proceeds’
meant "profits" absent contrary legislative history.

[***913] Outcome: The judgment of the Court of
Appeals was affirmed. 5-4 Decision; 1 concurrence; 2
dissents.

LAWYERS EDITION HEADNOTES:
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553 U.S. 507, *; 128 S. Ct. 2020, **;
170 L. Ed. 2d 912, ***913; 2008 U.S. LEXIS 4699

MONEY &4,
LAUNDERING -- PROCEEDS;
Headnote:[1]

The federal money-laundering statute prohibits a
number of activities involving crimina "proceeds." 18
U.SC.S § 1956(a)(1)(A)(i) criminalizes transactions to
promote criminal activity. This provision uses the term
"proceeds’ in describing two elements of the offense: the
Government must prove that a charged transaction in fact
involved the proceeds of specified unlawful activity (the
proceeds element), and it also must prove that a
defendant knew that the property involved in the charged
transaction represented the proceeds of some form of
unlawful activity (the knowledge element). 18 U.SC.S. §
1956(a)(1). [Per Scalia, Souter, Ginsburg, and Thomas,
]

MONEY §&4;
LAUNDERING -- PROCEEDS;
Headnote:[2]

See 18 U.SC.S § 1956(a)(1) (A)(i), which provides:
"Whoever, knowing that the property involved in a
financial transaction represents the proceeds of some
form of unlawful activity, conducts or attempts to
conduct such a financial transaction which in fact
involves the proceeds of specified unlawful activity . . .
(A)(i) with the intent to promote the carrying on of
specified unlawful activity . . . shall be sentenced to afine
of not more than $500,000 or twice the vaue of the
property involved in the transaction, whichever is greater,
or imprisonment for not more than twenty years, or both.
..." [Per Scalia, Souter, Ginsburg, and Thomas, JJ.]

STATUTES 8165;
ORDINARY MEANING ;

Headnote:[3]

When aterm in a statute is undefined, courts give it
its ordinary meaning. [Per Scalia, Souter, Ginsburg, and
Thomas, JJ]

STATUTES §188;

AMBIGUOUS CRIMINAL LAWS -- LENITY ;
Headnote:[4]

The rule of lenity requires ambiguous criminal laws
to be interpreted in favor of the defendants subjected to
them. This venerable rule not only vindicates the
fundamental principle that no citizen should be held
accountable for a violation of a statute whose commands
are uncertain, or subjected to punishment that is not
clearly prescribed. It also places the weight of inertia
upon the party that can best induce Congress to speak
more clearly and keeps courts from making criminal law
in Congresss stead. [Per Scalia, Souter, Ginsburg, and
Thomas, JJ]

STATUTES §188;
CRIMINAL STATUTE -- LENITY ;
Headnote:[5]

When interpreting a crimina statute, courts do not
play the part of a mind reader. Probability is not a guide
which a court, in construing a pena statute, can safely
take. When Congress leaves to the Judiciary the task of
imputing to Congress an undeclared will, the ambiguity
should be resolved in favor of lenity. [Per Scalia, Souter,
Ginsburg, and Thomas, JJ]

[***914]
MONEY 84,
LAUNDERING -- LOTTERY ;
Headnote:[6]

Transactions that normally occur during the course
of running alottery are not identifiable uses of profits and
thus do not violate the money-laundering statute, 18
U.SC.S § 1956(a)(1). More generaly, a crimina who
enters into a transaction paying the expenses of hisillegal
activity cannot possibly violate the money-laundering
statute, because by definition profits consist of what
remains after expenses are paid. Defraying an activity's
costs with its receipts simply will not be covered. [Per
Scalia, Souter, Ginsburg, and Thomas, JJ.]

MONEY 8&4;
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553 U.S. 507, *; 128 S. Ct. 2020, **;
170 L. Ed. 2d 912, ***914; 2008 U.S. LEXIS 4699

LAUNDERING -- PROMOTION ;
Headnote:[7]

The federal money-laundering statute bars not the
bare act of promotion, but engaging in certain
transactions with the intent to promote the carrying on of

specified  unlawful  activity. 18 USCS 8§
1956(a)(1)(A)(i). [Per Scalia, Souter, Ginsburg, and
Thomas, JJ]

STATUTES 8§188;

CRIMINAL STATUTES-- LENITY ;
Headnote:[8]

Courts interpret ambiguous criminal statutes in favor
of defendants, not prosecutors. [Per Scdia, Souter,
Ginsburg, and Thomas, JJ.]

STATUTES 8110;
GIVING EFFECT ;
Headnote:[9]

Courts do not normally interpret statutory text in a
manner that makes one of its provisions superfluous.
[Per Scalia, Souter, Ginsburg, and Thomas, JJ.]

MONEY §&4;
LAUNDERING -- PROCEEDS;
Headnote:[10]

To establish the proceeds element under the "profits’
interpretation of 18 U.SC.S 8§ 1956(a)(1)(A)(i), the
prosecution needs to show only that a single instance of
specified unlawful activity was profitable and gave rise to
the money involved in a charged transaction. And the
Government, of course, can select the instances for which
the profitability is clearest. The factfinder will not need
to consider gains, expenses, and losses attributable to
other instances of specified unlawful activity, which go to
the profitability of some entire criminal enterprise. What
counts is whether the receipts from the charged unlawful
act exceeded the costs fairly attributable to it. [Per
Scalia, Souter, Ginsburg, and Thomas, JJ.]

AMUSEMENTS AND ENTERTAINMENT 81;
ILLEGAL GAMBLING;
Headnote:[11]

See 18 U.SC.S § 1955(a), which provides:
"Whoever conducts, finances, manages, supervises,
directs, or ownsall or part of anillegal gambling business
shall be fined under this title or imprisoned not more than
five years, or both." [Per Scalia, Souter, Ginsburg, and
Thomas, JJ

MONEY §&4;

LAUNDERING -- GAMBLING;;

Headnote:[12]

An illegal gambling business is an illegal gambling
business during each moment of its operation, and it is up
to the Government to select that period of time for which
it can most readily establish the necessary elements of the
charged offenses, including, if money laundering is one

of them, profitability. [Per Scalia, Souter, Ginsburg, and
Thomas, JJ.]

[***915]
EVIDENCE §816;
OFFENSE -- CIRCUMSTANCES;
Headnote:[13]

As for the knowledge element of the
money-laundering  offense--knowledge  that  the
transaction involves profits of unlawful activity--that is
provable (as knowledge must almost always be proved)
by circumstantial evidence. [Per Scdia, Souter,
Ginsburg, and Thomas, JJ.]

STATUTES §111;
DIFFERENT MEANINGS -- AVOIDANCE;

Headnote:[14]

The meaning of words in a statute cannot change
with the statute's application. To hold otherwise would
render every statute a chameleon, and would establish
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within courts' jurisprudence the dangerous principle that
judges can give the same statutory text different
meanings in different cases. Precisely to avoid that
result, cases often give a statute's ambiguous language a
limiting construction called for by one of the statute's
applications, even though other of the statute's
applications, standing alone, would not support the same
limitation. The lowest common denominator, as it were,
must govern. [Per Scalia, Souter, and Ginsburg, JJ]

STATUTES §188;
CONSISTENCY -- LENITY ;
Headnote:[15]

A court's obligation to maintain the consistent
meaning of words in statutory text does not disappear
when the rule of lenity isinvolved. If anything, the rule
of lenity is an additional reason to remain consistent, lest
those subject to the criminal law be misled. [Per Scalia,
Souter, and Ginsburg, JJ.]

SYLLABUS

In an illegal lottery run by respondent Santos,
runners took commissions from the bets they gathered,
and some of the rest of the money was paid as salary to
respondent Diaz and other collectors and to the winning
gamblers. Based on these payments to runners,
collectors, and winners, Santos was convicted of, inter
alia, violating the federal money-laundering statute, 18
U.SC. § 1956, which prohibits the use of the "proceeds’
[***916] of criminal activities for various purposes,
including engaging in, and conspiring to engage in,
transactions intended to promote the carrying on of
unlawful activity, 8§ 1956(a)(1)(A)(i) and § 1956(h).
Based on his receipt of salary, Diaz pleaded guilty to
conspiracy to launder money. The Seventh Circuit
affirmed the convictions. On collateral review, the
District Court ruled that, under intervening Circuit
precedent interpreting the word "proceeds” in the federal
money-laundering statute, 8 1956(a)(1)(A)(i) applies only
to transactions involving criminal profits, not criminal
receipts. Finding no evidence that the transactions on
which respondents money-laundering convictions were
based involved lottery profits, the court vacated those
convictions. The Seventh Circuit affirmed.

Held: The judgment is affirmed.

461 F.3d 886, affirmed.

Justice Scalia, joined by Justice Souter, Justice
Thomas, and Justice Ginsburg, concluded in Parts I-111
and V that the term "proceeds’ in § 1956(a)(1) means
"profits," not "receipts." Pp. 3-14, 16-17.

(@ The rule of lenity dictates adoption of the
"profits" reading. The statute nowhere defines
"proceeds.” An undefined term is generally given its
ordinary meaning. Asgrow Seed Co. v. Winterboer, 513
US 179, 187, 115 S Ct. 788, 130 L. Ed. 2d 682.
However, dictionaries and the Federal Criminal Code
sometimes define "proceeds' to mean "receipts' and
sometimes "profits." Moreover, the many provisions in
the federal money-laundering statute that use the word
"proceeds’ make sense under either definition. The rule
of lenity therefore requires the statute to be interpreted in
favor of defendants, and the "profits’ definition of
"proceeds’ is aways more defendant-friendly than the
"receipts’ definition. Pp. 3-6.

(b) The Government's contention that the "profits"
interpretation fails to give the money-laundering statute
its intended scope begs the question; the Government's
contention that the "profits' interpretation hinders
effective enforcement of the law is exaggerated. Neither
suffices to overcome the rule of lenity. Pp. 6-14.

(c) None of the transactions on which respondents
money-laundering convictions were based can fairly be
characterized as involving the lottery's profits. Pp. 16-17.

Justice Scalia, joined by Justice Souter and Justice
Ginsburg, concluded in Part 1V that Justice Stevens
position that "proceeds’ should be interpreted to mean
"profits’ for some predicate crimes, "receipts’ for others,
is contrary to this Court's precedents holding that judges
cannot give the same statutory text different meanings in
different cases, see Clark v. Martinez, 543 U.S 371, 125
S Ct. 716, 160 L. Ed. 2d 734. Pp. 14-16.

Justice Stevens concluded that revenue a gambling
business uses to pay essential operating expenses is not
"proceeds’ under 18 U.SC. § 1956. When, as here,
Congress fails to define potentially ambiguous statutory
terms, it effectively delegates the task to federal judges.
See Commissioner v. Fink, 483 U.S 89, 104, 107 S Ct.
2729, 97 L. Ed. 2d 74. Because Congress could have
required that "proceeds' have one meaning when
referring to some of the specified unlawful activities
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listed in § 1956(c)(7) and a different meaning when
referring to others, judges filling statutory gaps may also
do so, as long as they are conscientiously endeavoring to
carry out Congress intent. Section 1956's [***917]
legislative history makes clear that "proceeds’ includes
gross revenues from the sale of contraband and the
operation of organized crime syndicates involving such
sales, but sheds no light on how to identify the proceeds
of an unlicensed stand-alone gambling venture.
Furthermore, the consequences of applying a "gross
receipts’ definition of "proceeds' to respondents are so
perverse that Congress could not have contemplated
them: Allowing the Government to treat the mere
payment of an illegal gambling business operating
expenses as a separate offense is in practical effect
tantamount to double jeopardy, which is particularly
unfair in this case because the penaties for money
laundering are substantially more severe than those for
the underlying offense of operating a gambling business.
Accordingly, the rule of lenity may weigh in the
determination, and in that respect the plurality's opinion
is persuasive. Pp. 1-6.

Scalia, J., announced the judgment of the Court and
delivered an opinion, in which Souter and Ginsburg, JJ.,
joined, and in which Thomas, J., joined as to all but Part
IV. Stevens, J., filed an opinion concurring in the
judgment, post, p. 524. Breyer, J, filed a dissenting
opinion, post, p. 529. Alito, J., filed a dissenting opinion,
in which Roberts, C. J., and Kennedy and Breyer, JJ.,
joined, post, p. 531.

COUNSEL: Matthew D. Roberts argued the cause for
petitioner.

Todd G. Vare argued the cause for respondents.

JUDGES: Scalia, J., announced the judgment of the
Court and delivered an opinion, in which Souter and
Ginsburg, JJ., joined, and in which Thomas, J., joined as
to al but Part V. Stevens, J., filed an opinion concurring
in the judgment. Breyer, J.,, filed a dissenting opinion.
Alito, J., filed a dissenting opinion, in which Roberts, C.
J., and Kennedy and Breyer, JJ., joined.

OPINION BY: SCALIA

OPINION

[*509] [**2022] Justice Scalia announced the
judgment of the Court and delivered an opinion, in which

Justice Souter and Justice Ginsburg join, and in which
Justice Thomasjoinsasto all but Part IV.

We consider whether the term "proceeds' in the
federal money-laundering statute, 18 U.S.C. § 1956(a)(1),
means "receipts’ or "profits.”

From the 1970's until 1994, respondent Santos
operated a lottery in Indiana that was illegal under state
law. See Ind. Code § 35-45-5-3 (West 2004). Santos
employed a number of helpers to run the lottery. At bars
and restaurants, Santos's runners gathered bets from
gamblers, kept a portion of the bets (between 15% and
25%) as their commissions, and delivered the rest to
Santos's collectors. Collectors, one of whom was
respondent Diaz, then delivered the money to Santos,
who used some of it to pay the salaries of [**2023]
collectors (including Diaz) and to pay the winners.

These payments to runners, collectors, and winners
formed the basis of a 10-count indictment filed in the
United States District Court for the Northern District of
Indiana, naming Santos, Diaz, and 11 others. A jury
found Santos guilty of one count of conspiracy to run an
illegal gambling business (18 U.S.C. § 371), one count of
running an illegal [*510] gambling business (§ 1955),
one count of conspiracy to launder money (8§
1956(a)(1)(A)(i) and & 1956(h)), and two counts of
money laundering (8 1956(a)(1)(A)(i)). The court
sentenced Santos to 60 months of imprisonment on the
two gambling counts and to 210 months of imprisonment
on the three money-laundering counts. Diaz pleaded
guilty to conspiracy to launder money, and the District
Court sentenced him to 108 months of imprisonment.
The Court of Appeas affirmed the convictions and
sentences. United States v. Febus, 218 F.3d 784 (CA7
2000). We declined to review the case. 531 U.S 1021,
121 S Ct. 587, 148 L. Ed. 2d 503 (2000).

[***918] Thereafter, respondents filed motions
under 28 U.SC. § 2255, collaterally attacking their
convictions and sentences. The District Court rejected all
of their claims but one, a chalenge to their
money-laundering convictions based on the Seventh
Circuit's subsequent decision in United Sates v.
Scialabba, 282 F.3d 475 (2002), which held that the
federa money-laundering statute's prohibition  of
transactions involving criminal "proceeds" applies only to
transactions involving crimina profits, not criminal
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receipts. Id., at 478. Applying that holding to
respondents’ cases, the District Court found no evidence
that the transactions on which the money-laundering
convictions were based (Santos's payments to runners,
winners, and collectors and Diaz's receipt of payment for
his collection services) involved profits, as opposed to
receipts, of theillegal lottery, and accordingly vacated the
money-laundering convictions. The Court of Appeals
affirmed, rejecting the Government's contention that
Scialabba was wrong and should be overruled. 461 F.3d
886 (CA7 2006). We granted certiorari. 550 U.S 902,
127 S Ct. 2098, 167 L. Ed. 2d 812 (2007).

[HN1] [***LEdHR1]  [1] The federa
money-laundering statute prohibits a number of activities
involving crimina "proceeds.” Most relevant to this case
is 18 U.SC. § 1956(a)(1)(A)(i), which criminalizes
[*511] transactions to promote criminal activity.l This
provision uses the term "proceeds' in describing two
elements of the offense: The Government must prove that
a charged transaction "in fact involve[d] the proceeds of
specified unlawful activity" (the proceeds element), and it
also must prove that a defendant knew "that the property
involved in" the charged transaction "represent[ed] the
proceeds of some form of unlawful activity" (the
knowledge element). § 1956(a)(1).

1 Section 1956(a)(1) reads as follows: [HNZ2]
[***LEdHR2] [2] "Whoever, knowing that the
property involved in a financia transaction
represents the proceeds of some form of unlawful
activity, conducts or attempts to conduct such a
financial transaction which in fact involves the
proceeds of specified unlawful activity . . . (A)(i)
with the intent to promote the carrying on of
specified unlawful activity . . . shall be sentenced
to a fine of not more than $500,000 or twice the
value of the property involved in the transaction,
whichever is greater, or imprisonment for not
more than twenty years, or both." Respondents
were also convicted of conspiring to launder
money under § 1956(h). Because the Government
has not argued that respondents conspiracy
convictions could stand if "proceeds' meant
"profits," see 461 F.3d 886, 889 (CA7 2006), we
do not address that possibility.

[**2024] The federal money-laundering statute does
not define "proceeds.” [HN3] [***LEdHR3] [3] When a

term is undefined, we give it its ordinary meaning.
Asgrow Seed Co. v. Winterboer, 513 U.S 179, 187, 115
S Ct. 788, 130 L. Ed. 2d 682 (1995). "Proceeds' can
mean either "receipts’ or "profits.” Both meanings are
accepted, and have long been accepted, in ordinary usage.
See, eg., 12 Oxford English Dictionary 544 (2d ed.
1989); Random House Dictionary of the English
Language 1542 (2d ed. 1987); Webster's New
International Dictionary 1972 (2d ed. 1954) (hereinafter
Webster's 2d). The Government contends that
dictionaries generally prefer the "receipts' definition over
the "profits’ definition, but any preference is too slight
for us to conclude that "receipts’ is the primary meaning
of "proceeds.”

"Proceeds," moreover, has not acquired a common
meaning in the provisions of the Federal Criminal Code.
Most leave the term undefined. See, [***919] eg., 18
U.SC. § 1963; 21 U.SC. § 853. Recognizing the word's
inherent ambiguity, Congress [*512] has defined
"proceeds’ in various crimina provisions, but sometimes
has defined it to mean "receipts’ and sometimes " profits.”
Compare 18 U.SC. § 2339C(e)(3) (2000 ed., Supp. V)
(receipts), § 981(a)(2)(A) (2000 ed.) (same), with §
981(a)(2)(B) (profits).

Since context gives meaning, we cannot say the
money-laundering statute is truly ambiguous until we
consider "proceeds' not inisolation but asit isused in the
federal money-laundering statute. See United Sav. Assn.
of Tex. v. Timbers of Inwood Forest Associates, Ltd., 484
U.S 365, 371, 108 S Ct. 626, 98 L. Ed. 2d 740 (1988).
The word appears repeatedly throughout the statute, but
al of those appearances leave the ambiguity intact.
Section 1956(a)(1) itself, for instance, makes sense under
either definition: One can engage in a financia
transaction with either receipts or profits of a crime; one
can intend to promote the carrying on of a crime with
either its receipts or its profits; and one can try to conceal
the nature, location, etc., of either receipts or profits. The
same is true of all the other provisions of this legislation
in which the term "proceeds' is used. They make sense
under either definition. See, for example, §
1956(a)(2)(B), which speaks of "proceeds’ represented
by a"monetary instrument or funds."

Justice Alito's dissent (the principal dissent) makes
much of the fact that 14 States that use and define the
word "proceeds' in their money-laundering statutes,2
[**2025] the Model [*513] Money Laundering Act,
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and an international treaty on the subject, al define the
term to include gross receipts. See post, at 533-535, 170
L. Ed. 2d 931-933. We do not think this evidence shows
that the drafters of the federa money-laundering statute
used "proceeds’ as a term of art for "receipts.” Most of
the state laws cited by the dissent, the Model Act, and the
treaty postdate the 1986 federal money-laundering statute
by several years, so Congress was not acting against the
backdrop of those definitions when it enacted the federal
statute. If anything, they show that "proceeds' is
ambiguous and that others who believed that
money-laundering statutes ought to include gross receipts
sought to clarify the ambiguity [***920] that Congress
created when it left the term undefined.3

2 The mgjority of States with money-laundering
laws, in fact, use "proceeds’ without defining it.
See Colo. Rev. Sat. Ann. § 18-18-408 (2007);
Fla. Sat. § 896.101 (2006); Ga. Code Ann. 88§
7-1-911, 7-1-915 (2004); Idaho Code § 18-8201
(Lexis 2004); 1ll. Comp. Sat., ch. 720, § 5/29B-1
(West 2006); Kan. Sat. Ann. § 65-4142 (2002);
Minn. Sat. 88§ 609.496 to 609.497 (2006); Miss.
Code Ann. § 97-23-101 (2006); Mo. Rev. Stat. §
574.105 (2007 Supp.); Mont. Code Ann. §
45-6-341 (2007); Nev. Rev. Sat. § 207.195
(2007); N. Y. Penal Law Ann. 88 470.00 to 470.25
(West Supp. 2008); Okla. Stat., Tit. 63, § 2-503.1
(West 2001); Ore. Rev. Stat. § 164.170 (2007); 18
Pa. Cons. Sat. § 5111 (2002); R. I. Gen. Laws §
11-9.1-15 (Supp. 2007); S. C. Code Ann. §
44-53-475 (2002); Tenn. Code Ann. 88§ 39-14-901
to 39-14-909 (2006). Courts in these States have
not construed the term one way or the other. But
cf. State v. Jackson, 124 S, W. 3d 139, 143 (Tenn.
Crim. App. 2003) (linking "proceeds' with the
defined term "property"). Cadlifornia might
belong in this list, for it has a money-laundering
provision in its Penal Code, in which it uses the
term "proceeds' but does not define it. See Cal.
Penal Code Ann. § 186.10 (West 1999). But
Cdlifornia adso has a more limited
money-laundering statute that uses and defines
"proceeds." See Cal. Health & Safety Code Ann.
§ 11370.9(h)(1) (West 2007). Maryland might
belong on the list as well: Its genera
money-laundering statute defines "proceeds’
simply to set a minimum value on the proceeds
laundered, Md. Crim. Law Code Ann. §
5-623(a)(5) (Lexis 2002) ("money or any other

property with avalue exceeding $10,000"), and its
more limited money-laundering statute does not
define the term, see § 11-304.

3 The principal dissent also suggests that
Congress thought "proceeds’ meant "receipts’
because the House of Representatives (but not the
Senate) had passed a money-laundering bill that
did not use the word "proceeds"' but rather used
and defined aterm ("criminally derived property")
that, perhaps, included receipts. See post, at 535,
n 5, 170 L. Ed. 2d, at 933. Putting aside the
question whether resort to legidative history is
ever appropriate when interpreting a criminal
statute, compare United Sates v. R. L. C., 503
U.S 291, 306, n. 6,112 S, Ct. 1329, 117 L. Ed. 2d
559 (1992), with id., at 307 (Scalia, J., concurring
in part and concurring in judgment), that bit of it
is totally unenlightening because we do not know
why the earlier House terminology was
rejected--because "proceeds’ captured the same
meaning, or because "proceeds' caried a
narrower meaning?

Under either of the word's ordinary definitions, all
provisions of the federal money-laundering statute are
coherent; [*514] no provisions are redundant; and the
statute is not rendered utterly absurd. From the face of
the statute, there is no more reason to think that
"proceeds’ means "receipts’ than there is to think that
"proceeds’ means "profits." Under a long line of our
decisions, the tie must go to the defendant. [HN4]
[***LEdHRA4] [4] The rule of lenity requires ambiguous
criminal laws to be interpreted in favor of the defendants
subjected to them. See United Sates v. Gradwell, 243
U.S 476, 485, 37 S Ct. 407, 61 L. Ed. 857 (1917);
McBoyle v. United Sates, 283 U.S. 25, 27, 51 S Ct. 340,
75 L. Ed. 816 (1931); United Sates v. Bass, 404 U.S
336, 347-349, 92 S Ct. 515, 30 L. Ed. 2d 488 (1971).
This venerable rule not only vindicates the fundamental
principle that no citizen should be held accountable for a
violation of a statute whose commands are uncertain, or
subjected to punishment that is not clearly prescribed. It
also places the weight of inertia upon the party that can
best induce Congress to speak more clearly and keeps
courts from making criminal law in Congresss stead.
Because the "profits’ definition of "proceeds’ is always
more defendant-friendly than the "receipts’ definition,
the rule of lenity dictates that it should be adopted.
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Stopping short of calling the "profits" interpretation
absurd, the Government contends that the interpretation
should nonetheless be rejected because it fails to give the
federal money-laundering statute its proper scope and
because it hinders effective enforcement of the law.
Neither contention overcomes the rule of lenity.

A

According to the Government, if we do not read
"proceeds’ to mean "receipts,”" we [**2026] will disserve
the purpose of the federal money-laundering statute,
which is, the Government says, to penalize criminals who
conceal or promote their illegal activities. On the
Government's view, "[tlhe gross receipts of a crime
accurately reflect the scale of the criminal activity,
because the illegal activity generated all of the [*515]
funds." Brief for United States 21; see also post, at
535-537, 170 L. Ed. 2d 933-934 (Alito, J., dissenting).

[HN5] [***LEdHR5] [5] When interpreting a
criminal statute, we do not play the part of a mindreader.
In our semina rule-of-lenity decision, Chief Justice
Marshall rejected the impulse to speculate regarding a
dubious congressional intent. "[P]robability is not a
guide which a court, in construing a penal statute, can
safely take." United Sates v. Wiltberger, 18 U.S. 76, 5
Wheat. 76, 105, 5 L. Ed. 37 (1820). And Justice
Frankfurter, writing for the Court in another case, said the
following: [***921] "When Congress leaves to the
Judiciary the task of imputing to Congress an undeclared
will, the ambiguity should be resolved in favor of lenity."
Bell v. United States, 349 U.S 81, 83, 75 S Ct. 620, 99 L.
Ed. 905 (1955).

The statutory purpose advanced by the Government
to construe "proceeds”’ is a textbook example of begging
the question. To be sure, if "proceeds' meant "receipts,"”
one could say that the statute was aimed at the dangers of
concealment and promotion. But whether "proceeds"
means "receipts' is the very issue in the case. |If
"proceeds’ means "profits," one could say that the statute
isaimed at the distinctive danger that arises from leaving
in crimina hands the yield of a crime. A rationa
Congress could surely have decided that the risk of
leveraging one criminal activity into the next poses a
greater threat to society than the mere payment of
crime-related expenses and justifies the
money-laundering statute's harsh penalties.

If we accepted the Government's invitation to

speculate about congressional purpose, we would also
have to confront and explain the strange consequence of
the "receipts’ interpretation, which respondents have
described as a "merger problem.” See, e.g., Brief for
Respondent Diaz 34. If "proceeds’ meant "receipts,”
nearly every violation of the illegal-lottery statute would
aso be a violation of the money-laundering statute,
because paying a winning bettor is a transaction
involving receipts that the defendant intends to promote
the carrying on of the lottery. Since few lotteries, [*516]
if any, will not pay their winners, the statute
criminalizing illegal lotteries, 18 U.S.C. § 1955, would
"merge’ with the money-laundering statute. Congress
evidently decided that lottery operators ordinarily deserve
up to 5 years of imprisonment, § 1955(a), but as a result
of merger they would face an additional 20 years, §
1956(a)(1). Prosecutors, of course, would acquire the
discretion to charge the lesser lottery offense, the greater
money-laundering offense, or both--which would
predictably be used to induce a plea bargain to the lesser
charge.

The merger problem is not limited to lottery
operators. For a host of predicate crimes, merger would
depend on the manner and timing of payment for the
expenses associated with the commission of the crime.
Few crimes are entirely free of cost, and costs are not
always paid in advance. Anyone who pays for the costs
of a crime with its proceeds--for example, the felon who
uses the stolen money to pay for the rented getaway
car--would violate the money-laundering statute. And
any wealth-acquiring crime with multiple participants
would become money-laundering when the initial
recipient of the wealth gives his confederates their
[**2027] shares* Generally speaking, any specified
unlawful activity, an episode of which includes
transactions which are not elements of the offense and in
which a participant passes receipts on to someone else,
would merge with money laundering. There are more
than 250 predicate [***922] offenses for the
money-laundering statute, see Dept. of Justice, Bureau of
Justice Statistics, M. Moaotivans, Money Laundering
Offenders, 1994-2001, p 2 (2003), online at
http://www.oj p.usdoj.gov/bjs/pub/pdf/mlo  OL.pdf (as
visited May 29, 2008, and available in Clerk [*517] of
Court's case file), and many foreseeably entail such
transactions, see 18 U.SC. § 1956(c)(7) (2000ed. and
Supp. V) (establishing as predicate offenses a number of
illegal trafficking and selling offenses, the expenses of
which might be paid after the illegal transportation or
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sale).

4 The Solicitor General suggests that this is the
case even under the "profits" interpretation. See
Reply Brief for United States 16; see also post, at
545, 170 L. Ed. 2d 939 (Alito, J., dissenting).
That is not so, because when the "loot" comes into
the hands of the later distributing felon his
confederates shares are (as to him) not profits but
mere recel pts subject to his payment of expenses.

The Government suggests no explanation for why
Congress would have wanted a transaction that is a
normal part of a crime it had duly considered and
appropriately punished elsewhere in the Criminal Code to
radically increase the sentence for that crime.
Interpreting "proceeds’ to mean "profits' eliminates the
merger problem. [HN6] [***LEdJHRG6] [6] Transactions
that normally occur during the course of running alottery
are not identifiable uses of profits and thus do not violate
the money-laundering statute. More generaly, acriminal
who enters into a transaction paying the expenses of his
illegal  activity cannot possibly violate the
money-laundering statute, because by definition profits
consist of what remains after expenses are paid.
Defraying an activity's costs with its receipts simply will
not be covered.

The principal dissent suggests that a solution to the
merger problem may be found in giving a narrow
interpretation to the "promotion prong" of the statute: A
defendant might be deemed not to "promote" illegal
activity "by doing those things . . . that are needed merely
to keep the business running," post, at 547-548, 170 L.
Ed. 2d, at 940, because promotion (presumably) means
doing things that will cause a business to grow. See
Webster's 2d, at 1981 (giving as one of the meanings of
"promote" "[tlo contribute to the growth [or]
enlargement” of something). (This argument is embraced
by Justice Breyer's dissent as well. See post, at 530, 170
L. Ed. 2d, at 930.) [HN7] [***LEdHR7] [7] The federal
money-laundering statute, however, bars not the bare act
of promotion, but engaging in certain transactions "with
the intent to promote the carrying on of specified
unlawful activity." 18 U.SC. 8§ 1956(a)(1)(A)(i) (2000
ed.) (emphasis added). In that context the word naturally
bears one of its other meanings, such as "[t]o contribute
to the . . . prosperity" [*518] of something, or to
"further" something. See Webster's 2d, at 1981. Surely
one promotes "the carrying on" of a gambling enterprise

by merely ensuring that it continues in business.> In any
event, to believe [**2028] that this "narrow"
interpretation of "promote" would solve the merger
problem one must share the dissent's misperception that
the statute applies just to the conduct of ongoing
enterprises rather than individual unlawful acts. If the
predicate act is theft by an individual, it makes no sense
to ask whether an expenditure was intended to "grow" the
culprit's theft business. The merger problem thus
[***923] stands as a major obstacle to the dissent's
interpretation of "proceeds.”

5 We note in passing the peculiarity that a
dissent which rejects our interpretation of
"proceeds’ because knowledge of profits will be
difficult to prove, suggests an interpretation of
"promotes’ that will require proving that a
particular expenditure was intended, not merely to
keep a business "running,” but to expand it.
("You must decide, ladies and gentlemen of the
jury, whether it is true beyond a reasonable doubt
that the payoff of this winning bettor was not
simply motivated by a desire to bring him and
other current gambling customers back, but was
meant to create a reputation for reliable payoff
that would attract future customers.")

Justice Breyer admits that the merger problem casts
doubt on the Government's position, post, at 529, 170 L.
Ed. 2d, at 929, but believes there are "other, more legally
felicitous' solutions to the problem, post, at 530, 170 L.
Ed. 2d, at 930. He suggests that the merger problem
could be solved by holding that "the money laundering
offense and the underlying offense that generated the
money to be laundered must be distinct in order to be
separately punishable.” Ibid. The insuperable difficulty
with this solution is that it has no basis whatever in the
words of the statute. Even assuming (as one should not)
the propriety of ajudicial rewrite, why should one believe
that Congress wanted courts to avoid the merger problem
in that unusual fashion, rather than by adopting one of the
two possible meanings of an ambiguous term? Justice
Breyer pins [*519] hope on the possibility, "if the
'merger’ problem is essentially a problem of fairness in
sentencing,” that the United States Sentencing
Commission might revise its recommended sentences for
money laundering. lbid. See also principal dissent, post,
at 547, 170 L. Ed. 2d 940-941 (in agreement). Even if
that is a possihility, it is not a certainty. And once again,
why should one choose this chancy method of solving the
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problem, rather than interpret ambiguous language to
avoid it? In any event, as noted, supra, at 515-516, 170
L. Ed. 2d, at 921, the merger problem affects more than
just sentencing; it affects charging decisions and
plea-bargaining as well.

B

The Government also argues for the "receipts'
interpretation because --quite frankly--it is easier to
prosecute. Proving the proceeds and knowledge elements
of the federal money-laundering offense under the
"profits’ interpretation will unguestionably require proof
that is more difficult to obtain. Essentialy, the
Government asks us to resolve the statutory ambiguity in
light of Congresss presumptive intent to facilitate
money-laundering prosecutions. That position turns the
rule of lenity upside-down. [HN8] [***LEdHRS8] [8]
We interpret ambiguous criminal statutes in favor of
defendants, not prosecutors.

It is true that the "profits' interpretation demands
more from the Government than the "receipts'
interpretation. Not so much more, however, as to render
such a disposition inconceivable--as proved by the fact
that Congress has imposed similar proof burdens upon
the prosecution elsewhere. See 18 U.SC. § 1963(a)
(criminal forfeiture provision requiring determination of
"gross profits or other proceeds’); 21 U.SC. § 853(a)
(same).® It is untrue that the added burdens [*520]
"serve no discernible purpose." Pogt, at 542, 170 L. Ed.
2d, at 937 (Alito, J,, dissenting). They ensure that the
severe money-laundering penalties will be imposed only
for the remova of profits from [***924] crimina
activity, which permit the leveraging [**2029] of one
criminal activity into the next. See supra, at 515, 170 L.
Ed. 2d 920-921.

6 The principal dissent claims that these statutes
do not require proof of profits because the
Government could rely upon the "other proceeds"
prong, which the dissent interprets to mean all
proceeds, gross profits and everything else. See
[HN9] post, at 545, 170 L. Ed. 2d, at 937.
[***LEdHR9] [9] We do not normally interpret a
text in a manner that makes one of its provisions
superfluous. But even if we did, these provisions
would dtill establish what the dissent believes
unthinkable: that Congress could envision the
Government's proving profits.

In any event, the Government exaggerates the
difficulties. The "proceeds of specified unlawful
activity" are the proceeds from the conduct sufficient to
prove one predicate offense.  Thus, [HN10]
[***LEdHR10] [10] to establish the proceeds element
under the "profits' interpretation, the prosecution needs
to show only that a single instance of specified unlawful
activity was profitable and gave rise to the money
involved in a charged transaction. And the Government,
of course, can select the instances for which the
profitability is clearest. Contrary to the principal dissent's
view, post, at 536, 540-542, 170 L. Ed. 2d 933, 936, the
factfinder will not need to consider gains, expenses, and
losses attributable to other instances of specified unlawful
activity, which go to the profitability of some entire
criminal enterprise. What counts is whether the receipts
from the charged unlawful act exceeded the costs fairly
atributable to it.”

7 The principa dissent asks, "[H]ow long does
each gambling 'instance' last?' Pogt, at 543, 170
L. Ed. 2d, at 938. The answer is "as long as the
Government chooses to charge." Title 18 U.SC.
§ 1955(a) provides that [HN11] [***LEdHR11]
[11] "[w]hoever conducts, finances, manages,
supervises, directs, or owns al or part of anillegal
gambling business shall be fined under thistitle or
imprisoned not more than five years, or both."
[HN12] [***LEdHR12] [12] Anillegal gambling
business is an illegal gambling business during
each moment of its operation, and it will be up to
the Government to select that period of time for
which it can most readily establish the necessary
elements of the charged offenses, including (if
money laundering is one of them) profitability.
(To the extent this raises the possibility of the
Government's making multiple violations out of
one person's running of a single business, that
problem arises no matter what definition of
"proceeds’ is adopted.) The "preposterous
results' that the dissent attributes to our
interpretation of "proceeds," post, at 544, 170 L.
Ed. 2d, at 938, are in fact the consequence of the
Government's decision to charge Santos with
conducting a gambling business over a 6-year
period. Of course in the vast mgjority of cases,
establishing the profitability of the predicate
offense will not put the Government to the task of
identifying the relevant period. Most criminal
statutes prohibit discrete, individual acts (fraud,
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bank robbery) rather than the conduct of a
business.

[*521] When the Government charges an
"enterprise” crime as the predicate offense, see, e.g., 18
U.SC. § 1956(c)(7)(C), it will have to prove the
profitability of only the conduct sufficient to violate the
enterprise statute. That is typicaly defined as a
"continuing series of violations," 21 U.SC. § 848(c)(2),
which would presumably be satisfied by three violations,
see Richardson v. United Sates, 526 U.S 813, 818, 119
S Ct. 1707, 143 L. Ed. 2d 985 (1999). Thus, the
Government will have to prove the profitability of just
three offenses, selecting (again) those for which
profitability is clearest. And of course a prosecutor will
often be able to charge the underlying crimes instead of
the overarching enterprise crime.

[HN13] [***LEdHR13] [13] As for the knowledge
element of the money-laundering offense-- knowledge
that the transaction involves profits of unlawful
activity--that will be provable (as knowledge must almost
always be proved) by circumstantial evidence. For
example, someone accepting receipts from what he
knows to be along-continuing drug-dealing operation can
be found to know that they include some profits. And a
jury could infer from a long-running launderer-criminal
relationship that the launderer knew he was hiding the
criminal's profits. Moreover, the Government will be
entitted to a willful blindness instruction if the
professional [***925] money launderer, aware of a high
probability that the laundered funds were profits,
deliberately avoids learning the truth about them--as
might be the case when he knows that the underlying
crimeisonethat is rarely unprofitable.

[**2030] IV

Concurring in the judgment, Justice Stevens
expresses the view that the rule of lenity applies to this
case because there is no legislative history reflecting any
legidator's  belief [*522] about how the
money-laundering statute should apply to lottery
operators. See post, at 526, 528, 170 L. Ed. 2d 927, 929.
The rule of lenity might not apply, he thinks, in a case
involving an organized crime syndicate or the sale of
contraband because the legidlative history supposedly
contains some views on the meaning of "proceeds’ in
those circumstances.® See post, at 525-526, and n 3, 170
L. Ed. 2d 926-927. In short, Justice Stevens would
interpret "proceeds’ to mean "profits' for some predicate

crimes, "receipts’ for others.

8 Justice Stevens fails to identify the legidative
history to which he refers. He offers only: "As
Justice Alito rightly argues, the legislative history
of § 1956 makes it clear that Congress intended
the term "proceeds to include gross revenues from
the sale of contraband and the operation of
organized crime syndicates involving such sales."
Post, at 525-526, 170 L. Ed. 2d 927. Although
Justice Alito, from one item of legislative history,
draws an inference about the meaning of
"proceeds’ in all its applications (which we find
dubious, see n 3, supra), nowhere does he cite
legislative history addressing the meaning of the
word "proceeds' in cases specificaly involving
contraband or organized crime. Thus Justice
Stevens' concurrence appears to address not only
a hypothetical case, see infra, at 523, 170 L. Ed.
2d, at 926, but even an imagined legidative
history.

Justice Stevens position is original with him; neither
the United States nor any amicus suggested it; it has no
precedent in our cases. Justice Stevens relies on the
proposition that one undefined word, repeated in different
statutory provisions, can have different meanings in each
provision. See post, at 525, and n 2, 170 L. Ed. 2d, at
927. But that is worlds apart from giving the same word,
in the same statutory provision, different meanings in
different factual contexts. Not only have we never
engaged in such interpretive contortion; just over three
years ago, in an opinion joined by Justice Stevens, we
forcefully rejected it. Clark v. Martinez, 543 U.S. 371,
125 S Ct. 716, 160 L. Ed. 2d 734 (2005), held that
[HN14] [***LEdHR14] [14] the meaning of words in a
statute cannot change with the statute's application. See
id., at 378, 125 S Ct. 716, 160 L. Ed. 2d 734. To hold
otherwise "would render every statute a chameleon,” id.,
at 382, 125 S Ct. 716, 160 L. Ed. 2d 734, and "would
establish within our jurisprudence . . . the dangerous
principle that judges can give the same statutory [*523]
text different meanings in different cases," id., at 386,
125 S Ct. 716, 160 L. Ed. 2d 734. Precisely to avoid that
result, our cases often "give a statute's ambiguous
language a limiting construction called for by one of the
statute's applications, even though other of the statute's
applications, standing alone, would not support the same
limitation. The lowest common denominator, as it were,
must govern." Id., at 380, 125 S Ct. 716, 160 L. Ed. 2d
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734 (emphasis added).

[HN15] [***LEdHR15] [15] Our obligation to
maintain the consistent meaning of words in statutory
text does not disappear when the rule of lenity is
involved. To the contrary, we have resolved an
ambiguity in a tax dstatute in favor of the taxpayer
[***926] in a civil case because the statute had criminal
applications that triggered the rule of lenity. See United
Sates v. Thompson/Center Arms Co., 504 U.S 505,
517-518, and n. 10, 112 S. Ct. 2102, 119 L. Ed. 2d 308
(1992) (plurality opinion). If anything, the rule of lenity
is an additional reason to remain consistent, lest those
subject to the criminal law be misled. And even if, as
Justice Stevens contends, post, at 524, 170 L. Ed. 2d, at
926, statutory ambiguity "effectively" licenses us to write
a brand-new law, we cannot accept that power in a
crimina case, where the law must be written by
Congress. See United [**2031] Sates v. Hudson, 11
U.S 32, 7 Cranch 32, 34, 3 L. Ed. 259 (1812).

We think it appropriate to add aword concerning the
stare decisis effect of Justice Stevens opinion. Since his
vote is necessary to our judgment, and since his opinion
rests upon the narrower ground, the Court's holding is
limited accordingly. See Marks v. United Sates, 430
U.S 188, 193, 97 S Ct. 990, 51 L. Ed. 2d 260 (1977).
But the narrowness of his ground consists of finding that
"proceeds' means "profits' when there is no legidative
history to the contrary. That is all that our judgment
holds. It does not hold that the outcome is different when
contrary legidative history does exist. Justice Stevens
speculations on that point address a case that is not before
him, are the purest of dicta, and form no part of today's
holding. Thus, as far as this particular statute is
concerned, counsel remain free to argue Justice Stevens
view (and to explain [*524] why it does not overrule
Clark v. Martinez, supra). They should be warned,
however: Not only do the Justices joining this opinion
reject that view, but so also (apparently) do the Justices
joining the principal dissent. See post, at 532, 546, 170
L. Ed. 2d 927, 940.

Y,

The money-laundering charges brought against
Santos were based on his payments to the lottery winners
and his employees, and the money-laundering charge
brought against Diaz was based on his receipt of
payments as an employee. Neither type of transaction
can fairly be characterized as involving the lottery's

profits. Indeed, the Government did not try to prove, and
respondents have not admitted, that they laundered
criminal profits. We accordingly affirm the judgment of
the Court of Appeals.

It is so ordered.
CONCUR BY: STEVENS

CONCUR
JUSTICE STEVENS, concurring in the judgment.

When Congress fails to define potentially ambiguous
statutory terms, it effectively delegates to federal judges
the task of filling gaps in a statute. See Commissioner v.
Fink, 483 U.S. 89, 104, 107 S Ct. 2729, 97 L. Ed. 2d 74
(1987) (Stevens, J., dissenting) ("In the process of
legidlating it is inevitable that Congress will leave open
spaces in the law that the courts are implicitly authorized
to fill"). Congress has included definitions of the term
"proceeds’ in some criminal statutes,! but it has not done
so in 18 U.SC. § 1956 (2000 ed. and Supp. V), the
money laundering statute at issue in this case. That
statute is somewhat unique because it applies to the
proceeds of a varied and [***927] lengthy list of
specified unlawful activities, see 8 1956(c)(7) (defining
"specified unlawful activity" to include, inter alia,
[*525] controlled substance violations, murder, bribery,
smuggling, various forms of fraud, concealment of assets,
various environmental offenses, and health care
offenses).

1 For example, 18 U.SC. § 2339C(e)(3) (2000
ed., Supp. V), which prohibits the concealment of
proceeds derived from funds used to support
terrorism, defines "proceeds’ to mean "any funds
derived from or obtained, directly or indirectly,
through the commission of [the] offense.”

Although it did not do so, it seems clear that
Congress could have provided that the term "proceeds’
shall have one meaning when referring to some specified
unlawful activities and a different meaning when
referring to others. In fact, in the general civil forfeiture
statute, § 981, Congress did provide two different
definitions of "proceeds," recognizing that--for a subset
of activities-"proceeds’ must alow for the deduction of
costs. Compare § 981(a)(2)(A) (2000 ed.) (defining
"proceeds’ [**2032] in casesinvolving illegal goods and
services to mean "property of any kind obtained directly
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or indirectly . . . not limited to the net gain or profit
realized from the offense") with § 981(a)(2)(B) (defining
"proceeds’ with respect to lawful goods sold in an illegal
manner as the amount of money acquired "less the direct
costsincurred in providing the goods or services").

have previously recognized that the same word can
have different meanings in the same statute.2 |f Congress
could have expressy defined the term "proceeds'
differently when applied to different specified unlawful
activities, it seems to me that judges filling the gap in a
statute with such a variety of applications may also do so,
as long as they are conscientiously endeavoring to carry
out the intent of Congress. Therefore, contrary to what
Justice Alito and the plurality state, see post, at 546, 170
L. Ed. 2d, at 940 (dissenting opinion); ante, at 522-523,
170 L. Ed. 2d 925-926 (plurality opinion), this Court
need not pick a single definition of "proceeds" applicable
to every unlawful activity, no matter how incongruous
some applications may be.

2 See, eg., General Dynamics Land Systems,
Inc. v. Cline, 540 U.S 581, 595, 124 S Ct. 1236,
157 L. Ed. 2d 1094 (2004) (rejecting the
presumption that the term "age" had an identical
meaning throughout the Age Discrimination in
Employment Act of 1967).

As Justice Alito rightly argues, the legislative history
of § 1956 makes it clear that Congress intended the term
[*526] "proceeds' to include gross revenues from the
sale of contraband and the operation of organized crime
syndicates involving such sales.3 But that history sheds
no light on how to identify the proceeds of many other
types of specified unlawful activities. For example, one
specified unlawful activity is the conduct proscribed by §
541, "Entry of goods falsely classified." Section 541
provides that "[w]hoever knowingly effects any entry of
goods, wares, or merchandise, at less than the true weight
or measure thereof, or upon a false classification as to
quality or value, or by the payment of less than the
amount of duty legally due, shal be . . . imprisoned not
more than two years" Conceivably the "proceeds'
stemming from a violation of § 541 could be either the
money realized by misstating the value --that is, the
amount by which the crimina "profits' by paying
reduced duties--or the total price at which the goods are
later sold, even though the misclassification had only a
trivial impact on that price.

3 Thus, | cannot agree with the plurality that the

rule of lenity must apply to the definition of
"proceeds’ for these types of unlawful activities.

Just as the legidative history fails to tell us how to
calculate the "proceeds’ [***928] of violations of § 541,
it is equally silent on the proceeds of an unlicensed
stand-alone gambling venture. The consequences of
applying a"gross receipts’ definition of "proceeds" to the
gambling operation conducted by respondents are so
perverse that | cannot believe they were contemplated by
Congress, particularly given the fact that nothing in
Justice Alito's thorough review of the legidative history
indicates otherwise.

4 As Judtice Alito notes, some reference was
made in the legidative history to gambling as a
part of a broader criminal syndicate's activities.
Post, at 539-540, 170 L. Ed. 2d, at 936. But that
reference does not indicate that Congress intended
the "proceeds’ of a gambling business to include
gross receipts.

Constrained by a holding that the payment of
expenses constitutes "promotion,"® [**2033] Justice
Alito's opinion runs [*527] sguarely into what can be
characterized as the "merger” problem. Allowing the
Government to treat the mere payment of the expense of
operating an illega gambling business as a separate
offense is in practical effect tantamount to double
jeopardy, which is particularly unfair in this case because
the penalties for money laundering are substantially more
severe than those for the underlying offense of operating
a gambling business. A money laundering conviction
increases the statutory maximum from 5 to 20 years, and
the Sentencing Commission has prescribed different
Guidelines ranges for the two crimes.6 When a defendant
has a significant crimina history or Guidelines
enhancements apply, the statutory cap of five yearsin §
1955 is an important limitation on a defendant's
sentence--a limitation that would be eviscerated if Justice
Alito's definition of "proceeds’ were applied in this case.

5 The Seventh Circuit held on a prior appeal that
respondent Santos' actions were legally sufficient
to convict him of promoting the carrying on of a
business under § 1956, United Sates v. Febus,
218 F.3d 784, 789-790 (2000). Justice Alito
criticizes the plurdity for alowing the
interpretation of "proceeds’ to be "dictated by an
unreviewed interpretation of another statutory
element." See post, at 548, 170 L. Ed. 2d, at 941.
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| do not base my opinion on any disagreement
with the interpretation of "promotion.”

6 For example, under the 2007 Guidelines, the
base offense level for running a gambling
business is 12. United States Sentencing
Commission, Guidelines Manual § 2E3.1 (Nov.
2007) (USSG). Section 2S1.1, which provides the
base offense level for money laundering, adds two
levels to the base offense level for the underlying
crime where the defendant is convicted under 18
U.SC. § 1956. This scheme for determining the
base offense level first appeared in the November
2001 Sentencing Guidelines. Prior to 2001, the
difference between sentences for gambling and
money laundering was even more pronounced, as
USSG § 2S1.1 (Nov. 2000) set an offense level of
23, which could be increased if the value of the
funds exceeded $100,000.

Justice Alito and Justice Breyer suggest that the
advisory nature of the Guidelines post-Booker, United
Satesv. Booker, 543 U.S, 220, 125 S Ct. 738, 160 L. Ed.
2d 621 (2005), or the possibility of an amendment to the
money laundering Guideline, would soften this blow,
post, at 547, 170 L. Ed. 2d 940 (opinion of Alito, J.);
post, at 530-531, 170 L. Ed. 2d 930 (dissenting opinion
of Breyer, J.), and indeed they could. But the result inthe
case at hand might not be softened at all [*528] by
resort to Booker because respondents’ direct appea was
decided in 2000, several years prior to our decision in
Booker. If Justice Alito's opinion were to carry the day,
both respondents would return to prison to serve the
remainder of their lengthy sentences.

The revenue generated by a gambling [***929]
business that is used to pay the essential expenses of
operating that business is not "proceeds’ within the
meaning of the money laundering statute. As the
plurality notes, there is"no explanation for why Congress
would have wanted a transaction that is a normal part of a
crime it had duly considered and appropriately punished
elsawhere in the Criminal Code to radically increase the
sentence for that crime.” Ante, at 517, 170 L. Ed. 2d, at
922. This conclusion dovetails with what common sense
and the rule of lenity would require. Faced with both a
lack of legidative history speaking to the definition of
"proceeds’ when operating a gambling business is the
"specified unlawful activity" and my conviction that
Congress could not have intended the perverse result that
would obtain in this case under Justice Alito's opinion,

the rule of lenity may weigh in the determination. Andin
that respect the plurality's opinion is surely [**2034]
persuasive.” Accordingly, | concur in the judgment.

7 In what can only be characterized as the
"purest of dicta," the plurality speculates about the
stare decisis effect of our judgment and interprets
my conclusion as resting on the ground that
"'proceeds means 'profits when there is no
legidlative history to the contrary.” Ante, at 523,
170 L. Ed. 2d, at 926. That is not correct; my
conclusion rests on my conviction that Congress
could not have intended the perverse result that
the dissent's rule would produce if its definition of
"proceeds’ were applied to the operation of an
unlicensed gambling business. In  other
applications of the statute not involving such a
perverse result, | would presume that the
legidlative history summarized by Justice Alito
reflects the intent of the enacting Congress. See
post, at 531-532, and n 1, 170 L. Ed. 2d, at 931.
Its decision to leave the term undefined is
consistent with my view that "proceeds’ need not
be given the same definition when applied to each
of the numerous specified unlawful activities that
produce unclean money. Clark v. Martinez, 543
US 371, 125 S Ct. 716, 160 L. Ed. 2d 734
(2005), poses no barrier to this conclusion. In
Martinez there was no compelling reason--in stark
contrast to the situation here--to believe that
Congress intended the result for which the
Government argued.

DISSENT BY: BREYER; ALITO

DISSENT
[*529] Justice Breyer, dissenting.

| join Justice Alito's dissent while adding the
following observations about what has been referred to as
the "'merger problem." Ante, at 515, 170 L. Ed. 2d, at
921 (plurality opinion). Like the pluraity, | doubt that
Congress intended the money laundering statute
automatically to cover financial transactions that
congtitute an essential part of a different underlying
crime. Operating an illegal gambling business, for
example, inevitably involves investment in overhead as
well as payments to employees and winning customers; a
drug offense normally involves payment for drugs; and
bank robbery may well require the distribution of stolen
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cash to confederates. If the money laundering statute
applies to this kind of transaction (i.e., if the transaction
is automatically a "financia transaction" that "involves
the proceeds of specified unlawful activity” made "with
the intent to promote the carrying on of specified
unlawful activity"), then the Government can seek a
heavier money laundering penalty (say, 20 years), even
though the only conduct at issue is conduct that
warranted a lighter penalty (say, 5 years for illegal
gambling). 18 U.S.C. § 1956(a)(1).

It is difficult to understand why Congress would
have intended the Government to possess this
punishment-transforming power. Perhaps for this reason,
the Tenth Circuit has written that "Congress aimed the
crime of money laundering at conduct that follows in
time the underlying crime rather than to afford [***930]
an adternative means of punishing the prior 'specified
unlawful activity.” United States v. Edgmon, 952 F.2d
1206, 1214 (1991). And, in 1997, the United States
Sentencing Commission told Congress that it agreed with
the Department of Justice that "money laundering cannot
properly be charged for 'merged' transactions that are part
of the underlying crime." Report to Congress. [*530]
Sentencing Policy for Money Laundering Offenses,
including Comments on Dept. of Justice Report, p 16
(Sept. 1997), online at
http://www.ussc.gov/r_congress/launder.p df (as visited
May 20, 2008, and availablein Clerk of Court's casefile).

Thus, like the plurality, | see a "merger" problem.
But, unlike the plurdlity, | do not believe that we should
look to the word "proceeds” for a solution. For one thing,
the plurality's interpretation of that word creates the
serious logical and practical difficulties that Justice Alito
describes. See post, at 537-542, 170 L. Ed. 2d 934-937
(dissenting opinion) (describing difficulties associated
with proof and accounting). For another thing, [**2035]
there are other, more legally felicitous places to look for a
solution. The Tenth Circuit, for example, has ssimply
held that the money laundering offense and the
underlying offense that generated the money to be
laundered must be distinct in order to be separately
punishable. Edgmon, supra, at 1214. Alternatively the
money laundering statute's phrase "with the intent to
promote the carrying on of specified unlawful activity”
may not apply where, for example, only one instance of
that underlying activity is at issue. (The Seventh Circuit
on a prior appeal in this case rejected that argument, and
thus we do not consider it here. See United States v.

Febus, 218 F.3d 784, 789 (2000).)

Finaly, if the "merger" problem is essentialy a
problem of fairness in sentencing, the Sentencing
Commission has adequate authority to address it.
Congress has instructed the Commission to "avoi[d]
unwarranted sentencing disparities’ among those "found
guilty of similar criminal conduct" 28 U.SC. §
991(b)(1)(B) (emphasis added); see aso § 994(f)
(instructing the Commission to pay particular attention to
those disparities). The current money laundering
Guideline, United States Sentencing Commission,
Guidelines Manual § 2S1.1 (Nov. 2007), by making no
exception for a situation where nothing but a single
instance of the underlying crime has taken place, would
seem to create a serious and unwarranted disparity among
defendants who have engaged in [*531] identical
conduct. My hope is that the Commission's past efforts
to tie more closely the offense level for money laundering
to the offense level of the underlying crime, seeid., Supp.
to App. C, Amdt. 634 (Nov. 2001), suggest a willingness
to consider directly this kind of disparity. Such an
approach could solve the "merger" problem without
resort to creating complex interpretations of the statute's
language. And any such solution could be applied
retroactively. See 28 U.S.C. § 994(u).

In light of these alternative possibilities, | dissent.

Justice Alito, with whom The Chief Justice, Justice
Kennedy, and Justice Breyer join, dissenting.

Fairly read, the term "proceeds," as used in the
principal federal money laundering statute, 18 U.SC. §
1956(a), means "the total amount [***931] brought in,"
the primary dictionary definition. Webster's Third New
International  Dictionary 1807 (1976) (hereinafter
Webster's 3d). See also Random House Dictionary of the
English Language 1542 (2d ed. 1987) ("the total amount
derived from a sale or other transaction"). The plurality
opinion, however, makes no serious effort to interpret this
important statutory term. Ignoring the context in which
the term is used, the problems that the money laundering
statute was enacted to address, and the obvious practical
considerations that those responsible for drafting the
statute almost certainly had in mind, that opinion is quick
to pronounce the term hopelessly ambiguous and thus to
invoke the rule of lenity. Concluding that "proceeds"
means "profits," the plurality opinion's interpretation
would frustrate Congress intent and maim a statute that
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was enacted as an important defense against organized
criminal enterprises.

Fortunately, Justice Stevens opinion recognizes that
the term "proceeds" "include[s] gross revenues from the
sale of contraband and the operation of organized crime
syndicates involving such sales." Ante, at 526, 170 L. Ed.
2d 927 (opinion concurring [*532] in judgment).l |
cannot agree with Justice [**2036] Stevens approach
insofar as it holds that the meaning of the term
"proceeds’ varies depending on the nature of the illegal
activity that produces the laundered funds, but at least
that approach preserves the correct interpretation of the
statute in most of the cases that were the focus of
congressional concern when the money laundering statute
was enacted.

1 Inlight of the plurality opinion's discussion of
"the stare decisis effect of Justice Stevens
opinion," ante, at 523, 170 L. Ed. 2d, at 926, it
must be noted that five Justices agree with the
position taken by Justice Stevens on the matter
discussed in the preceding sentence of the text.

I
A

While the primary definition of the term "proceeds’
is "the total amount brought in," | recognize that the term
may also be used to mean "net profit," Webster's 3d 1807,
and | do not suggest that the question presented in this
case can be answered simply by opening a dictionary.
When a word has more than one meaning, the meaning
that is intended is often made clear by the context in
which the word is used, and thus in this case, upon
finding that the term "proceeds’ may mean both "the total
amount brought in" and "net profit," the appropriate next
step is not to abandon any effort at interpretation and
summon in the rule of lenity. Rather, the next thing to do
is to ask what the term "proceeds’ customarily means in
the context that is relevant here--a money laundering
Statute.

The federal money laundering statute is not the only
money laundering provision that uses the term
"proceeds.” On the contrary, the term is a staple of
money laundering laws, and it is instructive that in every
single one of these provisons in which the term
"proceeds’ is defined--and there are many--the law
specifies that "proceeds’ means "the total amount brought

[*533] The leading treaty on international money
laundering, the United Nations Convention Against
Transnational Organized Crime (Convention), Nov. 15,
2000, 2225 U. N. T. S. 209 (Treaty No. 1-39574), which
has been adopted by the United States and 146 [***932]
other countries,? is instructive. This treaty contains a
provision that is very similar to § 1956(a)(1)(B)(i).
Article 6.1 of the Convention obligates signatory nations
to criminalize "[t]he . . . transfer of property, knowing
that such property is the proceeds of crime, for the
purpose of concealing or disguising the illicit origin of
the property or of helping any person who is involved in
the commission of the predicate offence to evade the
legal consequences of his or her action." Id., at 277
(emphasis added). The Convention defines the term
"proceeds’ to mean "any property derived from or
obtained, directly or indirectly, through the commission
of an offence.” Id., a 275 (Art. 2(e)). The money
laundering provision of the Convention thus covers gross
receipts.3

2 See Multilateral Treaties Deposited with the
Secretary-General, pt. I, ch. XVIII, No. 12, United
Nations Convention Against Transnational Crime
(Nov. 15, 2000), online at
http://untreaty.un.org/ENGL | SH/bible/eng
lishinternetbible/partl/chapterXVII1/ treaty13.asp
(@l Internet materials as visited May 29, 2008,
and available in Clerk of Court's casefile).

3 If 18 U.SC. § 1956 were limited to profits, it
would be narrower than the obligation that the
United States undertook in Article 6.1 of the
Convention, but the Department of State has taken
the position that no new legidlation is needed to
bring the United States into compliance. See
Hearing on Law Enforcement Treaties before the
Senate Committee on Foreign Relations, 108th
Cong., 2d Sess., 10 (2004) (statement of Samuel
M. Witten, Deputy Legal Adviser) ("[W]e can
comply with the Convention's criminalization
obligations without need for new legislation™).

[**2037] The term "proceeds’ is given a similarly
broad scope in the Model Money Laundering Act (Model
Act). See President's Commission on Model State Drug
Laws, Economic Remedies, 8 C (1993). Section 5(a)(1)
of the Model Act criminalizes transactions involving
property that is "the proceeds of some form of unlawful
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activity,” and the Model Act defines "proceeds' as
"property acquired or derived directly [*534] or
indirectly from, produced through, realized through, or
caused by an act or omission . . . includ[ing] any property
of any kind," § 4(a).

Fourteen States have money laundering statutes that
define the term "proceeds,” and in every one of these
laws the term is defined in a way that encompasses gross
receipts. See Ariz. Rev. Sat. Ann. 88 13-2314(N)(3)
(West 2001), 13-2317(F)(4)(b) (West Supp. 2007); Ark.
Code Ann. § 5-42-203(5) (2006); Cal. Health & Safety
Code Ann. § 11370.9(h)(1) (West 2007); Haw. Rev. Sat.
88 708A-2, 708A-3 (2006 Supp.); Ind. Code 88
35-45-15-4, 35-45-15-5 (West 2004); lowa Code 8§
706B.1(1), 706B.2 (2005); La. Stat. Ann. § 14:230(A)(4)
(West 2004); Mich. Comp. Laws Ann. 88 750.411j(f),
750.411k (West 2004); N. M. Stat. Ann. 88 30-51-2(E),
30-51-4(A) (2004); Ohio Rev. Code Ann. 88 1315.51(H),
1315.55 (Lexis 2006); Tex. Penal Code Ann. 8§ 34.01(4),
34.02 (West Supp. 2007); Utah Code Ann. 8§
76-10-1902(9), 76-10-1903 (Lexis 2007); Va. Code Ann.
8§ 18.2-246.2, 18.2-246.3 (Lexis 2004); Wash. Rev. Code
88 9A.83.010(5), 9A.83.020 (2006). Cf. N.J. Stat. Ann. §
2C:21-25(d) (West 2005).4

4  Connecticut, the only State with a money
laundering statute that does not use the term
"proceeds," uses equivaent language that is not
limited to profits. See Conn. Gen. Sat. § 53a-276
(2005) ("A person is guilty of money laundering
in the first degree when he exchanges . . . one or
more monetary instruments derived from criminal
conduct constituting a felony"). | have found no
money laundering statute that defines "proceeds"
to mean profits or that uses other language that
limits the law's reach to profits or net income. The
only state money laundering statute that even uses
the term "profits,” "net income,” or something
similar is that of Arkansas, which plainly defines
"criminal proceeds' to include all gross receipts
of criminal conduct: "'Criminal proceeds means.
(A) Anything of value furnished or intended to be
furnished in exchange for criminal conduct or
contraband received in violation of state or federal
law; and (B) Property or profits traceable to" such
an exchange. Ark. Code Ann. § 5-42-203(5).

This pattern of usage is reveding. [***933] It
strongly suggests that when lawmakers, knowledgeable

about the nature and problem of money laundering, use
the term "proceeds’ in a [*535] money laundering
provision, they customarily mean for the term to reach all
receipts and not just profits.>

5 The version of the money laundering statute
originally passed by the House reflected a similar
legidlative judgment. The bill made it a crime to
engage in financial transactions and certain
commercia transactions involving "criminally
derived property that is derived from a designated
offense." H. R. 5484, 99th Cong., 2d Sess., § 602,
p 154 (1986) (as introduced). The term
"criminally derived property" is naturally
understood to include all property that is
"receive[d]" or "obtain[ed]" as aresult of criminal
activity, see Webster's 3d 608; Random House
Dictionary of the English Language 389 (1967),
and thus to include all gross receipts and not just
profit. The House bill defined the term
"criminally derived property" to mean "any
property constituting, or derived from, proceeds
obtained from a criminal offense."” H. R. 5484, §
602, at 158 (emphasis added). Accordingly, the
House seems to have understood "proceeds' to
include gross receipts. The hill passed by the
Senate, like the current money laundering statute,
simply used the term "proceeds,” S. 2683, 99th
Cong., 2d Sess.,, § 2(a) (1986), and the House
acceded to the Senate version. See H. R. 5484,
99th Cong., 2d Sess, § 1352, p 48 (1986) (as
enacted). Thereis no suggestion in the legidative
history that the term "criminally derived property”
and the term "proceeds’ were perceived as having
different meanings.

[**2038] B

There is a very good reason for this uniform pattern
of usage. Money laundering provisions serve two chief
ends. First, they provide deterrence by preventing drug
traffickers and other criminals who amass large quantities
of cash from using these funds "to support a luxurious
lifestyle" or otherwise to enjoy the fruits of their crimes.
Model Act, Policy Statement, at C-105. See President's
Commission on Organized Crime, Interim Report to
President and Attorney General, The Cash Connection:
Organized Crime, Financia Institutions, and Money
Laundering 7-8 (Oct. 1984) (hereinafter Interim Report);
Aranson, Bouker, & Hannan, Money Laundering, 31 Am.
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Crim. L. Rev. 721, 722 (1994); H. R. Rep. No. 99-746, p
16 (1986) (hereinafter H. R. Rep.). Second, they inhibit
the growth of criminal enterprises by preventing [*536]
the use of dirty money to promote the enterprise's growth.
See, eg., 18 U.SC. 88§ 1956(a)(1)(A)(i), (a)(2)(A), and
(@(3)(A); Model Act 88 5(a)(2), (4); N. J. Sat. Ann. §
2C:21-25(b)(1); Tex. Penal Code Ann. 88
34.02(a)(3)-(4).

Both of these objectives are frustrated if a money
laundering statute is limited to profits. Dirty money may
be used to support "a luxurious lifestyle" and to grow an
illegal enterprise whenever the enterprise possesses large
amounts of illegally obtained cash. And illega
enterprises may acquire such cash while engaging in
unlawful activity that is unprofitable.

Suppose, for example, that adrug cartel sends alarge
shipment of drugs to this country, a good part of the
shipment is intercepted, the remainder is sold, the cartel
ends up with a net loss but with a large quantity of cash
on its hands, and the cartel uses the cash in financia
transactions that are designed to conceal the source of the
cash or to promote further crime. [***934] There is no
plausible reason why Congress would not have wanted
the money laundering statute to apply to these financial
transactions. If the cartel leaders use the money to live in
luxury, this provides an incentive for these individuals to
stay in the business and for others to enter. If the cartel
uses the money to finance future drug shipments or to
expand the business, public safety is harmed.

It is certainly true that Congress, in enacting the
federa money laundering statute, was primarily
concerned about crimina enterprises that realize profits.
A crimina operation that consistently loses money will
not last very long and thus presents a lesser danger than a
profitable operation. But narrowing a money laundering
statute so that it reaches only profits produces two
perverse results that Congress cannot have wanted. First,
it immunizes successful criminal enterprises during those
periods when they are operating temporarily in the red.
Second, and more important, it introduces pointless and
difficult problems of proof. Because [*537] the dangers
presented by money laundering are present whenever
criminals have large stores of illegally derived funds on
their hands, there is little reason to require proof--which
may be harder to assemble than the plurality opinion
acknowledges--that the funds represent profits.

C

The implausibility of a net income interpretation is
highlighted in cases involving professionals and others
who are hired to launder money. Those who are
knowledgeable about money laundering stress the
importance of prosecuting these hired money launderers.
See, eg., Depts. of Treasury and Justice, The 2001
National Money Laundering Strategy, pp ix-X, 1-2 (Sept.
2001), online at http://www.treas.gov/press/releases/docs
/ml2001.pdf; Financial [**2039] Action Task Force on
Money Laundering, 1996-1997 Report on Money
Laundering Typologies 7 (Feb. 1997), online at
http://www.fatf-gafi.org/datacecd/31/29/  34043795.pdf;
Butterworths International Guide to Money Laundering
Law and Practice 629 (T. Graham 2d ed. 2003); Ratliff,
Third Party Money Laundering: Problems of Proof and
Prosecutorial Discretion, 7 San. L. & Pol'y Rev. 173
(1996); Sultzer, Money Laundering: The Scope of the
Problem and Attempts to Combat It, 63 Tenn. L. Rev.
143, 147-148 (1995); H. R. Rep., at 16-17.

A net income interpretation would risk hamstringing
such prosecutions. To violate 18 U.SC. § 1956(a)(1), a
defendant must "kno[w] that the property involved in a
financial transaction represents the proceeds of some
form of unlawful activity." A professiona money
launderer is not likely to know (or perhaps even to care)
whether the enterprise is operating in the black when the
funds in question were acquired. Therefore, under a net
income interpretation, financial specialists and others
who are hired to launder funds would generaly be
beyond the reach of the statute, something that Congress
amost certainly did not intend.

[*538] It is revealing that the money laundering
statute explicitly provides that a money launderer need
only know that "the property involved in the transaction
represented proceeds from some form, though not
necessarily which form, of [specified illegal] activity." §
1956(c)(1). Thus, the prosecution is not required to
prove that a hired money launderer knew that [***935]
funds provided for laundering derived from, say, drug
sales as opposed to gambling. There is no reason to think
that hired money launderers are more likely to know
whether funds include profits than they are to know the
nature of the illegal activity from which the funds were
derived. Consequently, 8 1956(c) suggests that Congress
did not intend to require proof that a hired money
launderer knew that funds provided for laundering
included profits.
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The plurality opinion dismisses these concerns with
the observation that a jury may infer that a hired
launderer knew that funds included profits if the
launderer had a long-running relationship with the entity
or person providing the funds or knew that the entity or
person had been involved in the illegal enterprise for a
lengthy period. See ante, at 521, 170 L. Ed. 2d, at 924.
But what about the case where the launderer accepts a
million dollars of drug money on a single occasion? And
even if there would be legally sufficient evidence to
support an inference of the requisite knowledge under the
circumstances that the plurality opinion posits, the
requirement of convincing a jury to find beyond a
reasonable doubt that the funds included profits would
pose a troublesome and (in light of the aim of the money
laundering statute) pointless obstacle.

D

Even in cases in which the defendants are alleged to
have been involved in the underlying criminal activity, a
net income interpretation would produce nettlesome
problems that Congress cannot have wanted. These
problems may be especially acute in the very cases that
money laundering statutes principally target, that is, cases
involving large-scale [*539] crimina operations that
continue over a substantial period of time, particularly
drug cartels and other organized crime syndicates.

The federal money laundering statute was enacted in
the wake of an influential report by the President's
Commission on Organized Crime that focused squarely
on criminal enterprises of this type. See Interim Report
7-8 (described in S. Rep. No. 99-433, pp 2-4 (1986)
(hereinafter S. Rep.) [**2040] and H. R. Rep., a 16).
The Commission identified drug traffickers and other
organized criminal groups as presenting the most serious
problems. See Interim Report 7. The Commission found
that "narcotics traffickers, who must concea billions of
dollars in cash from detection by the government, create
by far the greatest demand for money laundering
sschemes® but that "numerous other types of activities
typical of organized crime, such as loansharking and
gambling, also create an appreciable demand for such
schemes.” |bid. Toillustrate the scope and nature of the
money laundering problem, a section of the Interim
Report was devoted to case studies, most of which
involved the laundering of drug money. |d., at 29-49.

As a prime example of the problem of money
laundering, the report discussed the so-called "Pizza

Connection" case that was prosecuted in federal court in
New York City in the 1980's. In that case, the evidence
showed that the Sicilian Mafia and organized crime
elements in the United States, over a period of many
years, imported huge amounts of heroin into this country,
sold the heroin here, accumulated millions of dollars of
cash, and then laundered the funds by smuggling them
overseas [***936] in suitcases or funneling the money
through a maze of bank accounts. See id., a 31-35;
United Sates v. Casamento, 887 F.2d 1141, 1148-1149
(CA21989).

Following the issuance of the Interim Report,
Congress turned its attention to the problem of money
laundering, and much of the discussion focused on the
need to prevent laundering by drug and organized crime
syndicates. See, e.g., [*540] S. Rep., at 3 (discussing
"organized crime ‘'businesses such as gambling,
prostitution, and loansharking"), 4 ("Money laundering is
a crucia financia underpinning of organized crime and
narcotics trafficking" (internal quotation marks omitted));
Hearing on Money Laundering Legislation before the
Senate Committee on the Judiciary, 99th Cong., 1st Sess,,
1 (1985) (statement of Chairman Thurmond), 29
(statement of Sen. Biden), 30 (statement of Sen.
DeConcini), 31 (statement of Sen. D'Amato), 53
(statement of Assistant Attorney Genera Trott).

In light of these concerns, it is most unlikely that
Congress meant to enact a money laundering statute that
would present daunting obstacles in the very sort of cases
that had been identified as presenting the most pressing
problems, that is, cases, like the "Pizza Connection" case,
in which law enforcement intercepts cash or wire
transfers of funds derived from drug sales or other
unlawful activity that occurred over a period of time.
The plurdity opinion's interpretation of the term
"proceeds,” however, would often produce such
problems. Tracing funds back to particular drug sales
and proving that these sales were profitable will often
prove impossible. See United States v. Bajakajian, 524
U.S 321, 351-352, 118 S. Ct. 2028, 141 L. Ed. 2d 314
(1998) (Kennedy, J., dissenting). Indeed, it will often be
hard even to establish with any precision the period of
time during which the drug sales occurred. But assuming
that the Government can prove roughly when the funds
were acquired, the next hurdle would be to show that the
drug ring had net income during the time when the funds
were acquired.
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"Net income" means "[t]he excess of revenues over
al related expenses for a given period." R. Estes,
Dictionary of Accounting 88 (1981) (emphasis deleted).
There are no generally accepted accounting principles for
determining the net income of illegal enterprises, and
therefore, in order to apply a net income interpretation,
special accounting rules would have to be devel oped.

[**2041] [*541] In the drug-money cases that |
have been discussing, the courts would have to decide
whether the drug syndicate's net income should be
calculated on an annual, quarterly, or some other basis.
In addition, the courts would be forced to devise rules for
determining the scope of the enterprise for which the net
income calculation must be performed. Suppose, for
example, that there were connections of an uncertain
nature or degree between drug operations in different
cities or countries. Rules would be needed to determine
whether affiliated criminal groups should be regarded as
one enterprise or several. And proof regarding the
connections between such operations would often be very
difficult to obtain. Criminal enterprises do not have
papers of incorporation, partnership agreements, or (in
most instances) other documents establishing precise
business relationships.

Rules would also be needed in order [***937] to
determine whether particular illegal expenditures should
be considered as expenses. In the "Pizza Connection”
case, the Sicilian Mafia used its income for such things as
the murder of magistrates, police officers, witnesses, and
rivals. See, eg., Casamento, supra, at 1154-1156;
United States v. Gambino, 809 F. Supp. 1061, 1065-1068
(SDNY 1992). Are these expenditures smply a cost of
engaging in the drug trade? Are they business expenses?

If a net income interpretation were taken to its
logical conclusion, it presumably would be necessary as
well to work out rules for the depreciation of
instrumentalities of crime that must occasionaly be
replaced due to the efforts of law enforcement. But it
seems quite implausible that Congress wanted courts or
juries in money laundering cases to grapple with
questions such as the useful life of, say, a drug processing
plant or laboratory or the airplanes and boats that are used
to smuggle drugs. And assuming that the accounting
issues can ultimately be resolved by the courts, there
would remain serious problems of proof. Illegal
enterprises generally [*542] do not keep books and
records like legitimate businesses do.

It is tempting to dismiss many of the problems noted
above on the ground that "everyone knows' that drug
cartels, organized crime syndicates, and the like make a
profit. But such groups may not operate in the black at
all times, and in any event, if net income is an element of
the money laundering offense, the prosecution must
prove net income beyond a reasonable doubt. The
prosecution cannot simply ask the jury to take notice of
the fact that these groups are profitable.

My point in citing the accounting and proof
problems that would be produced by a net income
interpretation is not that the "'receipts" interpretation is
preferable because "it is easier to prosecute," ante, at 519,
170 L. Ed. 2d, at 923 (plurality opinion), but that creating
these obstacles would serve no discernible purpose. Even
if adrug or gambling ring was temporarily operating in
the red during a particular period, the laundering of
money acquired during that time would present the same
dangers as the laundering of money acquired during times
of profit. It isthereforeimplausible that Congress wanted
to throw up such pointless obstacles.

The plurality opinion attempts to minimize all these
problems by stating that "to establish the proceeds
element under the 'profits interpretation, the prosecution
needs to show only that a single instance of specified
unlawful activity was profitable and gave rise to the
money involved in a charged transaction.” Ante, at 520,
170 L. Ed. 2d, at 924. This suggestion ignores both the
language of the money laundering statute, which makes
no reference to an "instance" of unlawful activity, and the
realities of money [**2042] laundering prosecutions.
The prototypical money laundering case is not a case in
which a defendant engages in a single, discrete criminal
act and then launders the money derived from that
act--for example, a case in which a"felon . . . uses. ..
stolen money to pay for the rented getaway car." Ante, at
516, 170 L. Ed. 2d, at 921. Rather, the prototypical
[*543] case involves numerous criminal acts that occur
over a period of time and the accumulation of funds from
al these acts prior to laundering--for example, the
organized crime syndicate or drug cartel that amasses
large sums before engaging in alaundering transaction.

[***938] Take, for example, a case in which a
defendant is charged with doing what was done in the
"Pizza Connection" case--transferring millions of dollars
of drug money overseas, knowing that the funds represent
the proceeds of drug trafficking ("some form of unlawful





Page 23

553 U.S. 507, *543; 128 S. Ct. 2020, **2042,
170 L. Ed. 2d 912, ***938; 2008 U.S. LEXIS 4699

activity") and that the transfer was designed to conceal
the origin of the funds. See 18 U.SC. § 1956(a)(2)(B).
In such a case, it is unredlistic to think that individual
dollars can be traced back to individual drug sales--or
that Congress wanted to require such tracing.

Although the plurality opinion begins by touting the
"single instance" theory as a cure for the accounting and
proof problems that a "profits' interpretation produces,
the plurality's application of the "single instance”" theory
to the case at hand shows that this theory will not work.
In this case, the "unlawful activity" that produced the
funds at issue in the substantive money laundering counts
was the operation of the Santos lottery,® and it is hardly
apparent what constitutes a "single instance" of running a
gambling business. Did each lottery drawing represent a
separate "instance'? Each wager? And how long does
each gambling "instance" last? A day? A week? A
month?

6 See Indictment in United Sates v. Alameda,
No. 2:96 CR-044 RL (ND Ind., May 10, 1996),
pp 3, 14 (hereinafter Indictment).

When the plurality opinion addresses these
questions, it turns out that "a single instance" means all
instances that are charged, i.e, it means that the
Government had to show that receipts exceeded costs
during the time the defendant allegedly conducted,
financed, etc., the gambling operation. See ante, at
520-521, n 7, 170 L. Ed. 2d, at 924. Here, since the
Indictment alleged that the Santos lottery continued for
more than 6 years ("[b]eginning in or about January 1989
and continuing to in [*544] or about December 1994,
the exact dates being unknown to the Grand Jury"),’ the
plurality would apparently compel the Government to
prove that the lottery was profitable over this entire
period.

7 Seeid., at 3.

If thisis where the "single instance” theory leads, the
theory plainly does not solve the accounting and proof
problems we have noted. And the plurality's suggestion
that the Government had to show that the gambling
operation was profitable for this entire period leads to
preposterous results. Suppose that the lottery was
profitable for the first five years and, at the end of each
year, respondents laundered funds derived from the
business. Suppose that in the sixth year the business
incurred heavy losses--losses so heavy that they wiped

out all of the profits from the first five years. According
to the plurdlity, if respondents were found to have
operated the lottery during the entire 6-year period, then
the financial transactions that occurred at the end of years
one, two, three, four, and five would not violate the
money laundering statute, even though an accounting
done at those times would have come to the conclusion
that the funds included [**2043] profits. That result
makes no sense.

Whenever a money laundering indictment charges
that the laundered funds derived from an “unlawful
activity" that comprehends numerous acts that occurred
over a considerable [***939] period of time?and that is
precisely the situation in many of the types of cases that
the money laundering statute principally targeted--the
plurality opinion's interpretation will produce difficulties.
| have aready discussed drug and gambling cases, and
similar problems will arise in cases in which the unlawful
activity is a form of fraud. For example, the unlawful
activity in mail fraud (18 U.S.C. § 1341) is the scheme to
defraud, not the individual mailings carried out in
furtherance of the scheme. See Neder v. United States,
527 U.S 1,19, 119 S Ct. 1827, 144 L. Ed. 2d 35 (1999);
United States v. Mankarious, 151 F.3d 694 [*545] (CA7
1998). In such a case, what will constitute the "single
instance of unlawful activity"? Will each mailing be a
separate "instance"? The same problem arises with other
fraud predicates, including wire fraud (8 1343), see, eg.,
United Sates v. 2Zvi, 168 F.3d 49 (CA2 1999), and
financial institution fraud (§ 1344), see, e.g., United
Satesv. Farr, 69 F.3d 545 1995 WL 638249 (CA9 1995)
(unpublished).

The plurality opinion suggests that the application of
a profits interpretation will be easy in cases in which the
financial transactions are payments of "expenses." Ante,
at 516-517, 170 L. Ed. 2d, at 922. But it may be no small
matter to determine whether particular payments are for
"expenses.” When the manager of a gambling operation
distributes cash to those who work in the operation, the
manager may be paying them the rough equivaent of a
salary; that is, the recipients may expect to receive a
certain amount for their services whether or not the
operation is profitable. On the other hand, those who
work in the operation may have the expectation of
receiving a certain percentage of the gross revenue
(perhaps even in addition to a salary), in which case their
distribution may include profits. Such was the case in
Santos lottery, where the runners were paid a percentage
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of gross revenue. See Indictment 5; 16 Tr. 1399 (Oct. 9,
1997).

The plurality opinion cites 18 U.S.C. § 1963(a) and
21 U.SC. § 853(a), for the proposition that Congress has
"elsawhere" imposed the burden of proving that illegally
obtained funds represent profits, but the plurality
opinion's examples are inapposite. Ante, at 519-520, 170
L. Ed. 2d, at 923. Neither of these provisions, however,
requires a determination of net income. Both provisions
permit a fine in the amount of "not more than twice the
gross profits or other proceeds." 18 U.SC. § 1963(a).
Thus, the term "proceeds’ as used in these provisions is
not limited to profits.8

8 In 18 U.SC. § 981(a)(2)(B), which is a
forfeiture provision of limited scope, Congress
defines the term "proceeds' to mean net income.
However, that definition applies only "[i]n cases
involving lawful goods or lawful services that are
sold or provided in an illegd manner."
Calculating net income in that situation is easier
than it would be in most money laundering cases,
and it is noteworthy that Congress took care to
provide rules and procedures to be used in making
the calculation. See ibid. If Congress had
intended to require proof of net income in money
laundering cases, it is likely that Congress
likewise would have specified the rules and
procedures to be used. It is noteworthy that
subparagraph (A) of & 981(a)(2), which the
plurality opinion does not mention, provides that
in cases that are more analogous to the typical
money laundering case, i.e., "cases involving
illegal goods [or] illegal services" the term
"proceeds’ "means [any] property of any kind
obtained directly or indirectly, as the result of the
commission of the offense giving rise to
forfeiture, and any property traceable thereto, and
is not limited to the net gain or profit realized
from the offense."

[**2044] [*546] For al these reasons, | am
convinced that the term “proceeds' in the [***940]
money laundering statute means gross receipts, not net
income. And contrary to the approach taken by Justice
Stevens, | do not see how the meaning of the term
"proceeds' can vary depending on the nature of the
illegal activity that produced the laundered funds.

A

It is apparent that a chief reason for interpreting the
term "proceeds' to mean net income in al money
laundering cases (the approach taken in the plurality
opinion) or in some money laundering cases (the
approach taken by Justice Stevens) isthe desire to avoid a
"merger” problem in gambling cases--that is, to avoid an
interpretation that would mean that every violation of §
1955 (conducting an illegal gambling business) would
also constitute a violation of the money laundering
statute, which carries a much higher maximum penalty
(20 as opposed to 5 years imprisonment). This concern
is misplaced and provides no justification for hobbling a
statute that applies to more than 250 predicate offenses
and not just running an illegal gambling business.

[*547] First, the so-called merger problem is
fundamentally a sentencing problem, and the proper
remedy is a sentencing remedy. While it is true that the
money laundering statute has a higher maximum sentence
than the gambling business statute, neither statute has a
mandatory minimum. Thus, these statutes do not require
ajudge to increase a defendant's sentence simply because
the defendant was convicted of money laundering as well
as running a gambling business. When the respondents
were convicted, their money laundering convictions
resulted in higher sentences only because of the money
laundering Sentencing Guideline, United States
Sentencing Commission, Guidelines Manual § 2Sl1.1
(Nov. 1997) (USSG), which, in the pre-Booker9 era, was
mandatory. | agree with Justice Breyer, ante, at 530-531,
170 L. Ed. 2d 930 (dissenting opinion), that if a defendant
is convicted of money laundering for doing no more than
is required for a violation of 18 U.SC. § 1955, the
defendant's sentence should be no higher than it would
have been if the defendant had violated only that latter
provision. Insofar as the Guidelines previously
required--and now advise in favor of--a stiffer sentence,
the obvious remedy is an amendment of the money
laundering Guideline. And of course, now that the
Guidelines are no longer mandatory, a sentencing judge
could impose the sentence called for by the Guideline
that applies to the gambling business provision, see
USSG § 2E3.1(a)(1) (Nov. 2007), or an entirely different
sentence.

9 United Sates v. Booker, 543 U.S. 220, 125 S
Ct. 738, 160 L. Ed. 2d 621 (2005).

Second, the merger problem that the plurality
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553 U.S. 507, *547; 128 S. Ct. 2020, ** 2044,
170 L. Ed. 2d 912, ***940; 2008 U.S. LEXIS 4699

opinion and Justice Stevens seek to avoid assumes the
correctness of the interpretation of the promotion prong
of the money laundering statute that the Seventh Circuit
adopted in Santos direct appeal, i.e., that a defendant
"promotes”’ an illegal gambling business by doing those
things, such as paying employees and winning bettors,
that are needed merely to keep [*548] the business
running. As Santos brief puts it, the merger problem
arises when the interpretation of "proceeds' as gross
receipts is "[c]ombined with the Government's [***941]
broad application of the 'promotion’ prong of the money
laundering statute." Brief for Respondent Santos 6. But
the meaning of the element of promotion is not before us
in this case, and it [**2045] would not make sense to
allow our interpretation of "proceeds’ to be dictated by
an unreviewed interpretation of another statutory
element.

Third, even if there is a merger problem, it occurs in
only a subset of money laundering cases. The money
laundering statute reaches financial transactions that are
intended to promote more than 250 other crimes, ante, at
516, 170 L. Ed. 2d, at 922 (plurality opinion), as well as
transactions that are intended to conceal or disguise the
nature, location, source, ownership, or control of illegally
obtained funds. See 18 U.SC. § 1956(a). The meaning
of the term "proceeds' cannot vary from one money
laundering case to the next, and the plurality opinion and
Justice Stevens inappropriately allow the interpretation of
that term to be controlled by a problem that may arise in
only asubset of cases.

B

The plurality opinion defends its interpretation by

invoking the rule of lenity, but the rule of lenity does not
require us to put aside the usual tools of statutory
interpretation or to adopt the narrowest possible
dictionary definition of the terms in a criminal statute.
On the contrary, "[b]ecause the meaning of language is
inherently contextual, we have declined to deem a statute
‘ambiguous for purposes of lenity merely because it was
possible to articulate a construction more narrow than
that urged by the Government." Moskal v. United States,
498 U.S 103, 108, 111 S Ct. 461, 112 L. Ed. 2d 449
(1990) (citing McElroy v. United Sates, 455 U.S. 642,
657-658, 102 S. Ct. 1332, 71 L. Ed. 2d 522 (1982)). Asl
have explained above, the meaning of "proceeds’ in the
money laundering statute emerges with reasonable clarity
when [*549] the term is viewed in context, making the
rule of lenity inapplicable.

* k%

For these reasons, | would reverse the decision of the
Court of Appeals, and | therefore respectfully dissent.

REFERENCES
18 U.SC.S § 1956(a)(1)

5 Business Crime  20A.06 (Matthew Bender)
L Ed Digest, Money § 4
L Ed Index, Money Laundering

Supreme Court's views as to the "rule of lenity" in the
construction of criminal statutes. 62 L. Ed. 2d 827.
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E.D. Texas, Sherman Division

Securities and Exchange Commission,
V.
Trendon T. Shavers and Bitcoin Savings and Trust.

CASE NO. 4:13-CV—416 | Filed August 6, 2013

Attorneysand Law Firms

Jessica B. Magee, Matthew Gulde, Philip Moustakis, United
Sates Securities and Exchange Commission, 801 Cherry
Street, Ste. 1900, Fort Worth, TX 76102, for Plaintiff
Securities and Exchange Commission.

Trendon T. Shavers, 2305 South Custer, Apt. 1507
McKinney, TX 75070, Pro Se, for Defendant.

MEMORANDUM OPINION REGARDING THE
COURT'S SUBJECT MATTER JURISDICTION

AMOS L. MAZZANT, UNITED STATES MAGISTRATE
JUDGE.

*1 The question currently before the Court is whether or
not it has subject matter jurisdiction over this action pursuant
to Sections 20 and 22 of the Securities Act of 1933 (the
“Securities Act”) [15 U.S.C. 88 77t and 77v] and Sections
21 and 27 of the Exchange Act of 1934 (the “Exchange
Act”) [15 U.S.C. 88 78u and 78aa]. On August 5, 2013, the
Court conducted a hearing a which Defendant, Trendon T.
Shavers (“Shavers’), challenged the Court's subject matter
jurisdiction over this case.

Shavers is an individua residing in McKinney, Texas, and
is the founder and operator of Bitcoin Savings and Trust
(“BTCST"), formerly known as First Pirate Savings & Trust.

According to the facts stated by the SEC, ! Shavers made a
number of solicitations aimed at enticing lendersto invest in
Bitcoin-related investment opportunities.

Bitcoin is an electronic form of currency unbacked by any
real asset and without specie, such as coin or precious metal.
Derek A. Dion, I'll Glady Trade You Two Bits on Tuesday for
a Byte Today: Bitcoin, Regulating Fraud in the E-Conomy
of Hacker—Cash, 2013 U. Ill. JL. Tech & Pol'y 165, 167
(2013). “Itisnot regulated by acentral bank or any other form

Mext

of governmental authority; instead, the supply of Bitcoins
is based on an algorithm which structures a decentralized
peer-to-peer transaction system.” 1d. Bitcoin was designed to
reduce transaction costs, and alows users to work together
to validate transactions by creating a public record of the
chain of custody of each Bitcoin. 1d. Bitcoin can be used to
purchase items online, and some retail establishments have
begun accepting Bitcoin in exchange for gift cards or other
purchases. The value of Bitcoin is volatile and ranges from
less than $2 per Bitcoin to more than $260 per Bitcoin (Dkt.
#3atl).

Beginning in November of 2011, Shavers began advertising
that he was in the business of “selling Bitcoin to a group of
local people’ and offered investors up to 1 % interest daily
“until either you withdraw the funds or my local dealings
dry up and | can no longer be profitable” (Dkt. # 3 at 3).
During the relevant period, Shavers obtained at |east 700,467
Bitcoin in principal investments from BTCST investors, or
$4,592,806 in U.S. dollars, based on the daily average price of
Bitcoin when the BTCST investors purchased their BTCST
investments (Dkt. # 3 at 4). The BTCST investors who
suffered net losses (compared to investorswho received more
in withdrawals and purported interest payments than they
invested in principal), collectively lost 263,104 Bitcoin in
principal, that is $1,834,303 based on the daily average price
of Bitcoin when they purchased their BTCST investments, or
in excess of $23 million based on currently available Bitcoin
exchange rates. Id.

The SEC asserts that Shavers made a number of
misrepresentations to investors regarding the nature of the
investments and that he defrauded investors. However, the
question currently before the Court is whether the BTCST
investments in this case are securities as defined by Federal
Securities Laws. Shavers arguesthat the BTCST investments
are not securities because Bitcoin is not money, and is not
part of anything regulated by the United States. Shavers also
contends that his transactions were all Bitcoin transactions
and that no money ever exchanged hands. The SEC argues
that the BTCST investments are both investment contracts
and notes, and, thus, are securities.

*2 The term “security” is defined as “any note, stock,
treasury stock, security future, security-based swap, bond ...
[or] investment contract ...” 15 U.S.C. § 77b. An investment
contract is any contract, transaction, or scheme involving (1)
an investment of money, (2) in a common enterprise, (3)
with the expectation that profits will be derived from the
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Fed. Sec. L. Rep. P 97,596

efforts of the promoter or athird party. SEC v. W.J. Howey
& Co., 328 U.S. 293, 29899 (1946); Long v. Shultz Cattle
Co, 881 F.2d 129, 132 (1989). First, the Court must determine
whether the BTCST investments constitute an investment
of money. It is clear that Bitcoin can be used as money. It
can be used to purchase goods or services, and as Shavers
stated, used to pay for individual living expenses. The only
limitation of Bitcoin is that it is limited to those places that
accept it as currency. However, it can aso be exchanged
for conventional currencies, such as the U.S. dollar, Euro,
Yen, and Yuan. Therefore, Bitcoin is a currency or form of
money, and investors wishing to invest in BTCST provided
an investment of money.

Next, the Court looksat whether thereisacommon enterprise.
To show a common enterprise, the Fifth Circuit requires
interdependence between the investors and the promotor,
which “may be demonstrated by the investors collective
reliance on the promotor's expertise even where the promotor
receives only a flat fee or commission rather than a share
in the profits of the venture.” Long, 881 F.2d at 141.
That interdependence is established in this case because
the investors here were dependent on Shavers expertise
in Bitcoin markets and his local connections. In addition,
Shavers alegedly promised a substantial return on their
investments as aresult of histrading and exchanging Bitcoin.
Therefore, the Court finds that there is a common enterprise.

Finally, the Court considers whether there is an expectation
that profits will be derived from the efforts of the promotor
or third party. The Court finds that this prong is also met.
At the outset, Shavers allegedly promised up to 1% interest
daily, and at some point during the relevant period theinterest
promised was at 3.9%. Clearly any investors participating
in the BTCST investments were expecting profits from the
efforts of Shavers.

CONCLUSION

Therefore, the Court finds that the BTCST investments
meet the definition of investment contract, and as such,

are securities. > For these reasons, the Court finds that it
has subject matter jurisdiction over this matter, pursuant
to Sections 20 and 22 of the Securities Act of 1933 (the
“Securities Act”) [15 U.S.C. 88 77t and 77v] and Sections 21
and 27 of the Exchange Act of 1934 (the “Exchange Act”)
[15 U.S.C. 88 78u and 78ad].

Parallel Citations

Fed. Sec. L. Rep. P 97,596

Footnotes
1 These facts were not challenged at the hearing on August 5, 2013.
2 Having found that the BTCST investments are “investment contracts’” and, thus, securities, the Court will not consider whether the

BTCST investments are also “notes.”

End of Document
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United States District Court,
S.D. New York.

UNITED STATES of America
v.
Robert M. FAIELLA, a/k/a “BTCKing,”
and Charlie Shrem, Defendants.

No. 14—cr-243 (JSR). |
Aug. 18, 2014. |

Signed
Filed Aug. 19, 2014.

Synopsis

Background: Defendant was charged with operating an
unlicensed money transmitting business and conspiracy to
commit money laundering in connection with operation
of website that acted as underground market in a virtual
currency. Defendant moved to dismiss the indictment.

Holdings: The District Court, Jed S. Rakoff, J., held that:
[1] defendant's operation of website involved money;

[2] defendant’s operation of website constituted transmitting
money; and

[3] defendant qualified as a money transmitter.

Motion denied.

West Headnotes (3)

[1] Banksand Banking
&= Authority or license to do business

Banks and Banking
&= Criminal prosecutions

Defendant's operation of website that functioned
as underground market for a virtual currency
involved money, as required for defendant to
be charged with operating an unlicensed money
transmitting business, where the currency could
be easily purchased in exchanged for other

currency, it acted as denominator of value, and
it was used to conduct financial transactions. 18
U.S.C.A. § 1960.

Cases that cite this headnote

2] Banksand Banking
&= Authority or license to do business

Banks and Banking
&= Criminal prosecutions

Defendant's operation of website that functioned
as underground market for a virtual currency
constituted transmitting money, as required for
defendant to be charged with operating an
unlicensed money transmitting business, where
defendant sold the currency as a product,
he received cash deposits from his customers
in exchange for the currency, and he then
transferred funds to customers accounts on the
website, and customers did not have full control
over currency transferred into their accounts. 18
U.S.C.A. § 1960.

Cases that cite this headnote

[3] Banksand Banking
&= Authority or license to do business

Banksand Banking
&= Criminal prosecutions

Defendant qualified as a money transmitter
in his operation of website that functioned
as underground market for a virtual currency,
as required for defendant to be charged with
operating an unlicensed money transmitting
business. 18 U.S.C.A. § 1960.

Cases that cite this headnote

Attorneysand Law Firms

Serrin Andrew Turner, New York, NY, for United States of
America

David Matthew Rody, Timothy James Treanor, Francesca
Eva Brody, Todd Matthew Beaton, Jr., Sidley Austin LLP,
David Joseph Braun, Bruce Feffer & Associates, LLC, New
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York, NY, David William Denton, Jr., Sidley Austin LLP,
Houston, TX, for Defendants.

MEMORANDUM ORDER
JED S. RAKOFF, District Judge.

*1 Defendants in this case are charged in connection
with their operation of an underground market in the
virtual currency “Bitcoin” via the website “Silk Road.”
Defendant Faiella is charged with one count of operating
an unlicensed money transmitting business in violation of

18 U.S.C. § 1960, Indictment (“Ind.”) ¥ 1 (Count One),
and one count of conspiracy to commit money laundering
in violation of 18 U.S.C. § 1956(h), Ind. 11 3-5 (Count
Three). Following indictment, Faiella moved to dismiss
Count One of the Indictment on three grounds: first, that
Bitcoin does not qualify as “money” under Section 1960;
second, that operating a Bitcoin exchange does not constitute
“transmitting” money under Section 1960; and third that
Faiella is not a “money transmitter” under Section 1960.
Following full briefing, the Court heard oral argument on
August 7, 2014. Upon consideration, the Court now denies
defendant Faiella's motion, for the following reasons:

[1] First, “money” in ordinary parlance means “something
generally accepted as a medium of exchange, a measure
of value, or a means of payment.” MERRIAM-
WEBSTER ONLINE,,, http://www.merriam-webster.com/

dictionary/money (last visited Aug. 18, 2014). 2 As examples
of this, Merriam—Webster Online includes “ officially coined
or stamped metal currency,” “paper money,” and “money
of account”—the latter defined as “a denominator of value
or basis of exchange which is used in keeping accounts
and for which there may or may not be an equivalent
coin or denomination of paper money” Id. Further, the
text of Section 1960 refers not simply to “money,” but
to “funds.” In particular, Section 1960 defines “money
transmitting” as “transferring funds on behalf of the
public by any and all means” 18 U.S.C. § 1960(b)(2)
(emphasis added). Merriam—Webster Online defines “funds”
as “available money” or “an amount of something that is
available for use: a supply of something.” MERRIAM—
WEBSTER ONLINE,,, http://www.merriam-webster.com/
dictionary/fund (last visited Aug. 18, 2014).

Bitcoin clearly qualifies as “money” or “funds’ under these

plain meaning definitions. Bitcoin can be easily purchased
in exchange for ordinary currency, acts as a denominator of

Mext

value, and is used to conduct financial transactions. See, e.g.,
SEC v. Shavers, 2013 WL 4028182, at *2 (E.D.Tex. Aug.
6, 2013) (“It is clear that Bitcoin can be used as money. It
can be used to purchase goods or services.... [I]t can aso be
exchanged for conventional currencies....”).

If there were any ambiguity in this regard—and the Court
finds none—the legislative history supports application of
Section 1960 in this instance. Section 1960 was passed
as an anti-money laundering statute, designed “to prevent
the movement of funds in connection with drug dealing.”
United States v. Bah, 574 F.3d 106, 112 (2d Cir.2009)
(citing H.R.Rep. No. 107-250(1), at 54 (2001)). Congress
was concerned that drug dealers would turn increasingly to
“nonbank financial institutions” to “convert street currency
into monetary instruments” in order to transmit the proceeds
of their drug sales. S. Rep. 101460, 1990 WL 201710 (1990).
Section 1960 was drafted to address this “ gaping hole in the
money laundering deterrence effort.” 1d. Indeed, it is likely
that Congress designed the statute to keep pace with such
evolving threats, which is precisely why it drafted the statute
to apply to any businessinvolved in transferring “funds ... by
any and all means.” 18 U.S.C. § 1960(b)(2).

*2 [2] Second, Faiellas activities on Silk Road constitute
“transmitting” money under Section 1960. Defendant argues
that while Section 1960 requiresthat the defendant sell money
transmitting services to others for a profit, see 31 C.F.R.
§ 1010.100(ff)(5)(1)(2013) (defining “money transmission
services’ to requiretransmission of fundsto “another location
or person”), Faiella merely sold Bitcoin as a product in
and of itself. But, as set forth in the Criminal Complaint
that initiated this case, the Government alleges that Faiella
received cash deposits from his customers and then, after
exchanging them for Bitcoins, transferred those funds to the
customers' accounts on Silk Road. Ind. T 5; Complaint 11
14, 17-18. These were, in essence, transfers to a third-party
agent, Silk Road, for Silk Road users did not have full control
over the Bitcoins transferred into their accounts. Rather, Silk
Road administrators could block or seize user funds. See, e.g.,
Complaint 129, 41. Thus, the Court finds that in sending his
customers' funds to Silk Road, Faiella “transferred” them to
othersfor a profit.

[3] Third, Faiellaclearly qualifies asa"money transmitter”
for purposes of Section 1960. The Financia Crimes
Enforcement Network (“FinCEN”) has issued guidance
specifically clarifying that virtual currency exchangers
congtitute “money transmitters’ under its regulations. See
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FinCEN Guidance at 1 (“[A]n administrator or exchanger [of
virtual currency] isan MSB [money services business] under
FinCEN's regulations, specifically, a money transmitter,
unless a limitation to or exemption from the definition
applies to the person.” (emphasisin original)). FINCEN has
further clarified that the exception on which defendant relies
for its argument that Faiella is not a “money transmitter,”

31 CFR. 8§ 1010.100(1‘f)(5)(ii)(F),3 is inapplicable. See
FinCEN Guidanceat 4 (“ It might be argued that the exchanger
is entitled to the exemption from the definition of ‘money
transmitter’ for persons involved in the sale of goods or
the provision of services.... However, this exemption does
not apply when the only services being provided are money
transmission services.”).

Finally, defendant claims that applying Section 1960 to
a Bitcoin exchange business would run afoul of the rule
of lenity, constituting such a novel and unanticipated
construction of the statute as to operate like an ex post
facto law in violation of the Due Process Clause. The
Supreme Court has repeatedly stated that the rule of lenity

Footnotes

is “reserved ... for those situations in which a reasonable
doubt persists about a statute's intended scope even after
resort to ‘the language and structure, legislative history, and
motivating policies of the statute’ ” Moskal v. United States,
498 U.S. 103, 108, 111 S.Ct. 461, 112 L.Ed.2d 449 (1990)
(quoting Bifulcov. United Sates, 447 U.S. 381, 387,100 S.Ct.
2247, 65 L.Ed.2d 205 (1980) (emphasis in origina)). Here,
as noted, there is no such irreconcilable ambiguity requiring
resort to the rule of lenity. Further, defendant's argument that
this case congtitutes ex post facto judicial lawmaking that
violates the Due Process Clause is undermined by Faiella's
own statements to the operator of Silk Road that Bitcoin
exchanges have “to be licensed,” and that law enforcement
agencies might “ seize [hig] funds.” Ind. § 51.

*3 For the reasons above, defendant's motion to dismissis
denied. The Clerk of the Court is ordered to close docket
numbers 20, 21, and 31 on the docket of this case.

SO ORDERED.

1 Under Section 1960, a defendant is guilty of an offense where he “knowingly conducts, controls, manages, supervises, directs, or
owns all or part of an unlicensed money transmitting business.” 18 U.S.C. § 1960.

2 Both “money” and “funds’ are ordinary English words and should be given their ordinary meanings. The parties make reference,
instead, to Black's Law Dictionary, which would only be relevant if Congress intended that these terms be given special meanings
as legal “terms of art”—something not remotely suggested in Section 1960. In any case, several of the definitions in Black's Law

Dictionary support the rulings here.
3 See the relevant section below:

(5) Money transmitter—(i) In general. (A) A person that provides money transmission services. The term ‘money transmission
services means the acceptance of currency, funds, or other value that substitutes for currency from one person and the
transmission of currency, funds, or other value that substitutes for currency to another location or person by any means....

(ii) Facts and circumstances; Limitations. Whether a person is a money transmitter as described in this section is a matter of
facts and circumstances. The term “money transmitter” shall not include a person that only: ...

(F) Accepts and transmits funds only integral to the sale of goods or the provision of services, other than money transmission

services, by the person who is accepting and transmitting the funds.
31 C.F.R. §1010.100(ff)(5)(ii)(F) (2013) (emphasis added).

End of Document © 2014 Thomson Reuters. No claim to original U.S. Government Works.
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United States District Court,
S.D. New York.

UNITED STATES of America
V.
Ross William ULBRICHT, a/k/
a “Dread Pirate Roberts,” a/k/a
“DPR,” a/k/a “Silk Road,” Defendant.

No. 14—cr-68 (KBF). | Signed July 9, 2014.
Synopsis

Background: Defendant moved to dismiss indictment
charging participation in a narcotics trafficking conspiracy,
continuing criminal enterprise (CCE), a computer hacking
conspiracy, and a money laundering conspiracy, all arising
out of his alleged creation and operation of a website that
facilitated the anonymous online sale of various sorts of
illicit goods and services, including narcotics and malicious
computer software, moved to dismiss.

Holdings: The District Court, Katherine B. Forrest, J., held
that:

[1] allegations were sufficient to support indictment for
participation in a narcotics trafficking conspiracy;

[2] allegations were sufficient to support indictment for CCE;

[3] alegations were sufficient to support indictment for a
computer hacking conspiracy; and

[4] digital currency allegedly used by defendant and his co-
conspirators constituted “funds’ within meaning of money
laundering statute.

Motion denied.

West Headnotes (60)

[1] Indictment and I nformation
&= Subject-Matter of Allegations

Mext

(2]

(3]

(4]

(5]

Indictment and Infor mation
o= Certainty and Particularity

Since the Federal Rules of Crimina Procedure
require only that an indictment be a plain,
concise, and definite written statement of the
essential facts congtituting the offense charged,
an indictment need not contain any other matter
not necessary to such statement. Fed.Rules
Cr.Proc.Rule 7(c)(1), 18 U.S.C.A.

Cases that cite this headnote

Indictment and Infor mation
&= Informing Accused of Nature of Charge

Indictment and Information
&= Enabling Accused to Prepare for Trid

Indictment and I nformation
&= Protection Against Subsequent Prosecution

An indictment must inform the defendant of
the crime with which he has been charged; by
doing so, theindictment protects defendant from
doublejeopardy and allows him or her to prepare
his or her defense. U.S.C.A. Const.Amend. 5;
Fed.Rules Cr.Proc.Rule 7(c), 18 U.S.C.A.

Cases that cite this headnote

Indictment and Information

&= Applicability of Rulesof Pleadingin
General
Criminal procedural rule governing indictments
is intended to eiminate prolix indictments
and secure simplicity in procedure. Fed.Rules
Cr.Proc.Rule 7(c), 18 U.S.C.A.

Cases that cite this headnote

Indictment and I nformation
= Elements and Incidents of Offensein
General

A criminal defendant is entitled to an indictment
that states the essential elements of the charge
against him.

Cases that cite this headnote

Indictment and I nfor mation
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[7]

(8]

(9]

&= Acts Constituting and Elements and
Incidents of Offense, Allegationsas To

For an indictment to fulfill the functions of
notifying defendant of the charges against him
and of assuring that he is tried on the matters
considered by the grand jury, indictment must
state some fact specific enough to describe a
particular criminal act, rather than a type of
crime.

Cases that cite this headnote

Indictment and Information
¢= Construction in General

An indictment must be read to include facts
which are necessarily implied by the specific
alegations made, and common sense and reason
prevail over technicalities.

Cases that cite this headnote

Indictment and I nformation
&= Acts Constituting and Elements and
Incidents of Offense, Allegationsas To

While an indictment must give a defendant
sufficient notice of the core of criminality to be
proven against him, the “core of criminality” of
an offense involves the essence of the crime, in
general terms, and not the particulars of how
defendant effected the crime.

Cases that cite this headnote

Indictment and I nfor mation
&= Hearing and Determination

In considering amotion to dismissan indictment,
district court accepts as true the alegations set
forth in the charging instrument for purposes of
determining the sufficiency of the charges.

Cases that cite this headnote

Conspiracy

&= Nature and Elements of Criminal
Conspiracy in General
Essence of the crime of conspiracy is agreement
to commit one or more unlawful acts-that is,

[10]

(11]

[12]

[13]

[14]

a conspiracy is a combination of minds for an
unlawful purpose.

Cases that cite this headnote

Conspiracy

&= Particular Crimes
There is no overt act requirement to establish a
drug conspiracy violation. Comprehensive Drug
Abuse Prevention and Control Act of 1970, §
406, 21 U.S.C.A. § 846.

Cases that cite this headnote

Conspiracy

&= Particular Crimes
A conviction for conspiracy to commit money
laundering does not require proof of an overt act
in furtherance of the conspiracy. 18 U.S.C.A. §
1956(h).

Cases that cite this headnote

Conspiracy

&= Combination or Agreement
A meeting of the minds is required in order for
there to be an agreement sufficient to establish
the existence of a conspiracy; two people have
to engage in the act of agreeing in order for this
requirement to be met.

Cases that cite this headnote

Conspiracy
&= Combination or Agreement

In order for there to be an agreement sufficient
to establish the existence of a conspiracy, the
conspirators must agreeto the object, or unlawful
end, of the conspiracy; while the coconspirators
need not agreeto every detail, they must agreeto
the essential nature of the plan.

Cases that cite this headnote

Conspiracy
&= Combination or Agreement
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[15]

[16]

[17]

[18]

It is not necessary to prove, in a prosecution
for conspiracy, that defendant expressly agreed
with other conspirators on a course of action;
it is enough to show that the parties had a
tacit understanding to carry out the prohibited
conduct.

Cases that cite this headnote

Conspiracy

&= PersonsLiable
Conspiracy

&= Knowledge, Intent, and Participation
A defendant's mere presence at the scene of
a crime, his general knowledge of crimina
activity, or his simple association with others
engaged in a crime are not, in themselves,
sufficient to prove defendant's criminal liability

for conspiracy.

Cases that cite this headnote

Conspiracy

¢= Knowledge and Intent
To be convicted of conspiracy, a defendant must
know what kind of criminal conduct was in fact
contemplated-that is, the defendant has to know
what the object of the conspiracy he joined was.

Cases that cite this headnote

Conspiracy
&= Combination or Agreement

A general agreement to engage in unspecified
criminal conduct isinsufficient, in aprosecution
for conspiracy, to identify the essential nature of
the conspiratoria plan; Government must prove
that defendant agreed to commit a particular
offense and not merely a vague agreement to do
something wrong.

Cases that cite this headnote

Conspiracy
&= Knowledge and Intent

Government, in a prosecution for conspiracy,
need not show that defendant knew all the details

Mext

[19]

[20]

[21]

of the conspiracy, so long as he knew its general
nature and extent.

Cases that cite this headnote

Criminal Law
#= Criminal Intent and Malice

Under the conscious-avoidance doctrine, where
the defendant's knowledge of a given fact is
an element of the offense, that element is
established if the factfinder is persuaded that
defendant consciously avoided learning that fact
while aware of ahigh probability of its existence,
unless factfinder is persuaded that defendant
actualy believed the contrary; rationale for
imputing knowledge in such circumstances is
that one who deliberately avoided knowing the
wrongful nature of his conduct is as culpable as
one who knew.

Cases that cite this headnote

Conspiracy

&= Knowledge and Intent
Conspiracy

&= Circumstantial Evidence
Crime of conspiracy requires that defendant
both know the object of the crime and that he
knowingly and intentionally join the conspiracy;
the requisite knowledge can be proven through
circumstantial evidence.

Cases that cite this headnote

Conspiracy

&= Presumptions and Burden of Proof
Conspiracy

&= Weight and Sufficiency
Quantum of proof necessary at tria to
sustain a finding of knowledge necessary to
establish existence of a conspiracy varies;, a
defendant’'s knowing and willing participation in
aconspiracy may beinferred from, for example,
his presence at critical stages of conspiracy that
could not be explained by happenstance, a lack
of surprise when discussing conspiracy with
others, or evidence that defendant participated
in conversations directly related to substance
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[22]

[23]

[24]

[25]

of conspiracy, possessed items important to
conspiracy, or received or expected to receive a
share of profits from conspiracy.

Cases that cite this headnote

Conspiracy

&= Knowledge, Intent, and Participation
Under the appropriate circumstances, a
defendant's participation in a single transaction
can suffice to sustain a charge of knowing
participation in an existing conspiracy.

Cases that cite this headnote

Conspiracy

&= Questions for Jury
Whether Government has proven the existence
of the conspiracy charged in the indictment and
each defendant's membership in it, or, instead,
has proven several independent conspiracies, is
aquestion of fact for aproperly instructed jury.

Cases that cite this headnote

Criminal Law
&= Indictment or Information in General

Where an indictment charges asingle conspiracy
and the evidence later shows multiple
conspiracies, District Court will only set aside
a jury's guilty verdict due to the variance if
defendant can show substantial prejudice, i.e.,
that the evidence proving the conspiracies in
which he did not participate prejudiced the case
against him in the conspiracy in which he was a

party.

Cases that cite this headnote

Indictment and I nformation

&= Conspiracy
Actsthat could be charged as separate counts of
an indictment may instead be charged in asingle
count if those acts could be characterized as part
of asingle continuing scheme or conspiracy.

Cases that cite this headnote
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[26]

[27]

(28]

[29]

(30]

Conspiracy
&= Single or Multiple Conspiracies

In determining whether a single conspiracy
involving many people exists, question is
whether there is a mutual dependence among
the participants; Government must show that
each aleged member of the conspiracy agreed
to participate in what he knew to be a collective
venture directed towards a common goal .

Cases that cite this headnote

Conspiracy

&= Single or Multiple Conspiracies
A single conspiracy is not transformed into
multiple conspiracies merely by virtue of thefact
that it may involvetwo or more spheres or phases
of operation, so long as there is sufficient proof
of mutual dependence and assistance.

Cases that cite this headnote

Conspiracy
&= Single or Multiple Conspiracies

Neither changing membership nor different
time periods of participation by various
coconspiratorsprecludesthe existenceof asingle
conspiracy, especially where the activity of a
single person was central to the involvement of
all.

Cases that cite this headnote

Conspiracy
&= Single or Multiple Conspiracies

Jury may find a single conspiracy provided (1)
that the scope of the crimina enterprise proven
fitsthe pattern of the single conspiracy alleged in
indictment, and (2) that defendant participated in
the alleged enterprise with a consciousness as to
its general nature and extent.

Cases that cite this headnote
Conspiracy

&= Wheel or Chain Conspiracies, Unity of
Knowledge, Acquaintance, and Participation
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[31]

[32]

[33]

[34]

For achain conspiracy to exist, ultimate purpose
of the conspiracy must be to place the forbidden
commodity into hands of the ultimate purchaser.

. . [35]
Cases that cite this headnote

Conspiracy

&= Wheel or Chain Conspiracies, Unity of
Knowledge, Acquaintance, and Participation
To support achain conspiracy, aparticipant must
know that combined efforts are required.

. . [36]
Cases that cite this headnote

Conspiracy
&= Wheel or Chain Conspiracies, Unity of
Knowledge, Acquaintance, and Participation

To prove a single hub-and-spoke (or “wheel™)
conspiracy, Government must show that there
was a “rim” around the spokes, such that the
“spokes’ became coconspiratorswith each other;
to do so, Government must prove that each
defendant participated in the conspiracy with the
common goal or purpose of the other defendants.

(37]

Cases that cite this headnote

Conspiracy
&= Particular Crimes

A conspiracy to distribute narcotics does not
arise between a buyer and seller simply because
they engage in a narcotics transaction—that is,
the mere purchase and sale of drugs does
not, without more, amount to a conspiracy to
distribute narcotics.

(38]

Cases that cite this headnote

Conspiracy
&= Presumptions and Burden of Proof

For purposes of a prosecution for conspiracy,
when wholesale quantities of drugs are involved
in a buyer-seller relationship, the participants
may be presumed to know that they are involved
in aventure, the scope of whichislarger than the
particular role of any individual.

Cases that cite this headnote

Conspiracy
&= Particular Crimes
Middlemen in narcotics trafficking sales may be

found to have conspired with abuyer, aseller, or
both.

Cases that cite this headnote

Conspiracy

&= Presumptions and Burden of Proof
Evidence that the middleman in a drug sale had
a clear stake in the seller's sales is typicaly
sufficient to permit jury to infer the existence of
an agreement with the seller.

Cases that cite this headnote

Conspiracy

o= Knowledge, Intent, and Participation

There is no lega doctrine that defines a
middleman in a drug transaction as having
a lesser role than other conspiracy members,
and there is no legal reason why someone
characterized as a middleman cannot be a
powerful, motivating force behind a conspiracy.

Cases that cite this headnote

Conspiracy

&= Wheel or Chain Conspiracies, Unity of
Knowledge, Acquaintance, and Participation
Conspiracy

&= Knowledge, Intent, and Participation
Conspiracy

&= Persons Joining After Formation of
Conspiracy
A lapse in time—in particular in a narcotics
chain conspiracy, where a manufacturer creates
a substance months prior to a wholesale or
retailer selling it, not knowing (and perhaps
never knowing) who, precisely, will ultimately
distribute it—does not ipso facto render the
alleged conspiracy defective as a matter of law;
members of a conspiracy may be well removed
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[39]

[40]

[41]

from one another in time, and coconspirators
need not have been present at outset of a
conspiracy in order to be found criminally
responsible, but may join at some later point.

Cases that cite this headnote

Conspiracy

&= Combination or Agreement
Conspiracy

&= Circumstantial Evidence
The act of agreeing, or having a meeting
of the minds, as required to establish the
existence of a conspiracy, may be proven
through circumstantial evidence; there is no
requirement that any words be exchanged at all
in thisregard, so long as the coconspirators have
taken knowing and intentional actions to work
together in some mutually dependent way to
achieve the unlawful object.

Cases that cite this headnote

Conspiracy

&= Particular Crimes

Allegations that defendant purposefully and
intentionally designed, created, and operated
a website intended to facilitate unlawful
transactions, including transactions involving
controlled  substances, that he obtained
significant monetary benefit in form of
commissions for services he provided via
website, that he had capacity to shut down
website at any point but did not do so, and that
he used violence to protect site and proceeds it
generated, were sufficient to support indictment
for participation in a narcotics trafficking
conspiracy, even though defendant was not
aleged to have himself been a buyer, seller, or
possessor of any of controlled substances at any
point during conspiracy. Comprehensive Drug
Abuse Prevention and Control Act of 1970, §
406, 21 U.S.C.A. § 846.

Cases that cite this headnote

Conspiracy
&= Particular Crimes
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[42]

[43]

[44]

[45]

Conduct demonstrating that an individual merely
helps a willing buyer of drugs find a willing
seller, and istherefore acting asamere “ steerer,”
is, without more, insufficient to establish a
conspiratorial agreement; however, when a
defendant steers buyers to sellers as part of a
continuing business arrangement, or is otherwise
the conduit for the transaction, criminal liability
may attach.

Cases that cite this headnote

District and Prosecuting Attorneys

&= Charging Discretion
How a defendant is charged is within the
discretion of the prosecution.

Cases that cite this headnote

Forfeitures
o= Relation to Other Remedies and Concepts

No lega principle prevents Government from
seeking to impose civil forfeiture along with
criminal liability.

Cases that cite this headnote

Conspiracy
o= Persons Liable

Members of a conspiracy may serve different
roles.

Cases that cite this headnote

Controlled Substances
&= Indictment, Information or Complaint

Allegationsthat defendant engaged in anarcotics
conspiracy through use of his website, that his
violations of Controlled Substances Act were
part of a series of at least three such violations,
that he undertook series of violations in concert
with five or more persons with respect to whom
he occupied a position of organizer, supervisor,
or manager, and that he obtained substantial
income or resources from such conduct, were
sufficient to support indictment for continuing
crimina enterprise (CCE); indictment asserted
that several thousand drug dealers and well over
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[46]

[47]

[48]

[49]

ahundred thousand buyers used the website, and
that defendant managed and supervised various
paid employees who helped him control all
aspects of the site. Comprehensive Drug Abuse
Prevention and Control Act of 1970, § 408(a), 21
U.S.C.A. §848(a).

Cases that cite this headnote

Indictment and Information
&= Construction in General

An indictment should be read to incorporate
those facts that while not explicitly stated, are
implicit in the existing allegations.

Cases that cite this headnote

Conspiracy
&= Conspiracy to Commit Crime

Allegations that defendant created and operated
a website which provided a platform for the
purchase and sale of malicious software designed
for computer hacking, such as password stealers,
keyloggers, and remote access tools, that the
website regularly offered hundreds of listings
for such products, that defendant conspired with
othersto intentionally access computers without
authorization and did obtain information from
protected computers, for commercial advantage
and private financia gain, were sufficient to
support indictment for a computer hacking
conspiracy. 18 U.S.C.A. § 1030(a)(2)(C).

Cases that cite this headnote

Telecommunications
&= Fraud; Unauthorized Access or
Transmission

Establishing a violation of statute prohibiting
computer hacking requires proof that defendant
intentionally accessed information from a
protected computer. 18 U.S.C.A. § 1030(a)(2)

(©).

Cases that cite this headnote

Conspiracy
&= Constitutional and Statutory Provisions
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(50]

(51]

(52]

(53]

Rule of lenity was inapplicable in prosecution
for, inter aia, participation in a narcotics
trafficking conspiracy; therewas no ambiguity in
the relevant statutory language. Comprehensive
Drug Abuse Prevention and Control Act of 1970,
§406, 21 U.S.C.A. § 846.

Cases that cite this headnote

Criminal Law
o= Liberal or Strict Construction; Rule of

Lenity

When a crimina statute is susceptible to two
different interpretations—one more and one
less favorable to the defendant—rule of lenity
requires that district court read it in the manner
more favorable.

Cases that cite this headnote

Criminal Law

&= Liberal or Strict Construction; Rule of
Lenity
Rule of lenity is a principle of statutory
construction that comes into play only if and
when there is ambiguity in a criminal statute;
it should not be viewed as a genera principle
requiring that clear statutesbeappliedin alenient
manner.

Cases that cite this headnote

Conspiracy

&= Congtitutional and Statutory Provisions
Constitutional Law

¢= Avoidance of Constitutional Questions

Doctrine of constitutional avoidance was
inapplicable in prosecution for, inter dlia,
participation in a narcotics trafficking
conspiracy; since there was no ambiguity
in the relevant statutory language, no
grave congtitutional issues were raised.
Comprehensive Drug Abuse Prevention and
Control Act of 1970, § 406, 21 U.S.C.A. § 846.

Cases that cite this headnote

Constitutional Law
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[54]

[55]

[56]

&= Avoidance of Doubt

Under the doctrine of constitutional avoidance,
when a statute is susceptible of two
constructions, by one of which grave and
doubtful constitutional questions arise and by
the other of which such questions are avoided,
court's duty is to accept the latter.

Cases that cite this headnote

Conspiracy

&= Constitutional and Statutory Provisions
Constitutional Law

&= Particular Issues and Applications

Controlled Substances

&= Validity
Telecommunications

& Validity
Statutes prohibiting participation in a narcotics
trafficking conspiracy, continuing criminal
enterprise (CCE), and a computer hacking
conspiracy, were not void for vagueness. 18
U.S.C.A. 8§ 1030(a)(2)(C); Comprehensive Drug
Abuse Prevention and Control Act of 1970, 88
406, 408(a), 21 U.S.C.A. 88 846, 848(a).

Cases that cite this headnote

Criminal Law
&= Certainty and Definiteness

A void-for-vagueness challenge to a criminal
statute addresses concerns regarding (1) fair
notice and (2) arbitrary and discriminatory
prosecutions. U.S.C.A. Const.Amend. 5.

Cases that cite this headnote

Criminal Law
&= Certainty and Definiteness

To avoid a vagueness challenge, a statute
must define a criminal offense in a manner
that ordinary people must understand what
conduct is prohibited and in a manner that
does not encourage arbitrary and discriminatory
enforcement. U.S.C.A. Const.Amend. 5.

Cases that cite this headnote

(57]

(58]

(59]

Constitutional Law
&= Certainty and Definiteness in General

Due process requirements are not designed
to convert into a constitutional dilemma the
practical difficultiesin drawing criminal statutes
both general enough to take into account
a variety of human conduct and sufficiently
specific to provide fair warning that certain
kinds of conduct are prohibited. U.S.C.A.
Const.Amend. 5.

Cases that cite this headnote

Conspiracy

&= Congtitutional and Statutory Provisions
Consgtitutional Law

&= Particular Offensesin General

Controlled Substances

o= Validity
Telecommunications

= Validity
Statutes  prohibiting participation in a
narcotics trafficking conspiracy, continuing
criminal enterprise (CCE), and a computer
hacking conspiracy, were not unconstitutionally
overbroad, inviolation of defendant'sfree speech
rights. U.S.C.A. Const.Amend. 1; 18 U.S.C.A.
§ 1030(a)(2)(C); Comprehensive Drug Abuse
Prevention and Control Act of 1970, §§ 406,
408(a), 21 U.S.C.A. 88 846, 848(a).

Cases that cite this headnote

Telecommunications
&= Persons and Entities Liable; Immunity

Conduct at issue in prosecution for, inter
alia, participation in a narcotics trafficking
conspiracy, continuing crimina enterprise
(CCE), and a computer hacking conspiracy,
did not fall within scope of statute providing
civil immunity for online service providers.
18 U.S.C.A. § 1030(a)(2)(C); Comprehensive
Drug Abuse Prevention and Control Act of
1970, 88 406, 408(a), 21 U.S.C.A. 88 846,
848(a); Communications Act of 1934, § 230, 47
U.S.C.A. 8230.
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Cases that cite this headnote

[60] Conspiracy
&= Particular Crimes
United States
&= Mints, Assay Offices, Coinage, and Money

Digital currency alegedly used by defendant
and his co-conspirators in financial transactions
arising on websitethat facilitated the anonymous
online sale of various sorts of illicit goods
and services, including narcotics and malicious
computer software, constituted “funds’ within
meaning of money laundering statute, and thus
allegation that a conspiracy existed between
defendant and one or more others, the object
of which was to engage in money laundering
by using digital currency to move or transfer
the proceeds of unlawful activity, was sufficient
to support indictment for a money laundering
conspiracy; digital currency at issue had value,
in that it could be used to pay for things. 18
U.S.C.A. 81956(h).

Cases that cite this headnote

Attorneysand Law Firms

Timothy Turner Howard, U.S. Attorney's Office, New Y ork,
NY, Serrin Andrew Turner, New Y ork, NY, for United States
of America.

Joshua Lewis Dratel, Law Offices of JoshualL. Dratel, P.C.,
New York, NY, for Ross William Ulbricht.

OPINION & ORDER
KATHERINE B. FORREST, District Judge:

*1 OnFebruary 4, 2014, aGrand Jury sitting in the Southern
District of New Y ork returned Indictment 14 Cr. 68, charging
Ross Ulbricht (“the defendant” or “Ulbricht”) on four counts
for participation in a narcotics trafficking conspiracy (Count
One), acontinuing criminal enterprise (“CCE”) (Count Two),
a computer hacking conspiracy (Count Three), and a money
laundering conspiracy (Count Four). (Indictment, ECF No.
12.) Pending before the Court is the defendant's motion to
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dismiss all counts. (ECF No. 19.) For the reasons set forth
below, the Court DENIES the motion in its entirety. L

The Government alleges that Ulbricht engaged in narcotics
trafficking, computer hacking, and money laundering
conspiracies by designing, launching, and administering
a website called Silk Road (“Silk Road’) as an online
marketplace for illicit goods and services. These allegations
raise novel issues as they relate to the Internet and the
defendant's role in the purported conspiracies.

A conspiracy claimispremised on an agreement between two
or more people to achieve an unlawful end. The Government
aleges that by designing, launching, and administering
Silk Road, Ulbricht conspired with narcotics traffickers and
hackers to buy and sdll illegal narcotics and malicious
computer software and to launder the proceeds using Bitcoin.
There is no allegation that Ulbricht conspired with anyone
prior to his launch of Silk Road. Rather, the allegations
revolve around the numerous transactions that occurred on
the site following its launch.

The Government alleges that Silk Road was designed to
operate like eBay: a seller would electronically post a good
or service for sale; a buyer would electronically purchase
the item; the seller would then ship or otherwise provide
to the buyer the purchased item; the buyer would provide
feedback; and the site operator (i.e., Ulbricht) would receive
aportion of the seller'srevenue asacommission. Ulbricht, as
the alleged site designer, made the site avail able only to those
using Tor, software and anetwork that allowsfor anonymous,
untraceable Internet browsing; he alowed payment only via
Bitcoin, an anonymous and untraceable form of payment.

Following the launch of Silk Road, the site was available to
sellers and buyersfor transactions. Thousands of transactions
alegedly occurred over the course of nearly three years
—sellers posted goods when available; buyers purchased
goods when desired. As website administrator, Ulbricht
may have had some direct contact with some users of the
site, and none with most. This online marketplace thus
alowed the alleged designer and operator (Ulbricht) to be
anywhere in the world with an Internet connection (he was
apprehended in California), the sellers and buyers to be
anywhere, the activities to occur independently from one
another on different days and at different times, and the
transactions to occur anonymously.
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A number of lega questions arise from conspiracy claims
premised on this framework. In sum, they address whether
the conduct alleged here can serve as the basis of a criminal
conspiracy—and, if so, when, how, and with whom.

*2 Question One: Can there be a legally cognizable
“agreement” between Ulbricht and one or more
coconspirators to engage in narcotics trafficking, computer
hacking, and money laundering by virtue of his and their
conduct in relation to Silk Road? If so, what is the
difference between what Ulbricht is alleged to have done
and the conduct of designers and administrators of |egitimate
online marketplaces through which illegal transactions may
nevertheless occur?

Question Two: Asamatter of law, who are Ulbricht's alleged
coconspirators and potential coconspirators? That is, whose
“minds’ can have “met” with Ulbricht's in a conspiratorial
agreement? What sort of conspiratorial structure frames the
allegations: one large, single conspiracy or multiple smaller
ones?

Question Three: Asamatter of law, when could any particular
agreement have occurred between Ulbricht and his alleged
coconspirators? Need each coconspirator's mind have met
simultaneously with Ulbricht's? With the minds of the other
coconspirators? That is, if Ulbricht launched Silk Road on
Day 1, can he be said, as a matter of law, to have entered
into an agreement with the user who joins on Day 3007 Did
Ulbricht, simply by designing and launching Silk Road, make
an enduring showing of intent?

Question Four: As a matter of law, is it legaly necessary,
or factually possible, to pinpoint how the agreement between
Ulbricht and his coconspirators was made? In this regard,
does the law recognize a conspiratorial agreement effected
by an end user interacting with computer software, or do
two human minds need to be simultaneoudly involved at the
moment of agreement?

Question Five: If Ulbricht wasmerely thefacilitator of simple
buy-sell transactions, does the “buyer-seller” rule apply,
which in certain circumstances would preclude afinding of a
criminal conspiracy?

The defendant also raises the following additional arguments
with respect to Counts One, Two, and Three: the rule of
lenity, the doctrine of constitutional avoidance, the void-for-
vagueness doctrine, congtitutionally defective over-breadth,
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and a civil immunity statute for online service providers.
The Court refers to these collectively as the “Kitchen Sink”
arguments. While this is a case of first impression as
to the charged conduct, the fact that the alleged conduct
constitutes cognizable crimesrequires no legal contortion and
is not surprising. These arguments do not preclude criminal
charges.

With regard to Count Two, the defendant alleges that, as a
matter of law, his conduct cannot constitute participation in
a CCE (under the so-called “kingpin” statute). The defendant
argues that the Indictment fails to allege that he had the
reguisite managerial authority in the conspiracy and that the
Indictment fails to allege a sufficient “continuing series’ of
predicate violations. The Court disagrees and finds that the
alegations in the Indictment are sufficient.

*3 With regard to Count Three, the defendant contends that
theallegationsin the I ndictment areinsufficient to support the
type of conduct covered by a computer hacking conspiracy.
The defendant confuses the requirement for establishing the
violation of the underlying offense with the requirements for
establishing a conspiracy to commit the underlying offense;
he finds ambiguity where there is none. The Government
alegesalegally cognizable claim in Count Three.

Finally, with respect to Count Four, the defendant alleges
that he cannot have engaged in money laundering because
al transactions occurred through the use of Bitcoin and
thus there was therefore no legally cognizable “financial
transaction.” The Court disagrees. Bitcoins carry value—
that is their purpose and function—and act as a medium of
exchange. Bitcoins may be exchanged for legal tender, be it
U.S. dollars, Euros, or some other currency. Accordingly, this
argument fails.

I. THE INDICTMENT

[1] Rule7(c)(1) of the Federa Rulesof Criminal Procedure
provides that an indictment “must be a plain, concise, and
definite written statement of the essential facts constituting
the offense charged.” Fed.R.Crim.P. 7(c). It need not contain
any other matter not necessary to such statement. Id. (“A
count may allege that the means by which the defendant
committed the offense are unknown or that the defendant
committed it by one or more specified means.”).

[2]  [3] Anindictment must inform the defendant of the
crime with which he has been charged. United Satesv. Doe,
297 F.3d 76, 87 (2d Cir.2002). “By informing the defendant
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of the charges he faces, the indictment protects the defendant
from double jeopardy and alows the defendant to prepare
his defense.” Id.; United Sates v. Dhinsa, 243 F.3d 635,
667 (2d Cir.2001). Rule 7(c) isintended to “eliminate prolix
indictments,” United States v. Carrier, 672 F.2d 300, 303
(2d Cir.1982), and “secure simplicity in procedure.” United
Sates v. Debrow, 346 U.S. 374, 376, 74 S.Ct. 113, 98
L.Ed. 92 (1953). The Second Circuit has* consistently upheld
indictments that do little more than track the language of the
statute charged and state the time and place (in approximate
terms) of the alleged crime.” United Satesv. Walsh, 194 F.3d
37, 44 (2d Cir.1999) (internal quotation marks and citation
omitted); see also United States v. Cohen, 518 F.2d 727, 733
(2d Cir.1975).

[4 [9]
an indictment that states the essential elements of the charge
against him.” United States v. Pirro, 212 F.3d 86, 91 (2d
Cir.2000). “[F]or an indictment to fulfill the functions of
notifying the defendant of the charges against him and of
assuring that heistried on the matters considered by the grand
jury, the indictment must state some fact specific enough to
describe aparticular criminal act, rather than atype of crime.”
Id. at 93.

61 [7]
which are necessarily implied by the specific allegations
made.” United Sates v. Savroulakis, 952 F.2d 686, 693 (2d
Cir.1992) (internal quotation marks and citations omitted).
“[Clommon sense and reason prevail over technicalities.”
United Sates v. Sabbeth, 262 F.3d 207, 218 (2d Cir.2001)
(“[A]lnindictment need not be perfect.”). While an indictment
must give a defendant “sufficient notice of the core of
criminality to be proven against him,” United Satesv. Pagan,
721 F.2d 24, 27 (2d Cir.1983) (citation omitted), the* * core of
criminality’ of an offense involves the essence of the crime,
in general terms,” and not “the particulars of how a defendant
effected the crime.” United Satesv. D'Amelio, 683 F.3d 412,
418 (2d Cir.2012) (citation omitted).

*4 [8] Aswith al motions to dismiss an indictment, the
Court accepts as true the allegations set forth in the charging
instrument for purposes of determining the sufficiency of the
charges. See United States v. Sampson, 371 U.S. 75, 78—
79, 83 S.Ct. 173, 9 L.Ed.2d 136 (1962); United Sates v.
Goldberg, 756 F.2d 949, 950 (2d Cir.1985).

The Indictment here alleges that Ulbricht designed, created,
operated, and owned Silk Road, “the most sophisticated and
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Nevertheless, “[a] criminal defendant is entitled to

“An indictment must be read to include facts

extensive criminal marketplace on the Internet.” (Ind. 1 1
3.) Silk Road operated using Tor, software and a network that
enables users to access the Internet anonymously—it keeps
users unique identifying Internet Protocol (“1P") addresses
obscured, preventing surveillance or tracking. All purchases
occurred on Silk Road using Bitcoin, an anonymous online
currency.

Silk Road allegedly functioned as designed—tens of
thousands of buyers and sellers are alleged to have entered
into transactions using the site, violating numerous criminal
laws. Over time, thousands of kilograms of heroin and
cocaine were allegedly bought and sold, as if the purchases
were occurring on eBay or any other similar website.

Count One charges that, from in or about January 2011 up
to and including October 2013, the defendant engaged in a
narcotics trafficking conspiracy. To wit, “the defendant ...
designed [Silk Road] to enable users across the world
to buy and sl illegal drugs and other illicit goods
and services anonymously and outside the reach of law
enforcement.” (Ind.  1.) The defendant allegedly “controlled
al aspects of Silk Road, with the assistance of various paid
employees whom he managed and supervised.” (Ind. 1 3.)
“It was part and object of the conspiracy” that the defendant
and others “would and did deliver, distribute, and dispense
controlled substances by means of the Internet” and “did aid
and abet such activity” in violation of thelaw. (Ind. 17.) The
controlled substances allegedly included heroin, cocaine, and
lysergic acid diethylamide (“LSD”). (Ind. 19.) The defendant
alegedly “reaped commissions worth tens of millions of
dollars, generated from theillicit sales conducted through the
site” (Ind. 1 3.) According to the Indictment, the defendant
“pursued violent means, including soliciting the murder-for-
hire of several individuals he believed posed a threat to that
enterprise.” (Ind. 14.)

Count Two depends on the conduct in Count One. Count Two
aleges that Ulbricht's conduct amounted, over time, to his
position as a “kingpin” in a continuing criminal enterprise
(again, “CCE”"). (Ind. T 12.) Ulbricht is alleged to have
engagedina“continuing seriesof violations’ in concert “with
at least five other persons with respect to whom Ulbricht
occupied aposition of organizer, asupervisory position, and a
position of management, and from which ... Ulbricht obtained
substantial income and resources.” (1d.)

Count Three chargesthat Ulbricht also designed Silk Road as
“a platform for the purchase and sale of malicious software
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designed for computer hacking, such as password stealers,
keyloggers, and remote access tools.” (Ind. 1 14.) “Whilein
operation, the Silk Road website regularly offered hundreds
of listings for such products.” (Id.) The object of this
conspiracy was to “intentionally access computers without
authorization, and thereby [to] obtain information from
protected computers, for purposes of commercial advantage
and financial gain.” (Ind. 116.)

*5 Count Four alleges that Ulbricht “designed Silk Road
to include a Bitcoin-based payment system that served
to facilitate the illegal commerce conducted on the site,
including by concealing the identities and locations of the
userstransmitting and receiving funds through the site.” (Ind.
1 18) “[K]nowing that the property involved in certain
financial transactions represented proceeds of some form of
unlawful activity,” Ulbricht and otherswould and did conduct
financial transactions with the proceeds of specified unlawful
activity, “knowing that the transactions were designed ... to
conceal and disguise the nature, the location, the source, the
ownership and the control of the proceeds.” (Ind. 121.)

I[I. THE LAW OF CONSPIRACY

A. Elements of a Conspiracy
(91 [10] [11]
the agreement to commit one or more unlawful acts.” United
Satesv. Praddy, 725 F.3d 147, 153 (2d Cir.2013) (emphasis
in original) (citation omitted); see also lannelli v. United
States, 420 U.S. 770, 777, 95 S.Ct. 1284, 43 L.Ed.2d 616
(1975) (“Conspiracy is an inchoate offense, the essence of
which is an agreement to commit an unlawful act.”); United
States v. Falcone, 311 U.S. 205, 210, 61 S.Ct. 204, 85 L.Ed.
128 (1940); United States v. Beech—Nut Nutrition Corp., 871
F.2d 1181, 1191 (2d Cir.1989) (“ The gist of conspiracy is, of
course, agreement.”); United Sates v. Rosenblatt, 554 F.2d
36, 38 (2d Cir.1977). Put differently, a conspiracy is the “
‘combination of minds for an unlawful purpose.”’ ” Smith v.
United Sates,—U.S.——, 133S.Ct. 714, 719, 184 L .Ed.2d
570 (2013) (quoting United Statesv. Hirsch, 100 U.S. 33, 34,

25 L.Ed. 539 (1879)).2

1. Agreement

[12] [13]
for there to be an agreement. Krulewitch v. United States,
336 U.S. 440, 447-48, 69 S.Ct. 716, 93 L.Ed. 790 (1949)
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“The essence of the crime of conspiracy ...

A meeting of the minds is required in order

(Jackson, J. concurring); Rosenblatt, 554 F.2d at 38. Two
people haveto engageinthe* act of agreeing” in order for this
requirement to be met. Rosenblatt, 554 F.2d at 38 (internal
guotation marks and citation omitted). The conspirators must
agree to the object, or unlawful end, of the conspiracy. Id.
While the coconspirators need not agree to every detail, they
must agree to the “essential nature” of the plan. Blumenthal
v. United Sates, 332 U.S. 539, 557, 68 S.Ct. 248, 92 L.Ed.
154 (1947); Praddy, 725 F.3d at 153 (internal quotation marks
and citations omitted); United Statesv. Geibel, 369 F.3d 682,
689 (2d Cir.2004) (internal quotation marks and citations

omitted): Rosenblatt, 554 F.2d at 38. 3

[14] [15] “Itisnot necessary to prove that the defendant

expressly agreed with other conspirators onacourse of action;
it is enough, rather, to show that the parties had a tacit
understanding to carry out the prohibited conduct.” Anderson,
747 F.3d at 61 (interna quotation marks, alteration, and
citation omitted). However, “a defendant's mere presence
at the scene of a crime, his general knowledge of criminal
activity, or his smple association with others engaged in
a crime are not, in themselves, sufficient to prove the
defendant's criminal liability for conspiracy.” 1d. (citations
omitted).

2. Object of the Conspiracy

*6 [16] [17] [18] [19]
a defendant must know what “ ‘kind of criminal conduct
was in fact contemplated.” ” Rosenblatt, 554 F.2d at
38 (quoting United States v. Gallishaw, 428 F.2d 760,
763 n. 1 (2d Cir.1970)). That is, the defendant has to
know what the “object” of the conspiracy he joined was.
A “general agreement to engage in unspecified criminal
conduct is insufficient to identify the essential nature of
the conspiratorial plan.” Rosenblatt, 554 F.2d at 39. Indeed,
“[tlhe government must prove that the defendant agreed
to commit a particular offense and not merely a vague
agreement to do something wrong.” United Statesv. Salameh,
152 F.3d 88, 151 (2d Cir.1998) (citation and internal
quotation marks omitted) (emphasis in original). That said,
“[t]he government need not show that the defendant knew
al of the details of the conspiracy, so long as he knew its
general nature and extent.” United States v. Huezo, 546 F.3d
174, 180 (2d Cir.2008) (citation and internal quotation marks

omitted). 4

To beconvicted of aconspiracy,
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3. Participation

[20] Thecrime of conspiracy requiresthat a defendant both
know the object of the crime and that he knowingly and
intentionally join the conspiracy. United Satesv. Torres, 604
F.3d 58, 66 (2d Cir.2010). The requisite knowledge can be
proven through circumstantial evidence. 1d.

[21]  [22]
afinding of knowledge varies. “A defendant's knowing and
willing participation in aconspiracy may beinferred from, for
example, [his] presenceat critical stagesof the conspiracy that
could not be explained by happenstance, ... alack of surprise
when discussing the conspiracy with others, ... [or] evidence
that the defendant participated in conversations directly
related to the substance of the conspiracy; possessed items
important to the conspiracy; or received or expected toreceive
a share of the profits from the conspiracy.” United Sates
v. Aleskerova, 300 F.3d 286, 293 (2d Cir.2002) (citations
omitted). Indeed, under the appropriate circumstances, “[al
defendant's participation in a single transaction can suffice
to sustain a charge of knowing participation in an existing
conspiracy.” United Satesv. Zabare, 871 F.2d 282, 287 (2d
Cir.1989); see also United States v. Murray, 618 F.2d 892,
903 (2d Cir.1980).

B. Types of Conspiracies

Conspiracies come in myriad shapes and sizes: from a small
conspiracy involving two people to achieve a limited end
to a large one involving numerous participants and with an
expansive scope. Similarly, a defendant may participate in a
single conspiracy or multiple conspiracies. Most questions as
to size and number are left to trial. Here, the Court addresses
these issues only insofar as they inform whether and how the
Government might ultimately prove the conspiracies alleged
in the Indictment.

(23] [24]
existence of the conspiracy charged in the indictment and
each defendant's membership in it, or, instead, has proven
several independent conspiracies is a question of fact for
a properly instructed jury.” United Sates v. Johansen, 56
F.3d 347, 350 (2d Cir.1995); see also United Sates v.
Barret, 824 F.Supp.2d 419, 445 (E.D.N.Y.2011) (citing
cases); United Sates v. Ohle, 678 F.Supp.2d 215, 222
(S.D.N.Y.2010); United Satesv. Rajaratnam, 736 F.Supp.2d
683 (S.D.N.Y.2010) (citing cases). Where an indictment
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The quantum of proof necessary at trial to sustain

“Whether the government has proven the

charges a single conspiracy and the evidence later shows
multiple conspiracies, the court will only set aside a jury's
guilty verdict due to the variance if the defendant can
show “substantial prejudice, i.e. that the evidence proving
the conspiracies in which the defendant did not participate
prejudiced the case against him in the conspiracy in which he
wasaparty.” Johansen, 56 F.3d at 351 (emphasisin original).

1. Overview of Single Conspiracies

*7 [25] [26] “[A]cts that could be charged as separate
counts of an indictment may instead be charged in a single
count if those acts could be characterized as part of a
single continuing scheme.” United States v. Aracri, 968
F.2d 1512, 1518 (2d Cir.1992) (internal quotation marks and
citations omitted). In determining whether asingle conspiracy
involving many people exists, the question iswhether thereis
a “mutual dependence” among the participants. Geibel, 369
F.3d at 692 (citation omitted); United Satesv. Williams, 205
F.3d 23, 33 (2d Cir.2000). The Government must show that
each aleged member of the conspiracy agreed to participate
“ ‘inwhat he knew to be a collective venture directed towards
a common goal.” " United Sates v. Eppolito, 543 F.3d
25, 47 (2d Cir.2008) (quoting United Sates v. Berger, 224
F.3d 107, 114 (2d Cir.2000)); see also Geibel, 369 F.3d at
692 (explaining that when two participants do not mutually
benefit from the other's participation, a finding of a single
conspiracy islesslikely).

[27] [28] A “ ‘single conspiracy is not transformed into
multiple conspiracies merely by virtue of the fact that it may
involvetwo or more spheres or phases of operation, solong as
thereissufficient proof of mutual dependence and assistance.’
" Geibel, 369 F.3d at 689 (quoting Berger, 224 F.3d at
114-15). Neither changing membership nor different time
periods of participation by various coconspirators precludes
the existence of a single conspiracy, “especially where the
activity of a single person was ‘centra to the involvement
of al.” ” Eppolito, 543 F.3d at 48 (quoting United States v.
Langford, 990 F.2d 65, 70 (2d Cir.1993) (citations omitted));
United Sates v. Jones, 482 F.3d 60, 72 (2d Cir.2006)
(“Changes in membership, differences in time periods, and/
or shifting emphases in the location of operations do not
necessarily require afinding of more than one conspiracy.”).

[29] The Second Circuit has outlined three “hypothetical
avenues’ for establishing a single conspiracy:
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1. The scope of the agreement was broad enough to include
activities by or for persons other than the small group of
core conspirators;

2. The coconspirators reasonably foresaw, “as a hecessary
or natural consequence of the unlawful agreement,” the
participation of others; or

3. “Actual awareness’ of the participation of others.

Geibel, 369 F.3d at 690 (citing United States v. McDermott,
245 F.3d 133, 137-38 (2d Cir.2001); United Sates
v. Carpenter, 791 F.2d 1024, 1036 (2d Cir.1986)).
Alternatively, ajury may find a single conspiracy provided “
‘(1) that the scope of the criminal enterprise proven fits the
pattern of the single conspiracy alleged in theindictment, and
(2) that the defendant participated in the aleged enterprise
with a consciousness as to its genera nature and extent.” ”
Eppolito, 543 F.3d at 48 (quoting United Sates v. Rosa, 11
F.3d 315, 340 (2d Cir.1993) (internal citation omitted)).

2. Types of Single Conspiracies

*8 Courts often conceptualize single conspiracies using
either a “chain” or a “hub-and-spoke” metaphor. United
Satesv. Borelli, 336 F.2d 376, 383 (2d Cir.1964).

a) Chain conspiracies

A chain conspiracy refers to a situation in which there are
numerous conspiring individuals, each of whom hasarolein
a“chain” that servesthe conspiracy'sobject. For example, ina
narcotics conspiracy, achain may be comprised of producers,
exporters, wholesalers, middlemen, and dealers. The success
of each “link” in the chain depends on the success of the
others, even though each individual conspirator may play a
rolethat is separated by great distance and time from the other
individuals involved. Id.; United Sates v. Mallah, 503 F.2d
971, 984 (2d Cir.1974); United Statesv. Agueci, 310 F.2d 817,

826 (2d Cir.1962).°

[30] [31] For a chain conspiracy to exist, the ultimate
purpose of the conspiracy must be to place the “forbidden
commodity into the hands of the ultimate purchaser.” Agueci,
310 F.2d at 826 (citation omitted). This form of conspiracy
“is dictated by a division of labor at the various functional
levels” Id. In Agueci, the Second Circuit found that “the
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mere fact that certain members of the conspiracy ded
recurrently with only one or two other conspiracy members
does not exclude a finding that they were bound by a single
conspiracy.” Id. “An individual associating himself with a
‘chain’ conspiracy knows that it has a ‘scope’ and that for
its success it requires an organization wider than may be
disclosed by [one's] personal participation.” 1d. at 827. That
i, to support achain conspiracy, a participant must know that
combined efforts are required. Id.

b) Hub-and-spoke conspiracies

In a hub-and-spoke (or “wheel”) conspiracy, one person
typically actsasacentral point while othersact as*“ spokes’ by
virtue of their agreement with the central actor. See Kotteakos
v. United States, 328 U.S. 750, 754-55, 66 S.Ct. 1239, 90
L.Ed. 1557 (1946). Put another way, in a hub-and-spoke
conspiracy, “members of a‘core’ group deal with a number
of contacts who are analogized to the spokes of a wheel
and are connected with each other only through the core
conspirators.” United States v. Manarite, 448 F.2d 583, 589
(2d Cir.1971).

[32] To prove a single conspiracy in such a situation,
the Government must show that there was a “rim” around
the spokes, such that the “spokes’ became coconspirators
with each other. To do so, the Government must prove that
“each defendant ... participated in the conspiracy with the
common goa or purpose of the other defendants.” United
Satesv. Taggert, No. 09 Cr. 984(BSJ), 2010 WL 532530, at
*1 (S.D.N.Y. Feb. 11, 2010) (internal quotation marks and
citation omitted).

In the absence of such a “rim,” the spokes are acting
independently with the hub; while there may in fact be
multiple separate conspiracies, there cannot be a single
conspiracy. See Zabare, 871 F.2d at 287-88; see al so Dickson
v. Microsoft Corp., 309 F.3d 193, 203 (4th Cir.2002) (“A
rimless wheel conspiracy is one in which various defendants
enter into separate agreements with acommon defendant, but
where the defendants have no connection with one another,
other than the common defendant's involvement in each
transaction.” (citing Kotteakos, 328 U.S. at 755, 66 S.Ct.
1239)).

C. The Buyer—Seller Exception
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*9 [33] Of course, not all narcotics transactions occur
within a conspiracy. A conspiracy to distribute narcotics
does not arise between a buyer and seller simply because
they engage in a narcotics transaction. That is, the mere
purchase and sale of drugs does not, without more, amount
to aconspiracy to distribute narcotics. See, e.g., United States
v. Parker, 554 F.3d 230, 234 (2d Cir.2009) (explaining that
the buyer-seller rule is a narrow one). “[I]n the typical buy-
sell scenario, which involves a casual sale of small quantities
of drugs, there is no evidence that the parties were aware of,
or agreed to participatein, alarger conspiracy.” United Sates
v. Hawkins, 547 F.3d 66, 71-72 (2d Cir.2008) (citations
omitted); see also United States v. Mims, 92 F.3d 461, 465
(7th Cir.1996) (clarifying that “a buyer-seller relationship
alone is insufficient prove a conspiracy”); United States v.
Medina, 944 F.2d 60, 65 (2d Cir.1991); United States v.
Valencia, 226 F.Supp.2d 503, 510-11 (S.D.N.Y.2002) (Chin,
J). “It is sometimes said that the buyer's agreement to buy
from the seller and the seller's agreement to sell to the buyer
cannot ‘ be the conspiracy to distribute, for it has no separate
criminal object.” " Parker, 554 F.3d at 235 (quoting United
States v. Wexler, 522 F.3d 194, 208 (2d Cir.2008) (internal
aterations omitted)).

[34] When wholesale quantities are involved, however, the
participants may be presumed to know that they areinvolved
in a venture, the scope of which is larger than the particular
role of any individual. Murray, 618 F.2d at 902; see also
Valencia, 226 F.Supp.2d at 510-11.

D. The Role of Middlemen

[35 [36] [37]
trafficking, defendants are aleged to have acted as
middlemen. Middlemen may be found to have conspired with
abuyer, aseller, or both. United States v. Bey, 725 F.3d 643,
649 (7th Cir.2013). “ Evidence that the middleman had a clear
stake in the sdller's sales is typically sufficient to permit the
jury to infer the existence of an agreement with the seller.”
Id. at 650; United Sates v. Colon, 549 F.3d 565, 56870
(7th Cir.2008) (citations omitted). There is no legal doctrine
that defines a middleman as having a lesser role than other
conspiracy members. Indeed, there is no legal reason why
someone characterized as a middleman cannot be a powerful,
motivating force behind a conspiracy.

[11. DISCUSSION OF CONSPIRATORIAL
AGREEMENT
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In some cases involving narcotics

The Indictment alleges that Ulbricht designed Silk Road
specifically to enable usersto anonymously sell and purchase
narcotics and malicious software and to launder the resulting
proceeds. On this motion to dismiss, the Court's task
is a narrow one—it is not concerned with whether the
Government will have sufficient evidence to meet its burden
of proof as to each element of the charged conspiracies at
trial. Instead, the Court is concerned solely with whether the
nature of the alleged conduct, if proven, legally constitutesthe
crimes charged, and whether the defendant has had sufficient
notice of the illegality of such conduct. See D'Amelio, 683
F.3d at 418; Pagan, 721 F.2d at 27.

*10 The defendant argues that Counts One and Three in
the Indictment are legally insufficient for failure to allege a
cognizable conspiratorial agreement. (Def.'s Reply at 2-3.)
He does not make the same argument with regard to Count
Four, but certain aspects of the issue apply to that Count as
well.

The Court has set forth five questions that concern the
potential existence of aconspiratorial agreement in this case.
Each question is now taken up in turn.

Question One: Can there be a legaly cognizable
“agreement” between Ulbricht and one or more
coconspiratorsto engage in narcotics trafficking, computer
hacking, and money laundering by virtue of his and
their conduct in relation to Silk Road? If so, what is
the difference between what Ulbricht is alleged to have
done and the conduct of designers and administrators
of legitimate online marketplaces through which illega
transactions may nevertheless occur?

The “gist” of a conspiracy charge is that the minds of two
or more people met—that they agreed in some manner to
achieve an unlawful end. For the reasons explained below,
the design and operation of Silk Road can result in alegally
coghizable conspiracy.

According to the Indictment, Ulbricht purposefully and
intentionally designed, created, and operated Silk Road to
facilitate unlawful transactions. Silk Road was nothing more
than code unless and until third parties agreed to use it.
When third parties engaged in unlawful narcoticstransactions
on the site, however, Ulbricht's design and operation gave
rise to potential conspiratorial conduct. The subsequent sale
and purchase of unlawful narcotics and software on Silk
Road may, as a matter of law, constitute circumstantial
evidence of an agreement to engagein such unlawful conduct.
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See United States v. Svoboda, 347 F.3d 471, 477 (2d
Cir.2003) (“A conspiracy need not be shown by proof of
an explicit agreement but can be established by showing
that the parties have a tacit understanding to carry out the
prohibited conduct.”) (internal quotation marks and citation
omitted); United States v. Miranda—Ortiz, 926 F.2d 172,
176 (2d Cir.1991) (“The defendant's participation in asingle
transaction can, on an appropriate record, suffice to sustain a
charge of knowing participation in an existing conspiracy.”)
(citations omitted); United States v. Roldan—Zapata, 916
F.2d 795, 803 (2d Cir.1990) (affirming the conviction of a
defendant based on his admitted “involvement in narcotics
dealing and [ ] a pattern of trafficking,” combined with
other circumstantial evidence). Additionally, the Indictment
charges that Ulbricht obtained significant monetary benefit
in the form of commissions in exchange for the services he
provided via Silk Road. He had the capacity to shut down the
site at any point; he did not do so. The defendant allegedly
used violence in order to protect the site and the proceeds it
generated.

Ulbricht argues that his conduct was merely as afacilitator—

just like eBay, Amazon, or similar websites. 6 Even were the
Court to accept this characterization of the Indictment, thereis
no legal prohibition against such criminal conspiracy charges
provided that the defendant possesses (as the Indictment
alleges here) the requisite intent to join with others in
unlawful activity.

*11 Moreover, inthis case, the chargesin the Indictment go

further than Ulbricht acknowledges. The Indictment alleges
that Ulbricht engaged in conduct that makes Silk Road
different from other websites that provide a platform for
individual buyers and sellers to connect and engage in
transactions: Silk Road was specifically and intentionally
designed for the purpose of facilitating unlawful transactions.
The Indictment does not alege that Ulbricht is criminally
liable simply because he is aleged to have launched a
website that was—unknown to and unplanned by him—
used for illicit transactions. If that were ultimately the case,
he would lack the mens rea for crimina liability. Rather,
Ulbricht is alleged to have knowingly and intentionally
constructed and operated an expansive black market for
selling and purchasing narcotics and malicious software
and for laundering money. This separates Ulbricht's alleged
conduct from the mass of others whose websites may—
without their planning or expectation—~be used for unlawful
purposes.
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Itis certainly true that the principles set forth in this Opinion
would apply to other third parties that engaged in conduct
similar to that alleged here; but it isalso true that the essential
elements for (by way of example) a narcotics conspiracy
would be absent if a website operator did not intend to
join with another to distribute (for instance) narcotics. Thus,
administrators of an eBay-like site who intend for buyers and
sellers to engage in lawful transactions are unlikely to have
the necessary intent to be conspirators.

Question Two: As a matter of law, who are Ulbricht's
alleged coconspirators and potential coconspirators? That
is, whose “minds’ can have “met” with Ulbricht's in
a conspiratorial agreement? What sort of conspiratorial
structure frames the allegations: one large single
conspiracy or multiple small conspiracies?

TheIndictment charges asingle conspiracy in each of Counts
One, Three, and Four. Ulbricht's aleged coconspirators
are “several thousand drug dealers and other unlawful
vendors.” (Ind. T 2.) If these individuals possessed the
reguisite intent, there is no legal reason they could not be
members of the conspiracies charged in the Indictment.

A more complicated question is whether any or al of
Ulbricht's coconspirators also conspired with each other, so
asto create apotentially vast single conspiracy. Inthisregard,
the Government may argue that the conspiracy wasa*“ chain”
conspiracy or that it was a “hub-and-spoke” conspiracy (in
which case it would be necessary for the Government to
prove the existence of a “rim”). Each approach has its
own complexities regarding the (largely anonymous) inter-
conspirator relationships on the Internet. While this is not
an issue the Government need address at this stage, see
D'Amelio, 683 F.3d at 418; Pagan, 721 F.2d at 27, it will be
relevant as the proof comesin at trial.

Of course, ultimately, the form of the conspiracy is not as
important as a determination that at least one other person
joined in the alleged conspiratorial agreement with Ulbricht.
With respect to the narcotics conspiracy charge, to prove
that the drug types and quantities alleged in the Indictment
were the objects of a conspiracy Ulbricht knowingly and
intentionally joined, the Government will haveto prove either
a single such conspiratorial agreement or an aggregation of
conspiraci&s7 While, as explained, proof of participants
intent could involve numerous complexities, these are issues
for trial and not for this stage.
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*12 Question Three: As a matter of law, when could
any particular agreement have occurred between Ulbricht
and his alleged coconspirators? Need each coconspirator's
mind have met simultaneously with Ulbricht's? With the
mindsof other coconspirators? That is, if Ulbricht launched
Silk Road on Day 1, can he be said, as a matter of law, to
have entered into an agreement with the user who joins on
Day 3007 Did Ulbricht, simply by designing and launching
Silk Road, make an enduring showing of intent?

The issue here is one of temporal proximity. For the sake of
illustration, assume that Ulbricht launched Silk Road on Day
1. A narcoticstrafficker postedillegal drugsonthesiteon Day
2 and another posted on Day 300. Does the Day 2 trafficker
enter into a conspiratorial agreement with Ulbricht on Day 2
and the Day 300 trafficker on Day 300?Moreimportantly, can
Ulbricht have agreed to aconspiracy on Day 1 with an alleged
coconspirator who, at that time, had not even contemplated
engaging in an unlawful transaction, and determined to do so

only on, for example, Day 30078

One way of thinking about this issue is to look to the
basic contract principles of offer and acceptance. On Day
1, according to the Indictment, Ulbricht “offers’ to work
with others to traffic illegal narcotics, engage in computer
hacking, and launder money. He makes this offer by creating
and launching a website specifically designed and intended
for such unlawful purposes. Ulbricht's continued operation of
the site evinces an enduring intent to be bound with those
who “accept” his offer and utilize the site for its intended
purpose. It is as though the defendant allegedly posted asign
on a (worldwide) bulletin board that said: “1 have created an
anonymous, untraceable way to traffic narcotics, unlawfully
access computers, and launder money. You can use the
platform as much as you would like, provided you pay me
a percentage of your profits and adhere to my other terms
of service.” Each time someone “signs up” and agrees to
Ulbricht's standing offer, it is possible that, asamatter of law,
he or she may become a coconspirator.

[38] To put this another way, the fact that Ulbricht's
active participation may occur a a different point in time
from the agreement by his coconspirator(s) does not render
the conspiracy charges legally defective. Courts have long
recognized that members of a conspiracy may be well
removed from one another in time. See, e.g., Bordlli, 336
F.2d at 383-84. The law has similarly recognized that
coconspirators need not have been present at the outset of
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a conspiracy in order to be found criminally responsible;
they may join at some later point. See, e.g., id.; United
Sates v. Nersesian, 824 F.2d 1294, 1303 (2d Cir.1987). A
lapse in time—in particular in a narcotics chain conspiracy,
where a manufacturer creates a substance months prior to
awholesale or retailer selling it, not knowing (and perhaps
never knowing) who, precisely, will ultimately distribute it
—does not ipso facto render the alleged conspiracy defective
as a matter of law. Similarly, the law long ago accepted
that coconspirators may not know each other's identity.
Blumenthal, 332 U.S. at 557-58, 68 S.Ct. 248. The alleged
conduct here is another step along this established path. The
common law anticipates and accepts application to new fact
patterns.

*13 Question Four: As a matter of law, is it legally
necessary, or factually possible, to pinpoint how the
agreement between Ulbricht and his coconspirators
was made? In this regard, does the law recognize
a conspiratorial agreement effected by an end user
interacting with computer software, or do two human
minds need to be simultaneously involved at the moment
of agreement?

Another issue raised by this case is whether a conspiratorial
agreement may be effected through what are primarily
automated, pre-programmed processes. Thisisnot asituation
in which Ulbricht is alleged to have himself approved or
had a hand in each individual transaction that occurred
on Silk Road during the nearly three-year period covered
by the Indictment. Instead, he wrote (or had others write)
certain code that automated the transaction. Yet, as a lega
matter, this automation does not preclude the formation of
a congpiratorial agreement. Indeed, whether an agreement
occurs electronically or otherwise is of no particular legal
relevance.

[39] Itiswell-established that the act of agreeing, or having
ameeting of the minds, may be proven through circumstantial
evidence. United Sates v. Rodriguez, 392 F.3d 539, 544
(2d Cir.2004). There is no requirement that any words be
exchanged at all in this regard, so long as the coconspirators
have taken knowing and intentional actions to work together
in some mutualy dependent way to achieve the unlawful
object. See United States v. Diaz, 176 F.3d 52, 97 (2d
Cir.1999). In this regard, “how” any agreement between
two coconspirators may be proven at trial depends solely
on the evidence presented. See Anderson, 747 F.3d at 61.
Though automation may enable a particular transaction to
take place, it istheindividual s behind the transaction that take
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the necessary affirmative steps to utilize that automation. It
is quite clear, for example, that if there were an automated
telephone line that offered others the opportunity to gather
together to engage in narcotics trafficking by pressing “1,”
thiswould surely be powerful evidence of the button-pusher's
agreement to enter the conspiracy. Automation is effected
through a human design; here, Ulbricht is alleged to have
been the designer of Silk Road, and as a matter of law, that

is sufficient.

Question Five: If Ulbricht was merely the facilitator of
simple buy-sell transactions, does the “buyer-seller” rule
apply, which in certain circumstances would preclude a
finding of acriminal conspiracy?

Ulbricht is not alleged to have been a buyer or seller of
narcotics or malicious software. Following the design and
launch of Silk Road, his role is aleged to have been that
of an intermediary. While it will be for the Government
to prove the defendant's specific role vis-avis his aleged
coconspirators at trial, one issue that may arise is whether
the participation of an intermediary could itself (all other
factors remaining the same) eliminate the applicability of the
“buyer-seller” rule to a given narcotics transaction involving
asmall quantities bought and sold on the site. In other words,
can mere buyers and sellers of small quantities of narcotics
—who might not otherwise legally be coconspirators if
the transactions occurred in the brick-and-mortar world—
become conspirators due to the interposition of a website
or website administrator? Plainly, the level of involvement
in any transaction by the website would be relevant. And
there are certainly instances in which the participation of
three participants renders what might otherwise be a simple
purchase or sale into a conspiracy. See, e.g., Medina, 944
F.2d at 65. There can be no hard and fast rule that answers
this question—its ongoing relevance will depend on how the
proof comesin at trial.

IV.OTHER LEGAL ISSUESRAISED WITH

REGARD TO COUNT ONE

*14 [40] The defendant argues that while Count One
charges him with conspiracy to possess with intent to
distribute various controlled substances (i.e., heroin, cocaine,
and LSD), Ulbricht is not alleged to have himself been a
buyer, seller, or possessor of any of the controlled substances

at any point during theconspiracy. (Def.'sMem. at 9.) 10 And,
by aleging only that he designed, launched, and operated
a website, the Government has not described the conduct
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of a coconspirator in a narcotics conspiracy. (Id. at 10.) At
most, argues the defendant, the Government has alleged that
Ulbricht has acted in a manner akin to that of alandlord, and
thelaw isclear that merely acting asalandlord to drug dealers
isitself insufficient to make one a coconspirator in narcotics
transactions occurring on the premises. (Id. at 10-13.)

[41] According to the defendant, the statutory violation that
occurs when one “knows’ his premises have been or are
being used for unlawful activities is either civil forfeiture
pursuant to 21 U.S.C. § 881(a)(7) or the “crack house” statute
passed by Congress in 1986, 21 U.S.C. § 856. (Id. at 11.)
The statute outlaws the knowing operation, management, or
leasing of premiseswhere crack cocaineand other illicit drugs
are manufactured, distributed, or used. 21 U.S.C. § 856(a).
The defendant argues that because Silk Road is, at most, a
type of “premise” for the distribution of narcotics, he should
have been charged under either 88 881 or 856, not with a
narcotics conspiracy under 88 841 or 846. (Def.'sMem. at 12.)
Alternatively, the defendant arguesthat his conduct should be
analogized to that of a“steerer” in a drug transaction, not a

coconspirator. u (Id. at 13.)

[42] [43] The defendant's arguments stem from an
incorrect set of assumptions: first, that conduct may constitute
only one type of statutory violation or must seek civil
forfeiture relief to the exclusion of crimina liability. While
the defendant may be chargeablewith aviolation of the* crack
house” statute, he may well be chargeable with other crimes
aswell. How a defendant is charged is within the discretion
of the prosecution. United Statesv. Batchelder, 442 U.S. 114,
124, 99 S.Ct. 2198, 60 L.Ed.2d 755 (1979); United Sates v.
Stanley, 928 F.2d 575, 580-81 (2d Cir.1991). Additionally,
no lega principle prevents the Government from seeking to
impose civil forfeiture along with crimina liability—and it
isdone all the time. Here, in addition to criminal conspiracy,
the Government has separately sought civil forfeiture under
18 U.S.C. 8 982(a)(1)(A), see Case No. 13—cv—6919 (JPO),
aswell asin the Indictment itself. (Ind. 1 22—24.)

Nor is the Government limited to charging a violation of
the “crack house” statute simply because facilities (whether
electronicor physical) areallegedto beat issue. It may well be
that the Government could have charged such a violation—
but that does not mean it is necessarily limited to that. When
conduct alows for multiple charges—as is aleged here—
a court does not second guess which charge is chosen. See
Sanley, 928 F.2d at 581.
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*15 In this case, the Government has alleged that more
is in play than the conduct which is encompassed by the
“crack house” statute, or inthe context of anon-conspiratorial
“steerer.” The Government has alleged that the defendant
set up a platform for illicit drug transactions designed with
the specific needs of his buyers and sellers in mind. Thus,
Ulbricht's alleged conduct is not analogous to an individual
who merely steers buyers to sellers; rather, he has provided
the marketing mechanism, the procedures for the sae, and
facilities for the actual exchange. He is alleged to know that
his facilities would be used for illicit purposes and, in fact,
that he designed and operated them for that purpose. In this
regard, he is alleged to have “intentionally and knowingly”
“combine[d], conspire[d], confederate[d], and agree[d]” with
others to violate United States crimina law. (Ind. § 5.)
Ulbricht's alleged conduct is more akin to a builder who
designs a house complete with secret entrances and exits and
specially designed traps to stash drugs and money; thisis not
an ordinary dwelling, but a drug dealer's “ dream house.”

[44] The defendant argues that Count One must be
dismissed because he is not alleged to have distributed or
possessed any controlled substance. No such allegation is
required. The law of conspiracy recognizes that members of
a conspiracy may serve different roles. See United Sates
v. Santos, 541 F.3d 63, 72 (2d Cir.2008); United States
v. Garcia—Torres, 280 F.3d 1, 4 (1st Cir.2002) (“[A] drug
conspiracy may involve ancillary functions (e.g., accounting,
communications, strong-arm enforcement), and one who
joined with drug dealers to perform one of those functions
could be deemed a drug conspirator.”); United States v.
Burgos, 94 F.3d 849, 859 (4th Cir.1996) (explaining that
“a variety of conduct, apart from selling narcotics, can
congtitute participation in a conspiracy sufficient to sustain
aconviction”). There are numerous examples of participants
in narcotics conspiracies who did not themselves intend
physically to possess or distribute narcotics; an individual
may have been a middleman, the protective muscle, the
lookout, a decoy, a person with information or contacts, etc.
—inany event, theindividual may nonethel ess be found to be
part of the conspiratorial enterprise. See, e.g., United States
v. Pitre, 960 F.2d 1112, 112122 (2d Cir.1992) (affirming
conviction of defendant where evidence reveadled that
defendant was acting as alookout and was carrying a beeper
to facilitate narcotics transactions); United States v. Barnes,
604 F.2d 121, 161 (2d Cir.1979) (explaining that defendant's
“actionsasa‘middleman’ in three transactions ... constituted
sufficient evidence of knowledgeable participation in the
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operations of the conspiracy with an expectation of benefiting
from them”).

Finally, Ulbricht expresses surprise that the Government
states in its opposition brief that by operating Silk Road,
Ulbricht “entered into ajoint venture with thousands of drug
dealers around the world to distribute drugs online.” (Gov't
Opp'n a 9.) This characterization of the defendant's alleged
conduct is substantively no different than the allegation in the
Indictment that several thousand drug dealers and hundreds
of thousands of buyers used the site. (Ind. 1 2.) However, the
fact that such an allegation falls within a reasonable reading
of the Indictment is a separate question from whether the
Government will in fact be able to prove one joint venture
or single conspiracy at trial. As noted above, proving that
thousands of dealers were in a single joint venture together
with each other as well as with Ulbricht presents numerous
challenges due to temporal and other considerations.

*16 Count One adequately alleges both the elements of a
narcotics conspiracy aswell asthe conduct alleged underlying
the charges; the defendant is sufficiently on notice of the
charges against him so as to preclude later issues of double
jeopardy.

V.OTHER LEGAL ISSUESRAISED WITH REGARD
TO COUNT TWO

[45] Count Two alleges that the defendant's conduct
amounted to participationinaCCEinviolationof 21 U.S.C. 8§
848(a). Asaninitial matter, a“ continuing criminal enterprise”
requires a determination that a provision of the Controlled
Substances Act has been violated. Ulbricht's liability under
this provision istherefore premised on a conviction on Count
One, the narcotics conspiracy. Next, thetrier of fact will need
to determineif the violation of the Controlled Substances Act
(that is, the narcotics conspiracy) was one of a series of such
violations. 21 U.S.C. § 848(c). Thelaw has defined “ a series’
as constituting at least three violations. See United States v.
Flaharty, 295 F.3d 182, 197 (2d Cir.2002) (explaining that the
Second Circuit has “interpreted ‘a continuing series' to mean
at least three felony drug violations committed over adefinite
period of time") (citation omitted).

Finally, Ulbricht must have undertaken this series of
violations in concert with five or more persons with respect
to whom he occupied a position of organizer, supervisor, or
manager, and he must have obtained substantial income or
resources from such conduct. 21 U.S.C. § 848(c).
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Ulbricht argues (1) that the Indictment fals to allege
sufficiently that he occupied the requisite position vis-avis
five persons, and that, in this regard, the Government has
failed to allege (and could not allege) that he acted in concert
with the buyers and sellers on the site; and (2) that the
Indictment fails to enumerate a predicate series of violations.
(Def.'s Mem. at 13.) Ulbricht is correct that Count Two does
not explicitly identify the five individualswhom heisalleged
to have organized, managed, or supervised. He similarly
is correct that the Government has not specified the dates,
times, or transaction details of the “series’ of violations.
Nonetheless, the allegations of the Indictment are sufficient.
Paragraphs 11 and 12 recite the necessary statutory language
to charge acontinuing criminal enterprise; and the allegations
set forth in Paragraphs 1 through 4 (which areincorporated by
reference into Count Two) set forth necessary factual detail.

[46] The law is clear that the Indictment should be read
to incorporate those facts that while not explicitly stated,

are implicit in the existing allegations. United States v.

Slverman, 430 F.2d 106, 111 (2d Cir.1970). In terms of

the facts aleged, here the Indictment asserts that “several

thousand drug dealers’ and “well over a hundred thousand

buyers worldwide” used the site. (Ind. T 2.) With the

“ assistance of various paid employeeswhom he managed and

supervised” (Ind. 1 3), Ulbricht is alleged to have controlled

all aspects of Silk Road.

*17 From these facts, the Government argues that by
owning, operating, and controlling all aspects of the operation
of the site (Ind. Y 2-3), Ulbricht occupied the necessary
position as organizer, manager, or supervisor of the “vendors
selling drugs on the site” (Gov't Opp'n at 15.) Ulbricht
is alleged not only to have designed the online structure
which enabled and allowed transactions, but, in controlling
all aspects of its operations, to have set the rules the vendors
and buyershad to follow, policed accountsfor ruleviolations,
determined commission rates, and taken commissions on
every transaction. In addition, Ulbricht allegedly oversaw the
efforts of others who assisted him in the administration and
operation of the site. Thus, the Government contends that it
has set forth sufficient allegations of Ulbricht's occupying the
requisite position as organizer, manager, or supervisor. This
Court agrees.

The “continuing criminal enterprise” statute is broadly
worded—and broadly intends to encompass those who are
leaders of a crimina enterprise which engages in a series
of violations of the narcotics laws. See United Sates v.

Mext

Scarpa, 913 F.2d 993, 1007 (2d Cir.1990) (explaining that
the operative words in the statute—"organize,” “manage,”
and “ supervise’—should be given their ordinary, everyday
meanings) (citation omitted). That is precisely what the
Government has aleged here. The statute does not require
that Ulbricht have had a particular form of contact with each
of the five or moreindividuals that he purportedly organized,
managed, or supervised. United States v. Cruz, 785 F.2d 399,
407 (2d Cir.1986); see also United Sates v. Joyner, 201
F.3d 61, 71 (2d Cir.2000) (affirming a conviction where a
defendant sold to otherwiseindependent resellersbut required
them, inter alia, to obtain permission from him to discount
their prices and sell in certain locations so that he could
monitor their activity).

Here, Ulbricht also argues that he cannot have had the
reguisite role with respect to individuals who merely assisted
him with administering the site. (Def.'s Mem. at 15.) This,
however, is a question of fact, not law. Whether those who
assisted Ulbricht had the requisite mental stateto beacting“in
concert” with him is a factual inquiry. If those who assisted
Ulbricht had the requisite state of mind, there is no legal
reason why they could not constitute the necessary group of
“five or more.”

Ulbricht argues that he cannot separately have had the
requisite position vis-a-vis the buyers and sellers, asthey are
referred to as having “used” the site, and not, for instance,

as employees. (Ind. 2).12 In this regard, the defendant
argues that, at most, his alleged conduct amounted to his
being a conduit or facilitator for those engaging in illegal
activity. Thisis, again, afactual argument cast asalegal one.
Thereisno legal reason why one who designs, launches, and
operates a website or any facility for the specific purpose of
facilitating narcotics transactions that he knows will occur,
and acts as the rule-maker of the site—determining the terms
and conditions pursuant to which the sellers are allowed to
sell and the buyers are alowed to buy, taking disciplinary
actionsto protect that enterprise (allegedly including murder-
for-hire on more than one occasion)—could not be found
to occupy the requisite position. See Cruz, 785 F.2d at 407
(no distinction between salaried employees and independent
contractors). Inthisregard, the allegations amount to Ulbricht
acting asasort of “godfather”—determining the territory, the
actions which may be undertaken, and the commissions he
will retain; disciplining others to stay in line; and generally
casting himself as a leader—and not a service provider.
Again, whether the Government can prove the facts alleged
isnot aquestion at this stage of the proceedings.
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*18 Ulbricht also argues that Count Two fails to allege the
specific series of continuing violations. The Indictment does
allege thousands of separate transactions. (Ind. §2.) Thetype
of specificity the defendant urges is not required. Flaharty,
295 F.3d at 197 (granular particularity not required). The
Government need not enumerate the specific who, when, or
where of the series in the Indictment; it is enough that it is
clear from the face of the Indictment that he is alleged to
have engaged in a continuing series of narcotics conspiracies
punishable under 21 U.S.C. §8 841, 843, 846. (Ind. 12). See
United Sates v. Smmons, 923 F.2d 934, 952 (2d Cir.1991).

VI.OTHER LEGAL ISSUESRAISED WITH

REGARD TO COUNT THREE

[47] The defendant argues that the allegations in the
Indictment are insufficient to support the type of conduct
covered by a computer hacking conspiracy in 18 U.S.C. §
1030 (the “Computer Fraud and Abuse Act”). (Def.'s Mem.
at 21.) According to the defendant, the allegations are “only
that the Silk Road website ‘provided a platform for the
[exchange] of malicious software.” ” (Id. (quoting a portion
of the Indictment at 91 15-16).)

The Indictment in fact aleges more. It alleges that “Silk
Road ... provided a platform for the purchase and sale of
malicious software designed for computer hacking, such
as password stealers, keyloggers, and remote access tools.
While in operation, the Silk Road website regularly offered
hundreds of listings for such products.” (Ind. § 14.) It
aso aleges that the defendant conspired with others to
“intentionally access computers without authorization, and
thereby would and did obtain information from protected
computers, for commercial advantage and private financial
gain.” (Ind. 116.)

[48] The defendant correctly states that to establish a
violation of 18 U.S.C. § 1030(a)(2)(C) requires “proof that
the defendant intentionally accessed information from a
protected computer.” United Sates v. Willis, 476 F.3d 1121,
1125 (10th Cir.2007). However, the defendant incorrectly
extends this to the requirements for sufficiently alleging
a computer hacking conspiracy. At this stage, such a
clam requires not proof—as the defendant argues (see
Def.'s Mem. at 22)—but rather, only allegations that the
defendant agreed with another to “(1) intentionally accesqy |
a computer, (2) without authorization ... (3) and thereby
obtain[ ] information.” Willis, 476 F.3d at 1125. Aswith any
conspiracy, the actual success or failure of the venture is
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irrelevant. See United States v. Perry, 643 F.2d 38, 46 (2d
Cir.1981) ( “It is unnecessary to show that the conspiracy
actually aided any particular sale of heroin since aconspiracy
can be found though its object has not been achieved.”).

It is, of course, axiomatic—as set forth at length above—
that to charge a conspiracy the Government must allege
that two or more people agreed to achieve an unlawful end.
See Savroulakis, 952 F.2d at 690. Each conspirator must
knowingly and intentionally enter the conspiracy, Torres,
604 F.3d at 66, though it is common for coconspirators to
have different roles. See, e.g., United Sates v. Sanchez, 925
F.Supp. 1004, 1013 (S.D.N.Y.1996) (“There are many roles

in aconspiracy.”).

*19 The defendant argues that the Government's charge
must fail asit relies upon a concept of “transferred intent” —
that is, that Ulbricht himself is not alleged to have had
the intent to obtain unauthorized access, but only to have
conspired with another who did. (Def.'s Reply at 13.)
According to Ulbricht, he could not know the buyer's intent.

(1d.

As an initial matter, the law of conspiracy does not require
that both participants intend to access a computer—but they
must both intend that one of them will. Questions as to how
the Government will proveits case asto the buyer'sintent are

reserved for trial. 13

Ulbricht also argues that the statutory term “access
without authorization” is undefined. (Def.'s Mem. at 39—
41) (discussing § 1030(a)(2)(C).) Describing the 1996
amendments to the statute and the addition of the term
“any” to unauthorized access of computers over the Internet,
the defendant argues that the “ubiquitous use of computers,
smartphones, tablets, or any other Internet-enabled devicein
today'sworld” places special emphasis on the meaning of the
word “authorization” and may criminalize a broad amount of
routine Internet activity. (1d. at 41.) The Government counters
this argument only in afootnote. (Gov't Opp'n at 31 n. 10.)

The defendant's argument is misplaced, or at least premature.
The term “authorization” has a plain and ordinary meaning
and requires no special construction. That the statute may
implicate a broad swath of conduct is an issue for Congress.
Whether this issue has any specia significance can only
be determined at trial. That is, whether Ulbricht's and his
coconspirators aleged conduct falls into the suggested grey
area must await the Government's proof.
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VII. THE “KITCHEN SINK” ARGUMENTS

Ulbricht also alleges that since his aleged conduct in Counts
One, Two, and Three has never before been found to
constitute the crimes charged, a variety of legal principles
preclude criminal liability. Those principles include the rule
of lenity, the doctrine of constitutional avoidance, void-
for-vagueness, and overbreadth. In addition, the defendant
argues that the presence of a civil immunity statute for
online providers indicates congressional “support for a free-
wheeling [l]nternet, including oneinwhich providersor users
of interactive computer services can operate without fear of
civil liability for the content posted by others.” (Def.'s Mem.
at 28.) These arguments do not preclude the criminal charges
here.

As an initial matter, as set forth above, the conduct charged
fits within existing law. It is certainly true that case law to
date has not been applied to the type of conduct that forms

the basis for the Government's charges“—but that is not
fatal. Throughout the history of the common law system there
have been times when laws are applied to new scenarios. At
each new stage there were undoubtedly those who questioned
the flexibility of the law. But when the principles underlying
alaw are consistent and clear, they may accommodate new
fact patterns. See Williams v. Taylor, 529 U.S. 362, 384-85,
120 S.Ct. 1495, 146 L .Ed.2d 389 (2000) (Opinion of Stevens,
J) (“[R]ules of law often develop incrementally as earlier
decisions are applied to new factual situations.”); see also,
e.g., ABC, Inc. v. Aereo, Inc.,, —U.S. ——, 134 S.Ct. 2498,
2508-09, — L .Ed.2d —— (2014) (applying copyright laws
customarily imposed upon cable companies to a new type of
distributor). The fact that a particular defendant is the first to
be prosecuted for novel conduct under apre-existing statutory
scheme does not ipso facto mean that the statute is ambiguous
or vague or that he has been deprived of constitutionally
appropriate notice.

*20 The defendant's Kitchen Sink arguments are also
premised on a view of his aleged conduct as being
sufficiently common—i.e., that he is doing nothing more
than that done by other designers and operators of online
marketplaces—that he could not have known or been on
notice of itsillegality.

The Court disagrees. Again, on a motion to dismiss an
indictment, the Court accepts as true the Government's
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allegations; whether and how those allegations can be proven
isnot a question for this stage in the proceedings.

A. The Rule of Lenity and the Doctrine of Constitutional
Avoidance

[49] The defendant's arguments with respect to the rule of
lenity and the doctrine of constitutional avoidance are based
on the incorrect premise that the statutes under which he has
been charged in Counts One, Two, and Three are ambiguous
when applied to his alleged conduct.

[50] Theruleof lenity providesthat when acriminal statute
is susceptible to two different interpretations—one more and
one less favorable to the defendant—"leniency” requires
that the court read it in the manner more favorable. See
Rewis v. United Sates, 401 U.S. 808, 812, 91 S.Ct. 1056,
28 L.Ed.2d 493 (1971); United Sates v. Ford, 435 F.3d
204, 211 (2d Cir.2006) (explaining that “restraint must be
exercised in determining the breadth of conduct prohibited by
afederal criminal statute out of concerns regarding both the
prerogatives of Congress and the need to give fair warning to
those whose conduct is affected”).

[51] The rule of lenity is a principle of statutory
construction: it comes into play only if and when there is
ambiguity. United States v. Litchfield, 986 F.2d 21, 22 (2d
Cir.1993). It should not be viewed as a general principle
requiring that clear statutes be applied in a lenient manner.
Callanan v. United Sates, 364 U.S. 587, 596, 81 S.Ct. 321,
5 L.Ed.2d 312 (1961) (explaining that the rule of lenity, “as
is true of any guide to statutory construction, only serves as
an aid for resolving an ambiguity; it is not to be used to beget
one’).

In Xilling v. United States, 561 U.S. 358, 130 S.Ct. 2896, 177
L.Ed.2d 619 (2010), the Court addressed the type of conduct
encompassed by the ambiguous term “honest services.” The
Court reiterated the principle that “ambiguity concerning the
ambit of criminal statutes should be resolved in favor of
lenity,” and refused to agree with the Government's broad
interpretation of the statute. Id. at 410, 130 S.Ct. 2896.
Instead, the Court limited its coverageto bribery and kickback
schemes. 1d. at 412, 130 S.Ct. 2896. The Court noted that if
“Congress desires to go further ... it must speak more clearly
thanit has.” Id. at 411, 130 S.Ct. 2896.

Here, with regard to Counts One and Two, the defendant
does not alege that a word or phrase in a statute
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requires construction or is susceptible to more than one

interpretation. 15 Instead, he argues that even if the elements
of, for instance, a narcotics conspiracy are well known, his
particular conduct in designing and operating the website
does not clearly fall within what the statute is intended to
cover. The Court disagrees.

*21 Sections 841 and 846 are intended to cover conduct in

which two or more people conspire to distribute or possess
with the intent to distribute narcotics. If the Government
can prove at trial that Ulbricht has the requisite intent,
then these statutory provisions clearly prohibit his conduct.
These statutory provisions do not, for instance, require that
only one type of communication method be used between
coconspirators (for instance, cellular telephone versus the
Internet); they do not prescribe what the various roles of
coconspirators must be or are limited to; and they have been
applied in the past to individuals alleged to be middlemen in
drug transactions. See generally Pitre, 960 F.2d at 1121-23.
Here, there is no statutory ambiguity and thus no basis for
application of the rule of lenity.

[52] [53] The doctrine of congtitutional avoidance
provides that when a “statute is susceptible of two
constructions, by one of which grave and doubtful
constitutional questions arise and by the other of which such
guestions are avoided, [a court's] duty is to accept the latter.”
United Satesex rel. Attorney General v. Del. & Hudson Co.,
213 U.S. 366, 408, 29 S.Ct. 527, 53 L.Ed. 836 (1909); see
also Jonesv. United Sates, 526 U.S. 227, 23940, 119 S.Ct.
1215, 143 L.Ed.2d 311 (1999); Triestman v. United Sates,
124 F.3d 361, 377 (2d Cir.1997).

This doctrine is inapplicable for the same reason as the rule
of lenity: there is no ambiguity; the Court is not struggling
with dueling interpretations asto whether the alleged conduct,
if proven, would be covered. Thus, there are no grave
constitutional issues on either side of this question.

B. Void—for—Vagueness and Constitutional Overbreadth

[54] The defendant also argues that the statutes, as applied
to his conduct in particular, are void on the basis that they are
either unconstitutionally vague or overbroad. (Def.'sMem. at
32-38.) The Court disagrees.

[55] [56] The void-for-vaguenessdoctrineisinapplicable.

It addresses concerns regarding (1) fair notice and (2)
arbitrary and discriminatory prosecutions. Skilling, 561 U.S.
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a 412, 130 S.Ct. 2896 (citation omitted). To avoid a
vagueness challenge, a statute must define acriminal offense
in a manner that ordinary people must understand what
conduct is prohibited and in amanner that does not encourage
arbitrary and discriminatory enforcement. Id. at 402-03, 130
S.Ct. 2896. The question, in short, is whether an ordinary
person would know that engaging in the challenged conduct
could giverise to the type of criminal liability charged.

The Government argues that this prosecution is not
particularly novel. “[B]oth the narcotics conspiracy statute
and continuing criminal enterprise statute have specifically
been applied in aprevious prosecution of defendantsinvolved
in operating online marketplaces for illegal drugs.” (Gov't
Opp'n at 30.) “[T]he computer hacking statute has previously
been applied to personsinvolved in providing online services
used by others to distribute malicious software.” (Id.) The
citations by the Government in support of these assertionsare,
however, merely to indictments. (Id.) And neither case has
yet resulted in a published decision which could reasonably
have provided notice to the defendant, or which demonstrates
an ineffectua legal challenge.

*22 [57] Asthe Supreme Court has recognized, however,
“due process requirements are not designed to convert into
a constitutional dilemma the practical difficultiesin drawing
criminal statutes both general enough to take into account a
variety of human conduct and sufficiently specific to provide
fair warning that certain kinds of conduct are prohibited.”
United Sates v. Lanier, 520 U.S. 259, 271, 117 S.Ct.
1219, 137 L.Ed.2d 432 (1997) (internal quotation marks and
citations omitted). Here, the charged conduct is not merely
designing some benign marketplace for bath towels. The
conduct is alleged to be specific and intentional conduct to
join with narcotics traffickers or computer hackers to help
them sell illegal drugs or hack into computers, and to be
involved in enforcing rules (including using murder-for-hire)
regarding such sales and taking commissions. No person
of ordinary intelligence could believe that such conduct is
somehow legal. Indeed, no reasonable person could assume
that such conduct is in any way equivalent to designing and
running eBay, for example. There is nothing vague about the
application of the statute to the conduct charged.

[58] Ulbricht also argues that his alleged conduct aso
congtitutes protected free speech and that the imposition
of criminal liability would be overbroad as applied. (Def.'s
Mem. at 35-38.) This argument stems from an incorrect
premise asto the nature of the criminal charges here.
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The defendant does not explain how such conduct could
amount to protected speech; even if this Court were to agree
that such conduct has a speech element, the law is clear that
speech which is part of a crime is not somehow immunized.
See United Sates v. Rahman, 189 F.3d 88, 116-17 (2d
Cir.1999). For instance, no one would doubt that a bank
robber's statement to a telle—“This is a stick up”’—is not
protected speech.

The thrust of the defendant's overbreadth argument appears
to be similar to his vagueness, constitutional avoidance, and
rule of lenity claims. All are premised in part on the incorrect
view that the challenged conduct occurs on aregular basis by
many people, that therefore enforcing these criminal statutes
as to Ulbricht amounts to arbitrary enforcement and that the
umbrella or tent of the statutes would be stretched beyond
reason in order to encompass the alleged conduct.

For all of the reasons set forth above, thisisincorrect.

C. Civil Immunity for Online Service Providers
[59] Thedefendant arguesthat the existence of acivil statute

for certain types of immunity for online service providers
expresses a congressional intent to immunize conduct akin to
that in which Ulbricht is alleged to have engaged. This Court
disagrees. Even a quick reading of the statute makes it clear
that it is not intended to apply to the type of intentional and
criminal acts alleged to have occurred here. See 47 U.S.C. §
230. Itisinapplicable.

VII1. COUNT FOUR

[60] Count Four charges the defendant with participation
in a money laundering conspiracy in violation of 18 U.S.C.
§ 1956(h). (Ind. 1 17-21.) The Government has alleged
the requisite statutory elements. (See Ind. 1 19.) First, the
Government has alleged that aconspiracy existed between the
defendant and one or more others, the object of which wasto
engage in money laundering. In paragraph 20, the Indictment
recites the specific elements required for money laundering:

*23 It was a pat and an
object of the conspiracy that

the defendant, and others known
and unknown, ... knowing that the
property involved in certain financia
transactions represented proceeds of
some form of unlawful activity, would

Mext

and did conduct and attempt to
conduct such financia transactions,
which in fact involved the proceeds
of specified unlawful activity, to wit,
narcotics trafficking and computer
hacking ... with the intent to promote
the carrying on of such unspecified
unlawful activity ....

(Ind. 1 20.) The defendant argues that the factual allegation
that Bitcoins constituted the exclusive “payment system that
served to facilitate[ ] illegal commerce” on Silk Road cannot
constitute the requisite “financial transaction.” (Def.'s Mem.
at 3, 45.) The Court disagrees.

As an initial matter, an allegation that Bitcoins are used as
a payment system is insufficient in and of itself to state a
claim for money laundering. The fact that Bitcoins allow for
anonymous transactions does not ipso facto mean that those
transactions relate to unlawful activities. The anonymity by
itself is not a crime. Rather, Bitcoins are aleged here to be
the medium of exchange—just asdollars or Euros could be—
in financia transactions relating to the unlawful activities of
narcotics trafficking and computer hacking. It is the system
of payment designed specifically to shield the proceeds from
third party discovery of their unlawful origin that forms the
unlawful basis of the money laundering charge.

The money laundering statute defines a “financial
transaction” asinvolving, inter alia, “the movement of funds
by wire or other means, or [ ] involving one or more monetary
instruments, [ ] or involving the transfer of title to any real
property, vehicle, vessel, or aircraft.” 18 U.S.C. § 1956(c)
(4). The term “monetary instrument” is defined as the coin
or currency of a country, persona checks, bank checks,
and money orders, or investment securities or negotiable
instruments. 18 U.S.C. § 1956(c)(5).

The defendant argues that because Bitcoins are not monetary
instruments, transactions involving Bitcoins cannot form
the basis for a money laundering conspiracy. He notes
that the IRS has announced that it treats virtual currency
as property and not as currency. (Def.'s Mem. at 4647
(citing 1.R.S. Notice 2014-21, http://www.irs.gov/pub/irs—
drop/n—14-21.pdf, and U.S. Dep't of Treasury, Fin. Crimes
Enforcement Network (“FinCEN"), “Guidance, Application
of FNCEN's Regulations to Persons Administering,
Exchanging, or Using Virtual Currencies,” March 18,
2013, http://www.fincen.gov/statutes  regs/guidance/html/
FIN—2013-G001.html).) The defendant argues that virtual
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currencies have somebut not all of the attributes of currencies
of national governments and that virtual currencies do not
have legal tender status. (See id. at 4546.) In fact, neither
the IRS nor FinCEN purport to amend the money laundering
statute (nor could they). In any event, neither the IRS nor
FinCEN has addressed the question of whether a “financial
transaction” can occur with Bitcoins. This Court refers
back to the money laundering statute itself and case law
interpreting the statute.

*24 It is clear from a plain reading of the statute
that “financial transaction” is broadly defined. See United
Sates v. Blackman, 904 F.2d 1250, 1257 (8th Cir.1990)
(citation omitted). It captures all movements of “funds’
by any means, or monetary instruments. “Funds’ is not
defined in the statute and is therefore given its ordinary
meaning. See Taniguchi v. Kan Pacific Saipan, Ltd.,
— U.S. ——, 132 S.Ct. 1997, 2002, 182 L.Ed.2d 903
(2012) (citation omitted). “Funds’ are defined as “money,
often money for a specific purpose.” See Cambridge
Dictionaries Online, http:// dictionary.cambridge.org/us/
dictionary/american-english/funds?g=funds (last visited July
3, 2014). “Money” is an object used to buy things.

Put simply, “funds’ can be used to pay for things in
the colloquia sense. Bitcoins can be either used directly
to pay for certain things or can act as a medium of
exchange and be converted into a currency which can pay
for things. See Bitcoin, https:.//bitcoin.org/en (last visited
July 3, 2014); 8 Things You Can Buy With Bitcoins
Right Now, CNN Money, http:// money.cnn.com/gallery/
technology/2013/11/25/buy-with-bitcoin/ (last visited July 3,
2014). Indeed, the only value for Bitcoin lies in its ability
to pay for things—it is digital and has no earthly form; it

together constitute something of value. And they may be
bought and sold using legal tender. See How to Use Bitcoin,
https:// bitcoin.org/en/getting-started (last visited July 3,
2014). Sellers using Silk Road are not alleged to have given
their narcotics and malicious software away for free—they

are alleged to have sold them. 16

The money laundering statute is broad enough to encompass
use of Bitcoins in financial transactions. Any other
reading would—in light of Bitcoins sole raison d'etre—be
nonsensical. Congress intended to prevent criminals from
finding ways to wash the proceeds of crimina activity
by transferring proceeds to other similar or different items
that store significant value. With respect to this case, the
Government has alleged that Bitcoins have a value which
may be expressed in dollars. (Ind. 1 3 (alleging that Ulbricht
“reaped commissions worth tens of millions of dollars,
generated from the illicit sales conducted through the site”).)

Thereisno doubt that if anarcoticstransaction waspaid forin
cash, which waslater exchanged for gold, and then converted
back to cash, that would constitute a money laundering
transaction. See, e.g., United Statesv. Day, 700 F.3d 713, 718
(4th Cir.2012).

One can money launder using Bitcoin. The defendant's
motion as to Count Four is therefore denied.

IX. CONCLUSION

For the reasons set forth above, the defendant's motion to
dismissis DENIED in its entirety. The clerk of the Court is
directed to terminate the motion at ECF No. 19.

cannot be put on a shelf and looked at or collected in a SO ORDERED.

nice display case. Its form is digital—bits and bytes that

Footnotes

1 This Opinion & Order addresses various issues both as background informing its decision herein and to preview for the parties a
number of issues that are relevant to the trial of this matter.

2 Thereis no overt act requirement to establish a violation of adrug conspiracy prosecuted under 21 U.S.C. § 846. See United Sates

v. Shabani, 513 U.S. 10, 11, 115 S.Ct. 382, 130 L.Ed.2d 225 (1994); United Sates v. Anderson, 747 F.3d 51, 60 n. 7 (2d Cir.2014).
Similarly, a conviction for conspiracy to commit money laundering in violation of 18 U.S.C. § 1956(h) does not require proof of an
overt act in furtherance of the conspiracy. Whitfield v. United States, 543 U.S. 209, 219, 125 S.Ct. 687, 160 L.Ed.2d 611 (2005).

3 In Rosenblatt, the Second Circuit overturned aconspiracy conviction onthe basisthat whiletwo individual s agreed to commit offenses
against the United States, they did not agree to commit the same offenses and therefore were not conspirators. 554 F.2d at 40.
4 A defendant may also be found culpable under the conscious avoidance doctrine. Under such circumstances, a crime's “knowledge

element is established if the factfinder is persuaded that the defendant consciously avoided learning [a given] fact while aware of a
high probability of its existence, unlessthe factfinder is persuaded that the defendant actually believed the contrary.” United Satesv.
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Finkelstein, 229 F.3d 90, 95 (2d Cir.2000). “ Therational e for imputing knowledge in such circumstancesisthat one who deliberately
avoided knowing the wrongful nature of his conduct is as culpable as one who knew.” Id.

The extreme ends of such a conspiracy—for instance, numerous narcotics dealers who each obtain the narcotics they sell from a
single wholesaler or middleman—may have elements of a hub-and-spoke conspiracy. Borelli, 336 F.2d at 383.

Whilethe defendant refersto Amazon and eBay assimilar, there are certain important factual differences between them. For instance,
Amazon has warehouses which may fulfill certain orders. Silk Road is not alleged to have ever possessed products for fulfillment.
There are additional complexities when other factors such as differences in types of drugs, temporal proximity, and the roles of
coconspirators are taken into account. These too are questions for trial.

As suggested in connection with Question One, another question is whether the Day 2 and the Day 300 trafficker could ever enter
into a conspiracy with each other.

Acceptance of the terms of service, the payment of commissions, placing Bitcoinsin escrow, and other intervening stepsinvolved in
the transactions that allegedly occurred on Silk Road could, in this regard, perhaps constitute evidence that Silk Road users entered
into an unlawful conspiracy with Ulbricht (and others). It will be for the Government to prove which conduct in fact occurred, and
how, at trial. See, e.g., United Statesv. Lorenzo, 534 F.3d 153, 161 (2d Cir.2008) (noting that “a defendant's knowing agreement to
joinaconspiracy must, more often than not, be proven through circumstantial evidence” and there are * cases where the circumstantial
evidence considered in the aggregate demonstrates apattern of behavior fromwhich arational jury couldinfer knowing participation”)
(internal quotation marks and citations omitted).

The defendant argues that imposing criminal liability for Ulbricht's alleged conduct would constitute “an unprecedented and
extraordinarily expansive theory of vicarious liability.” (Def.'s Mem. at 1.) This is incorrect. The Government alleges direct—
not indirect—participation in the crimes charged. The law of conspiracy (see supra ) has long recognized the many varied roles
participants may play.

Conduct demonstrating that an individual merely helpsawilling buyer find awilling seller, and istherefore acting asamere “ steerer,”
is, without more, insufficient to establish aconspiratorial agreement. See United Satesv. Tyler, 758 F.2d 66, 69 (2d Cir.1985); United
Sates v. Hysohion, 448 F.2d 343, 347 (2d Cir.1971). However, when a defendant steers buyers to sellers as part of a continuing
business arrangement, or is otherwise the “conduit” for the transaction, criminal liability may attach. See, e.g., United Sates v.
Vargas—Nunez, 115 Fed.Appx. 494, 495-96 (2d Cir.2004) (discussing defendant's purported role as a “steerer” in the sentencing
context); United States v. Esdaille, 769 F.2d 104, 108-09 (2d Cir.1985).

Ulbricht also argues that he cannot have engaged in a CCE merely by aiding and abetting drug dealers. This is not, however, the
Government's allegation. The Government contends that Ulbricht was the leader of avast criminal enterprise.

The defendant's arguments that potentially lawful uses of malicious software also fail. There are numerous examples of lawful
products put to unlawful use, resulting in criminal liability. See, e.g., United Sates v. Zambrano, 776 F.2d 1091, 1092, 1096 (2d
Cir.1985); United States v. Orozco—Prada, 732 F.2d 1076, 1080 (2d Cir.1984); Perry, 643 F.2d at 44.

The Government argues that a conspiracy and CCE have previously been charged in the context of online marketplaces. (Gov't Mem.
at 30.) Those cases have entirely different facts from those alleged here.

Asdiscussed supra, the defendant does argue ambiguity with regard to aspects of § 1030; asthe Court has stated, whether that alleged
ambiguity (or really, breadth) plays any role hereis aquestion for trial.

Recently, the U.S. Government auctioned off nearly 30,000 Bitcoins as part of acivil forfeiture proceeding related to Silk Road. See
Sydney Ember, After Bitcoin Auction, Winning Bidders Remain Elusive, N.Y. Times Dealbook (June 30, 2014 6:59 P.M.), http://
dealbook.nytimes.com/2014/06/30/after-bitcoi n-aucti on-winning-bidders-remain-elusive/?_php=true_type=blogs& _r=0.

End of Document © 2014 Thomson Reuters. No claim to original U.S. Government Works.
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Commissioner Wetjen and other members of the GMAC, my name is Jerry Brito and | am the
Executive Director of Coin Center, a recently launched non-profit research and advocacy center
focused on the public policy issues facing digital currencies. Thank you for inviting me to

participate in this forum.

I would like to provide some background on the technology we are discussing, explain some of

the demand for derivative products, and answer any technical questions you might have.

Bitcoin is frequently described as a “digital currency.” While that description is accurate, it can

be misleading because it is at once too broad and too narrow. It is too broad because Bitcoin is a
very particular kind of digital currency--a cryptography based currency (indeed, it is the first of its
kind). It is too narrow because although currency is one aspect of the Bitcoin system, Bitcoin is
more broadly an Internet protocol with many applications beyond payments or money transfer.
Think of it like email or the Web--an open network to which anyone can connect without
permission from a central authority, anyone can send a message to anyone else, and on top of

which you can freely build many different kinds of applications.

Online virtual currencies are nothing new. They have existed for decades. From World of
Warcraft Gold to Facebook Credits. Neither are online payments systems new. PayPal, Visa,
and Western Union Pay are all examples. So what is it about Bitcoin, and similar cryptography

based currencies, that make them unique?

Bitcoin is the world's first completely decentralized digital currency, and it's the "decentralized"

part that makes it unique. Prior to Bitcoin's invention in 2009, online currencies or payments





systems had to be managed by a central authority. For example, Facebook issuing Facebook
Points, or PayPal ensuring that transactions between its customers are reconciled. However, by
solving a longstanding conundrum in computer science known as the "double spending”
problem, Bitcoin for the first time makes possible transactions online that are person to person,

without the need for an intermediary between them, just like cash.

Comparing Bitcoin to traditional payments and money transfer systems helps explain the
distinction. Before Bitcoin’s invention in 2008, online transactions always required a trusted
third-party intermediary. For example, if Alice wanted to send $100 to Bob over the Internet, she
would have had to rely on a third-party service like PayPal or Bank of America. Intermediaries like
PayPal keep a ledger of account holders’ balances. When Alice sends Bob $100, PayPal

deducts the amount from her account and adds it to Bob’s account.

Without such intermediaries, digital money could be spent twice.Alice could send $100 to Bob by
attaching a money file to a message. But just as with email, sending an attachment does not
remove it from one’s computer. Alice would retain a perfect copy of the money file after she had

sent it. She could then easily send the same $100 to Charlie.

Bitcoin’s invention is revolutionary because for the first time the double-spending problem can be
solved without the need for a third party. Bitcoin does this by distributing the necessary ledger
among all the users of the system via a peer-to-peer network. Every transaction that occurs in
the Bitcoin network is registered in this distributed **public** ledger, which is called the block
chain. New transactions are checked against the block chain to ensure that the same bitcoins

have not been previously spent, thus eliminating the double-spending problem. The global





peer-to-peer network, composed of thousands of users, takes the place of an intermediary; Alice

and Bob can transact online without a third party intermediary.

And how is this possible? With Bitcoin, transactions are verified, and double-spending is
prevented, through the clever use of public-key cryptography. Public-key cryptography requires
that each user be assigned two “keys,” one private key that is kept secret like a password, and
one public key that can be shared with the world. When Alice decides to transfer bitcoins to Bob,
she creates a message, called a “transaction,” which contains Bob’s public key and how many
coins she is sending. She then “signs” it with her private key and broadcasts the message over
the network. By looking at Alice’s **public** key, anyone can verify that the transaction was
indeed signed with her **private** key, that it is an authentic exchange, and that Bob is the new
owner of the funds. The transaction—and thus the transfer of ownership of the bitcoins—is
recorded, time-stamped, and displayed in one “block” of the block chain. Public-key cryptography
ensures that all computers in the network have a constantly updated and verified record of all

transactions within the Bitcoin network, which prevents double-spending and fraud.

Out of technical necessity, transactions on the Bitcoin network are not denominated in dollars or
euros or yen as they are on PayPal, but are instead denominated in bitcoins. This makes bitcoin
a virtual currency in addition to a decentralized public ledger. The value of the currency is not
derived from gold or government fiat, but from the value that people assign to it. The dollar value
of a bitcoin is determined on an open market, just as is the exchange rate between different
world currencies. The total number of bitcoins that will ever be issued, as well as the rate at

which they are algorithmically released into the ecosystem, is not determined by any person,





company, or central bank, but has instead been predetermined at the time the protocol was

established.

To date, bitcoins have represented money at a floating exchange rate, and the Bitcoin network
has been employed as a fast and inexpensive payments or money transfer system. But there is
no reason why particular bitcoins could not represent something besides money. If we conceive
of bitcoins simply as tokens, then other applications become apparent. For example, we could
agree that a particular bitcoin (or, indeed, an infinitesimally small fraction of a bitcoin so as to
allow for many tokens) represents a house, a car, a share of stock, a futures contract, or an
ounce of gold. Conceived of in this way, the Bitcoin block chain then becomes more than just a

payment system. It can be a completely decentralized and perfectly reconciled property registry.

Bitcoin is therefore an open platform for innovation, just like the Internet itself. In fact, Bitcoin
looks today very much like the Internet did in 1995. Some dismissed the Internet then as a
curiosity, but many could see that such an open platform for innovation would allow for
world-changing applications to be built on top of it. Few in 1995 could have foreseen Facebook or
Skype or Netflix, but they could see that all the building blocks were there for some amazing
innovations. Bitcoin is like that today. We can't conceive yet what will be the killer applications,

but it's pretty obvious that they will come.

Bitcoin faces some challenges, however, and chief among them is regulatory uncertainty. If we
think back again to the early Internet, it was not until the government made it clear that it would
pursue a light-touch regulatory approach, that Internet innovation really took off. Bitcoin today is in

need of a similar commitment from government.





In the case of financial regulation specifically, Bitcoin would benefit from the development of
hedging instruments. As | explained earlier, Bitcoin's value is determined on an open market.
That market is still developing, and it is not very liquid. As a result, it has been historically volatile.
Merchants, merchant processing services, exchanges, and many other businesses who want to

build on top of the Bitcoin platform are in search of good hedging instruments.

Additionally, as Bitcoin matures, its root technology--a cryptographically verifiable distributed
ledger system--could be employed as a clearing mechanism in financial markets and other
applications. While unprecedented, such a use of the technology could lead to important new
efficiencies and innovations. As regulators begin to consider these developments, they should do
so with an open mind avoid undue restrictions that could have unintended consequences,

including limiting innovation.

Thank you for your time and | look forward to your questions.
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Summary

Bitcoins are scarce digital commodities that enable parties to transmit
messages over a network that serves as a universal public ledger. Bitcoins
fall within the definition of “commodity” under the Commodity Exchange
Act (CEA) such that derivatives contracts that reference bitcoins are subject
to regulation by the Commodity Futures Trading Commission (CFTC). Like
other derivatives, Bitcoin derivatives would likely not be subject to the full
scope of regulation under the CEA to the extent such derivatives involve
physical delivery (as opposed to cash settlement) or are nonfungible and not
independently traded. In addition, Bitcoin swaps are currently too illiquid to
be subject to mandatory clearing. A growing number of firms are offering
Bitcoin derivatives, most of which are for retail traders. In addition to
derivatives that reference bitcoins, the Bitcoin (block chain) protocol can
potentially enable automated derivatives contracts that securely trade, clear,
and settle without the use of trusted intermediaries. The CFTC should
consider an exemption for block chain derivatives that meet its policy
objectives as a result of the rules that the underlying code embeds in the
transactions.
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I. INTRODUCTION

Bitcoins are scarce digital commodities that enable parties to transmit
messages over a network that serves as a universal public ledger. This
ledger, also known as the block chain, records the messages and is a
common feature of all cryptocurrencies, so named because they use
computational methods that securely transmit messages. Software
developers are currently creating applications that use bitcoins to enable
transactions that are automated, disintermediated (peer to peer), and secure.
These transactions are often referred to “smart contracts” and are designed
to take the form of decentralized exchange not reliant upon intermediaries
such as banks, exchanges, or dealers.

As a reflection of its value and multifaceted nature, bitcoins are not just
an input to innovative software applications. To date, the most common use
of Bitcoin messages has been for trade—to transfer bitcoins from one
person to another in exchange for fiat currency or for goods and services.
For this reason, Bitcoin is commonly (and narrowly) viewed as a digital
currency or payment mechanism.

When used as a means of exchange, the rate of exchange between units
of bitcoin and fiat currencies has been volatile, as shown in the following
figure:

Figure 1: Bitcoin Price in U.S. Dollars, Nov. 2013 to Oct. 7, 2014

Market Price (USD)
Source: blockchain.info
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Due to the price volatility of bitcoins, firms are developing derivatives so
that merchants, payment processors, and others that accept or hold bitcoins
can reduce their exposure to its price risk. Firms are also developing Bitcoin
derivatives for two other reasons common to many types of derivatives: (1)
to enable parties to speculate on prices, and (2) to enable parties to invest in
bitcoins without actually holding bitcoins (known as a synthetic





investment). Without Bitcoin derivatives, merchants that accept bitcoins for
payment typically immediately sell the bitcoins they receive to eliminate
their exposure to price risk. This activity perversely reduces the price of
Bitcoin the more it is adopted by merchants. But with Bitcoin derivatives,
merchants are far more likely to hold the bitcoins they receive as payments,
thereby causing the price of Bitcoin to be less volatile and better reflect its
value to market participants.

This statement first discusses regulatory issues and framework
applicable to derivatives that reference Bitcoin.' It next surveys the growing
number of firms that offer Bitcoin derivatives. Finally, this statement
considers derivatives that are transacted through the underlying Bitcoin
block chain protocol and considers how they should be regulated.

II. CFTC REGULATION OF BITCOIN DERIVATIVES

Bitcoin derivatives may take the form of futures, forwards, swaps, and
options. Most of these derivatives are subject to regulation by the
Commodity Futures Trading Commission (CFTC) pursuant to the
Commodity Exchange Act (CEA).” The CFTC regulates futures and swaps
markets to protect buyers and sellers of derivatives, and other participants in
the derivatives markets, from fraud, market manipulation, abusive practices,
and systemic risk.” Bitcoin derivatives would likely not be subject to the full
scope of regulation under the CEA to the extent such derivatives involve
physical delivery (as opposed to cash settlement) or are nonfungible and not
independently traded. In addition, Bitcoin swaps are currently too illiquid to
be subject to mandatory clearing.

A. Futures

In a futures contract, one party agrees to deliver an underlying asset or
its cash-equivalent to another at a later time at a pre-specified price. A
party concerned with Bitcoin prices decreasing would take the “short”
position in a futures contract and agree to sell Bitcoin at a specific price. For
example, on January Ist one party may agree to sell 1 bitcoin on February
1st for $800. This agreement would lock in a bitcoin-to-dollar exchange rate
of 0.00125 bitcoins, or BTC. A company that owns or expects to be paid in
bitcoins, and is concerned about the value of bitcoins dropping against the
dollar, would be protected against that risk. On the other hand, if bitcoins
became more valuable after January 1st, the futures contract would still
require the buyer to sell at what would be below-market prices.

Futures are standardized with respect to all terms except for price. They
specify the underlying asset, the amount of the asset to be exchanged, the
place and month for delivery, and the price.” The CFTC defines a future as
“[a]n agreement to purchase or sell a commodity for delivery in the future”





in which the price is determined at the outset of the agreement.’ With few
exceptions, the definition of commodity is defined broadly to include all
agricultural products and “all services, rights, and interests . . . in which
contracts for future delivery are presently or in the future dealt in.”’ The
CEA categorizes commodities into one of three categories: “agricultural
commodities” such as soybean and wheat,® “excluded commodities” which
are made up of financial interests such as prices and price indices, interest
rates, and currencies,” and a catch-all category of “exempt commodities”
that includes energy interests, precious metals, and measurable events such
as the weather.'” The following figure illustrates these categories of
commodities:

Figure 2: Categories of Regulated Commodities

commodities
agricultural excluded exempt
commodities commodities commodities
(e.g., wheat, (e.g., currencies, (e.g., energy
sugar) price indices) interests, metals)

The CFTC also distinguishes commodities based upon whether they are
financial or nonfinancial in nature.'" Another distinction is between tangible
commodities (such as crops and currencies) and intangible commodities
(such as price indices, pollution allowances, and contractual rights)."?

Commodity futures are subject to the CEA and regulated by the CFTC
and entities that have self-regulatory responsibilities, including futures
exchanges and the National Futures Association. Under the CEA, futures
may only be traded on regulated exchanges.'’ Accordingly, trading a futures
contract requires an account with a futures exchange and compliance with
the exchange’s requirements such as posting collateral when entering the
contract (initial margin) and paying more collateral if the market value of
the contract decreases (variation margin). Trading futures often takes place
through an intermediary known as a futures commission merchant.

The CEA categorizes regulated futures exchanges as a type of
designated contract market that are required to comply with 23 “core
principles.”’* These principles effectively require exchanges to establish
and enforce rules to protect customers, prevent fraud and manipulation,





maintain and disclose records, and maintain fair and orderly markets by, for
example, enforcing position limits."> Regulated exchanges are available to
ordinary retail investors.'® In addition, other futures market intermediaries
are required to register with the CFTC and are subject to wide ranging
regulation. These intermediaries include futures commission merchants
(that serve the function of brokerages),'” introducing brokers,'® commodity
pool operators,'” and commodity trading advisers.”” The CEA and CFTC
regulation impose a wide variety of requirements on these intermediaries,
including obligations involving disclosure, reporting, recordkeeping, ethical
requirements, protection of customer funds, and capital requirements.”'

Although bitcoins fall under the CEA’s definition of commodity, it is
unclear what category of commodity they fall under. Bitcoins may be
categorized as an excluded commodity if they are viewed as being a type of
currency or other financial interest. A means of payment is certainly one use
for bitcoins. On the other hand, there are several reasons why bitcoins
should be categorized as an exempt commodity. First, bitcoins may be
viewed as being similar to precious metals because they are limited in
supply, capable of being physically delivered (at least in a digital sense),
and obtained through the computational equivalent of physical mining. In
addition, like metals, bitcoins are a capital good because they are used to
produce other goods and services such as digital assets and contracts.”
Second, the CFTC classifies intangible commodities as exempt
commodities “if ownership of the commodity can be conveyed in some
manner and the commodity can be consumed.” Bitcoins may accordingly
be viewed as intangible exempt commodities because, even though bitcoins
are digital, they can be owned and “consumed” in the sense of being spent
(or traded). Finally, bitcoins may be categorized as an exempt commodity
because commodities that fail to meet the definition of an agricultural
commodity or an excluded (financial) commodity are classified as exempt
commodities.”* Classifying bitcoins as exempt commodities and not as
excluded (currency) commodities would be consistent with the approaches
taken by U.S. Treasury Department’s Financial Crimes Enforcement
Network and the Internal Revenue Service.*

Accordingly, despite the unique nature of bitcoins, they fall within the
definition of commodity for the purposes of futures regulation. Whether
bitcoins are classified as excluded or exempt commodities may have
regulatory implications for Bitcoin swaps and for contracts sold to retail
investors.

Any futures contract referencing bitcoins will thus be subject to the full
scope of regulation under the CEA. At a minimum, this means that Bitcoin
futures must be traded on existing regulated exchanges such as the Chicago
Mercantile Exchange. Otherwise, any platform that offers Bitcoin futures
would have to come into compliance with the wide-ranging and costly
regulation required by the CEA for regulated futures exchanges.





B. Forwards

A forward is a contract whereby parties agree to trade an asset at a later
date at a price specified in the present.”” For example, a contract where an
oil refiner pays an oil producer to deliver oil at a specific time in the future
and at a specific price is a forward contract.”® In contrast to futures,
forwards are negotiated to the specific risks and other terms that parties are
concerned about and do not trade on centralized exchanges.

Importantly, forward contracts are excluded from CFTC regulation.”
The court in CFTC v. Erskine summarized the policy rationale behind the
forward exclusion:

The purpose of [the] “cash forward” exception [to CFTC
regulation] is to permit those parties who contemplate physical
transfer of the commodity to set up contracts that . . . reduce the
risk of price fluctuations, without subjecting the parties to
burdensome regulations. These contracts are not subject to the
CFTC regulations because those regulations are intended to govern
only speculative markets; they are not meant to cover contracts
wherein the commodity in question has an “inherent value” to the
transacting parties.>

The forward exclusion originated in permitting farmers and crop buyers
to lock in a price without being subject to a legislative scheme intended to
curb “excessive speculation and price manipulations occurring on the grain
futures markets,”' but not the grain markets themselves.”> The forward
exclusion applies not to price speculators, but to parties for whom the
commodity has “inherent value;” that is, to those that actually use
underlying commodity for commercial purposes.>®

However, the distinction between a futures and a forward is not defined
by statute or regulation and may be unclear. Accordingly, courts have
adopted various approaches to determine whether parties are unlawfully
using off-exchange futures contracts disguised as unregulated forwards.

Traditionally, the distinction between futures and forwards turns on an
analysis of the totality of the circumstances surrounding the contracts in
question. Under this approach, some of the main differences between
futures and forwards are that forwards are non-standardized, do not trade on
an exchange, and, perhaps most importantly, are intended by the parties to
physically deliver the commodity as opposed to a cash settlement of the
market versus contract price difference.’® In the words of the CFTC, the
“primary purpose of a forward contract is to transfer ownership of the
commodity and not to transfer solely its price risk.”*> Transfer of ownership
may include the transfer of intangible commodities, such as pollution rights,
such that a contract that transfers the ownership of an intangible may
qualify as a forward contract.”®





In CFTC v. Co Petro Marketing Group, the court found that contracts
marketed to the public for the purchase of fuel that did not require physical
delivery to be futures. The court explained that purchasers of such contracts
were speculators without the intent or capacity for physical delivery.”’
Other factors the Co Petro court considered important in finding the
contracts to be futures were their high degree of standardization, and that
Co Petro acted like an exchange by promising to offset its customers’
contracts and standing ready to liquidate the contracts and collect customer
deposits.®® In In re Grain Land Cooperative, the court found that a
cancellation provision in a contract for a producer to deliver grain was the
decisive factor in precluding the contract from being a forward.” It further
held that the contracts in question were futures because they were used by
producers to speculate, never intended for physical delivery, and
standardized as to quantity, delivery, and fees.*

More recently, courts distinguishing between futures and forwards in
the context of currencies have rejected the totality of the circumstances
approach. Instead, they articulate the distinction as being that futures
markets are for the sale of contracts independent of commodities while
forward markets are for the sale of commodities.” In other words: a
forward contract is a “sale for deferred delivery. A futures contract, by
contrast, does not involve a sale of the commodity at all. It involves a sale of
the contract”™ In CFTC v. Zelener, the court held that contracts that
permitted buyers to purchase currency on a deferred basis were forwards
and not futures because the contracts were not fungible (each customer
purchased a unique amount and had unique settlement dates) and hence
there was no trading of the contracts.”” The contracts were found to be
forwards despite the fact that they permitted customers to obtain the
economically equivalent position as a futures contract by continually
extending their contracts and postponing delivery of the currency.** Zelener
also identified two essential characteristics of futures (as opposed to
forwards) markets: the existence of a centralized (intermediary)
clearinghouse that takes on counterparty risk, and the ability to exit a
position by purchasing an offsetting contract from a dealer.*

Yet another approach to distinguishing between futures and forwards
was put forward by the Sixth Circuit Court of Appeals.*® The court in CFTC
v. Erskine stated that “a futures contract is a contract for a future
transaction, while a forward contract is a contract for a present transaction
with future delivery.”*’ The court argued its approach was superior to the
traditional totality of the circumstances test and the Zelener approach
because it applies to intangible commodities such as prices as well as
physical commodities.*® Erskine specifically defined each type of contract
with a six-element set of characteristics. Applying those definitions to the
contracts at issue, Erskine found that contracts to buy or sell foreign
currencies were forwards because they were not fungible, not traded on an
exchange, did not have set unit sizes or require a particular currency, and





did not have a set price or settlement date.*’ The Erskine court found the
contracts to be forwards despite them being cash settled (no physical
delivery) and permitting continuous roll over (or offsets).”® Indeed, both of
these latter two approaches to the futures/forward distinction reject the
relevancy of whether the contract intends or results in physical delivery of
the commodity.”’ (I'm not sure why he had to state two ways for
future/forward. Is this really that important of an issue?)

Just like other commodities, certain types of contracts will qualify as
Bitcoin forwards, and not Bitcoin futures, and hence not be subject to the
full scope of regulation under the CEA. Depending on which of the
foregoing approaches a court applies, Bitcoin derivatives are more likely to
qualify as forwards to the extent such contracts involve physical delivery or
are nonfungible and not independently traded.

C. Swaps

A third type of potential Bitcoin derivative is a Bitcoin swap. A swap is
a contract in which each counterparty agrees to an exchange of payments
related to the value or return of some underlying asset or event.”” The
structure of Bitcoin swaps may resemble a foreign exchange (FX) swap. In
an FX swap, two parties borrow a foreign currency from each other and
agree to pay each other back at a specified exchange rate.”> FX swaps may
also be cash-settled and not entail the parties actually exchanging
currencies. FX swaps are used to hedge against or speculate on foreign-
exchange (rate) risk. A merchant accepting Bitcoin would be able to use a
Bitcoin swap to protect itself against a price decrease by being promised to
be paid if the value of Bitcoin drops relative to the dollar. Trading a swap
that references an index of virtual currencies could be another way to hedge
Bitcoin price risk.

The Securities and Exchange Commission (SEC) has exclusive
jurisdiction over swaps based on securities and narrow-based indices. The
CFTC has exclusive jurisdiction over most other types of swaps, including
those based on commodities, currencies, and interest rates.”* Swaps must be
cleared by a regulated central counterparty clearinghouse®® and be traded on
either a designated contract market or a swaps execution facility (SEF),
unless no such trading venue makes the swap available for trading.’®
Nonetheless, uncleared swaps are still subject to mandatory margin,
reporting, and margin segregation requirements.>’

The CEA defines a SEF as “a trading system or platform in which
multiple participants have the ability to execute or trade swaps by accepting
bids and offers made by multiple participants.”® SEFs must comply with 15
core principles and regulatory requirements including executing trades
through an order book or a request for quote system involving three or more
participants.” In contrast to multi-dealer SEF platforms, single-dealer
trading platforms are not required to register and be regulated as a SEF or a





designated contract market.®” In a single-dealer platform, only one market
participant is able to trade with other traders.

Swaps contracts are not available to retail investors; parties to a swaps
contract must be eligible contract participants.®’ In practice, parties to a
swaps contract typically enter a trade with a futures commission merchant
who in turn transacts with a clearinghouse.

The two major categories of regulated entities are swaps dealers that
make markets in swaps, and major swaps participants, so defined because
their swaps exposures are deemed to pose a systemic risk.®> These entities
are required to register with the CFTC and are subject to a wide range of
disclosure, reporting, capital, clearinghouse margin, and business conduct
requirements.” Non-financial, commercial end-users of swaps are not
subject to entity-level regulation or the mandatory clearing and trading
requirement so long as they only use swaps to hedge commercial risk.®* For
example, an airline may use swaps to hedge their exposure to increases in
fuel prices without being subject to the regulations. Nonetheless, all users of
swaps are prohibited from engaging in fraud or manipulative behavior.”’

As of March 2014, the CFTC has applied the clearing requirement to
standard interest rate swaps and certain index credit default swaps.®® This
determination was based on what swaps were actually being cleared by
clearing organizations.®’

The Treasury Department, pursuant to its legislative authority,”®
exempted certain physically settled foreign exchange swaps and forwards
from the clearing and trading mandate.”” This is because the physical
settlement risk associated with the contracts is well managed and they are
short-dated such that compliance with the mandate would not reduce
systemic risk.”” Non-deliverable foreign exchange forwards were not
exempted by the Treasury Department, and therefore are subject to the
clearing mandate unless the CFTC provides an exemption.

It is not clear what swaps the CFTC will determine qualify for an
exemption or will subject to mandatory clearing requirement in the future. It
is important to note, however, that not all swaps can be cleared and traded
in a practical or economic sense. Among other characteristics, swaps that
are capable of being cleared and traded must possess a sufficient degree of
standardization and trading volume.”'

Bitcoin swaps are not likely to be subject to the mandatory clearing
requirement due to a lack of sufficient trading volume. Nonetheless, they
would still be subject to the margin and other requirements for uncleared
swaps. In addition, to the extent that Bitcoin swaps are structured and are
recognized as foreign exchange swaps, they may also be exempted from
mandatory clearing and trading.”” Alternatively, to the extent a Bitcoin
derivatives contract is structured and recognized as a contract involving a
nonfinancial commodity intended for physical delivery, it will be deemed a





forward contract and hence excluded from any aspect of swaps regulation.”

Merchants that accept Bitcoin are likely to fall under the commercial
end-user exception to mandatory clearing and trading. This is because
merchants would be entering into the swap to hedge the commercial risk
associated with accepting Bitcoin as a method of payment. In principle, the
use of Bitcoins swaps for this purpose is no different than a merchant using
FX swaps to hedge foreign currency exchange-rate risk when it sells
overseas—a well-recognized category of exempt commercial end-user.”

D. Options

Option contracts are a fourth type of possible Bitcoin derivative. A call
option gives the purchaser the right to purchase an asset at pre-specified
price and only has value if that price is below the market price. A put option
works the opposite way.”> A call option would enable a merchant selling
Bitcoin denominated goods to be protected if the price increases. A Bitcoin
put option would protect against Bitcoin price declines by guaranteeing the
option to sell at a pre-specified price.

Options on commodities fall within the definition of “swap” under the
CEA.”® Accordingly, options are generally regulated as swaps.”” However,
just as CFTC regulation may not reach forwards based largely on their
physical delivery of commodities, options that entail physical delivery are
exempt from CFTC regulation, but only if they are traded between entities
that include financially sophisticated parties and commercial users.”
Accordingly, Bitcoin options used by qualifying entities may be exempt
from CFTC regulation if they are structured to involve physical delivery.

[II. BITCOIN DERIVATIVES FIRMS

Several firms offer (or purport to offer) market participants a variety of
Bitcoin derivatives such as futures, options, and swaps. The following is a
survey of such firms based upon information that is available through their
website and other public sources. This analysis should not be construed as
an endorsement of any firm or as implying that the firms are actually
operational and offer agreements that function as claimed.

ICBIT is generally recognized as one of the largest Bitcoin derivatives
firms, reportedly facilitating $15 million worth of transactions in May
2014.” ICBIT describes itself as “The First Ever Bitcoin Futures Market”
where “Margin trading using futures contracts is available now to
everyone.” The firm’s website further states that ICBIT provides a margin
system with upper and lower limits within a trading session that are similar
to any major futures exchange.” ICBIT notes that the “typical” uses for its
contracts are miners, merchants, and others to hedge Bitcoin price risk and
for traders to speculate and arbitrage. Users do not purchase options or
futures contracts from ICBIT itself but rather are matched with other buyers
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or sellers who have an opposite and corresponding risk profile.*

As of October 5, 2014, ICBIT was offering five contracts, each dated
monthly: October 2014, November 2014, December 2014, January 2015,
and February 2015. Although described as futures, the contracts settle
physically in bitcoins. ICBIT.se states its BTC/USD-4.14 contract is
“Settled in BTC, quoted in USD”® and explains that for a party using their
platform to take a short position in Bitcoin against the dollar, “if rate goes
down he would get as many Bitcoins as it's needed to buy $6000 on the spot
market.”® On the unofficial FAQ, the description of ICBIT’s clearing
process also implied physical delivery.®

Setting aside jurisdictional issues, ICBIT may be selling contracts that
fall under the CFTC’s jurisdiction. The fact that ICBIT labels the contracts
futures, refers to itself as a futures exchange, and recognizes that the
agreements may be used for speculation suggests that the contracts are
futures. On the other hand, other facts indicate that ICBIT is selling
forwards. ICBIT seems to only match traders and not serve as a central
counterparty. In addition, the ICBIT contracts contemplate physical
delivery of bitcoins and not cash settlement.

China-based Bitcoin exchange OKCoin began to offer Bitcoin-USD
futures in September 2014. On the company’s blog, OKCoin states that

Shortly following the launch of our USD order book we became the
first major exchange to add a futures trading platform. We started off
featuring three different contract types: weekly, bi-weekly, and
monthly. Shortly thereafter we decided to add quarterly contracts as
well due to customer demand. We have seen a strong response to our
futures platform with our 24 hour volume reaching a high of ~60,000
BTC during this past week.*

France-based BTC Oracle claims to offer Bitcoin binary options as a
broker. Unlike standard options, binary options either pay out a fixed
amount if the option expires “in the money” or nothing if it does not (such
that the buyer loses their purchase price). BTC Oracle offers option
durations of 15 minutes, 3 hours, 1 day, 3 days, 7 days. The maximum size
per transaction is 1 Bitcoin. An option predicated on the rise of Bitcoin
prices at the end of the time period will be paid out with a multiplier if the
price rises, and not if the price decreases. The converse is true for options
predicated on the decrease in Bitcoin prices. BTC Oracle describes as
example of a trade on its platform in the following way:

If you buy an option for 1 Bitcoin on up3h (thinking that the price
will rise 3 hours from now) with 1.9 price multiplier, and the price
on bitstamp is 124.27$ at that time, then:

- If the price is 128.13$ after 3 hours (the option expires in-the-
money), we send you back 1 * 1.9 = 1.9 Bitcoins.
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- If the price is 123.87$ after 3 hours (the option expires not in-the-
money), your Bitcoin is lost.

We look for the price at the exact time of the creation of the
option. (The last trade before the option creation timestamp
determines the price at a given time)

Even if your option starts at 123.12$ and the price at the expiration
is 123.138$, then you win.

Conversely, we look for the exact price to check whether you
lose.*

Other firms offering binary options on Bitcoin include Trade Rush located
in Gibraltar and anyoption based in Cyprus.

New Jersey-based TeraExchange offers a CFTC regulated, cash-settled
Bitcoin-dollar swap. As the firm describes it, the contract is a

bitcoin forward [that] is a short-term, cash-settled forward between
two counterparties. On the contracted settlement date, the profit or
loss is adjusted between the two counterparties based on the
difference between the contracted rate entered into on trade date
and the prevailing Tera Bitcoin Price Index on the agreed notional
amount.™

The TeraExchange contract is not centrally cleared. It also utilizes a
proprietary bitcoin price index as part of its swaps transactions to ensure the
price of the contract is not readily susceptible to manipulation. Although
TeraExchange worked with the CFTC in developing the contract, it was not
technically “approved” by the Commission but was rather self-certified
pursuant to CFTC regulation 40.2(a).”’

Another platform offering Bitcoin swaps is the British Virgin Island
registered Bitfinex. The firm offers total return swaps that require one party
to exchange an interest rate in return for obtaining synthetic exposure to the
return of an underlying cryptocurrency.®® Both legs of the trade are cash. On
October 6, 2014, it was reported that New York-based SolidX raised $3
million to develop a total return swap also providing investors exposure to
Bitcoin returns without being required to own actual bitcoins.®

Hong Kong-based Bitcoin Mercantile Exchange, or BitMEX, is
currently in development. Although details of BitMEX contracts are not yet
public, based on statements on its website, and the blog posts and an
interview of its founder and CEO Arthur Hayes, the firm will be offering
bona fide Bitcoin futures.

Singapore-based BTC.sx is a platform that offers bitcoin-denominated
margin trading. Users can deposit bitcoins to a wallet created by BTC.sx
and can then speculate on Bitcoin price movements by opening long or
short positions for varying lengths of time.”® For each open position taken,
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users must hold deposits equal to the size of the trade multiplied by the
price and by a measure of current market volatility.”' This allows the
BTC.sx platform to leverage each position at 100 times the value of the bet,
allowing investors a broader possible return on each investment.”> As of
April 2014, the firm reportedly processed about $44 million in Bitoin-based
trades.” By January of 2014, BTC.sx reported $35 million in total trading
since its launch and an active user base of 3,300 traders.”* Camp BX is
another platform that offers margined Bitcoin trades by matching users’
orders and not serving as a counterparty to any trade. It is headquartered in
Alpharetta, Georgia.

IV. BLoCcK CHAIN DERIVATIVES

As noted in the Introduction, Bitcoin is not just a digital medium of
exchange or even only a decentralized payment system. Rather, the
messages underlying Bitcoin transactions can be used for a wide variety of
software-enabled “smart” transactions, including complex payments
embedded in financial transactions such as loans and the recording and
conveyance of property titles. A smart commercial loan, for example, could
be set up to automatically deduct the principal and interest payments from a
borrower’s account, immediately accelerate full repayment if the borrower
breaches a loan covenant, and adjust the interest rate based on changes to
the borrower’s creditworthiness.

A. Block Chain Smart Contracts

Smart transactions are possible in part because transactions that use
bitcoins to communicate information are programmable. This means that
parties can determine upfront the nature of their contractual relationship in
various states of world and have that relationship automatically carried out
without the parties having to engage in any monitoring, additional conduct,
or legal enforcement.

Using software and technology to improve financial transactions and
related services hardly new, however. Software assists and enables many
aspects of the derivatives market. These include storing, monitoring, and
disseminating information about prices and other market data, the
performance, risk, and other characteristics of specific counterparties, and
the value and risk of individual positions and entire portfolios. Software
also enables parties to trade according to pre-programmed algorithms and
assists in reporting and confirming trades. Software is used in the clearing
of trades by, for example, automating various aspects of collateral
management and trade matching by clearinghouses using standardized
messaging protocols such as Financial Information eXchange (FIX) or
Extensible Markup Language (XML). Indeed, a goal of many derivatives
software providers is to provide fully automated “straight through
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processing” of transactions from order to settlement.

Despite the widespread use of software in derivatives markets, the
bitcoin protocol may enable functionality that is currently not available.
Contracts executed on the block chain are secure and publicly verifiable.
The transactions are secure because, by using cryptography, the messages
that communicate contract terms and contract performance cannot be
reversed, tampered with, or corrupted. In addition, by using a public ledger,
the transactions can be verified by, and communicated to, all market
participants. Finally, because the block chain ledger is not operated by a
particular institution but is decentralized, the bitcoin protocol enables
transactions to take place without intermediaries. In effect, the block chain
takes the place of an intermediary.

Although most block chain contract platforms are still works in
progress, software developers have identified several features as being
common to how they would operate. One feature is the use of multi-
signatures (multi-sig). With multi-sig, two or more parties are required to
approve a transaction before funds can be released or some other aspect of
the contract can move forward. A closely related feature is placing funds in
escrow and not allowing them to be released until each party is satisfied
with the performance of the other as reflected in a digital signature.
Additional security could be added to a transaction by requiring the
signature of a third or even more parties, who play a role in authenticating
performance. Information and data can be incorporated into block chain
contracts through the use of “oracles” that monitor prices, performance, or
some other aspect of the real world. Oracles interact with a block chain
contract by providing a digital signature that reflects some state of the
world. Ripple Labs is developing an oracle that executes code in addition to
providing information about the world. The potential benefit of this type of
oracle is that it is able to provide complex decisionmaking without altering
an underlying block chain protocol in a way that could compromise its
speed or integrity.”

B. Block Chain Futures

Futures agreements are highly standardized and for that reason may be
the first type of block chain enabled smart contract to be developed. Smart
futures would not require an exchange or central counterparty to be traded,
cleared, and settled. That is because these activities and the related
decisionmaking would be embedded in the code that makes up the digital
agreement. The following figure illustrates that traders would interact with a
programmable futures contract built around the block chain instead of with
an exchange:
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Figure 3: Futures Contract Built Around Block Chain
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A smart futures contract would have all its terms (quality, quantity,
delivery) be pre-programmed except for the price. The price for each
contract could be determined by an algorithm that incorporates market data
through an oracle. In addition, the 23 core principles that regulated
exchanges must comply with could be programmed as part of each futures
agreement. For example, the block chain could be programmed to prevent
excessive orders and large positions that could manipulate or disrupt
markets. In terms of risk management, once a customer establishes an
account and deposits in a specified electronic wallet the bitcoins required to
purchase or establish margin, the futures contract could automatically make
adjustments to the wallet to maintain the margin and settle the agreement
upon expiration.

A block chain based futures market could have advantages over a
traditional exchange-centered market. First, trades may settle faster and at
lower cost with no (or fewer) derivatives intermediaries. In addition, a block
chain futures market may be less susceptible to manipulation because there
would be no incumbent firms that stand to benefit from the revenues
generated by bad actors. The block chain (or several interconnected block
chains) may also allow for the formation of a single, globally integrated
futures market that is not fragmented by customers, products, or disparate
national regulatory regimes. Block chain based technology may also allow
innovations to occur by connecting futures markets to other block chain-
based markets. These could include not only other financial markets, but
also commodity markets that, for example, automatically enter into futures
trades on behalf of an agricultural producer if projected crop prices drop
below a certain level.”

C. Regulating Block Chain Derivatives

Inevitably, and perhaps soon, the CFTC will have to face the question of
how to approach regulation of block chain-based derivatives agreements
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and markets. One potential approach would be for the CFTC to treat block
chain derivatives as no different from traditional agreements. This would
entail, for example, requiring block chain futures to ultimately interface and
be traded on a regulated exchange subject to its standard rules and
procedures.

Another approach would be for the CFTC to exempt certain block chain
derivatives from the scope of the CEA. The qualifying transactions would
be those that meet CFTC policy objectives as a result of the applicable rules
embedded in the underlying code. In such a case, an additional layer of
rules from the CFTC’s regulatory regime would be unnecessary. This
approach seems preferable because it does not compromise the CFTC’s
goals while at the same time fostering innovation.

V. CONCLUSION

As the Bitcoin market matures, there may be less of a need for
derivatives to reduce price volatility due to prices becoming more stable.
But for now, at least, Bitcoin derivatives serve the very real purpose of
furthering the widespread adoption of a digital commodity that in all
likelihood has enormous innovative potential. In addition to derivatives that
reference Bitcoin, block chain enabled smart derivative contracts may
potentially provide broader innovations that lead to fundamental
improvements in the way derivatives are traded and markets are organized.
Accordingly, the CFTC should approach regulating Bitcoin and block chain
derivatives in a way that that is sensitive to the potential of Bitcoin and
other distributed ledger technologies.
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Regulation of Off-Exchange Retail Foreign Exchange Transactions and Intermediaries, 75

Fed. Reg. 55410 (Sept. 10, 2010),
http://www.cftc.gov/ucm/groups/public/@Irfederalregister/documents/file/2010-
21729a.pdf.

" CEA 1a(28); 7 USC 1a(28) (defining futures commission merchant).

87 U.S.C. 1a(31) (defining introducing broker).

' 7U.S.C. 1a(11) (defining commodity pool operator); Harmonization of Compliance
Obligations for Registered Investment Companies Required to Register as Commodity
Pool Operators, 78 Fed. Reg. 52308 (CFTC Aug. 22, 2013).

%7 U.S.C. 1a(12) (defining commodity trading advisor); CETC v. Equity Financial
Group LLP, 572 F.3d 150 (3d Cir. 2009).

27US.C. 6d(a)(1) (futures commission merchant registration requirements); 7 U.S.C.
6d(a)(2) (FCM customer funds segregation duties); 78 Fed. Reg. 68506, Enhancing
Protections Afforded Customers and Customer Funds Held by Futures Commission
Merchants  and  Derivatives  Clearing  Organizations,  Nov. 14, 2013
http://www.gpo.gov/fdsys/pkg/FR-2013-11-14/pdf/2013-26665.pdf; 7 U.S.C.  6d(c)

17





(requiring FCMs and introducing brokers to implement conflicts-of-interest systems); 7
U.S.C. 6g (reporting and recordkeeping requirements for futures commission merchants,
introducing brokers, and floor brokers and traders); 7 U.S.C. 6f(c)(2) (risk assessment
recordkeeping requirements for futures commission merchants); 7 U.S.C. 6d(g)
(introducing broker registration requirement); CFTC, Minimum Net Capital Requirements
for Futures Commission Merchants and Introducing Brokers,
http://www.cftc.gov/IndustryOversight/Intermediaries/FCMs/fcmibminimumnetcapital, 7
U.S.C. 6m(1) (registration requirements for CTAs and CPOs); 7 U.S.C. 60(1) (prohibiting
fraud by commodity trading advisers and commodity pool operators); 77 Fed. Reg. 20127-
20215 (CFTC Apr. 3 2012) (obligations of futures commission merchants); 7 U.S.C.
6n(3)(A) (recordkeeping requirements for commodity trading advisers and commodity pool
operators); 77 Fed. Reg. 11252 (CFTC Feb. 24 2012) (compliance obligations for
commodity pool operators and commodity trading advisers).

2 Old Kharif, Bitcoin 2.0 Shows Technology Evolving Beyond Use as Money,
Bloomberg, March 28, 2014.

3 77 Fed. Reg. 48227, 48233 (Aug. 13, 2012),
http://www.cftc.gov/ucm/groups/public/@Irfederalregister/documents/file/2012-
18003a.pdf

** CEA Section 1a(20); CFTC Glossary, Exempt Commodity.

** Financial Crimes Enforcement Network, Application of FinCEN's Regulations to
Persons Administering, Exchanging, or Using Virtual Currencies, March 18, 2013,
http://www.fincen.gov/statutes_regs/guidance/html/FIN-2013-G001.html; Internal
Revenue Service Notice 2014-21, available at http://www.irs.gov/pub/irs-drop/n-14-21.pdf.

*% If bitcoins are classified as currency-like excluded financial commodities, they may
ultimately be subject to the Treasury Department’s exemption from clearing and trading
applicable to foreign exchange swaps and forwards. In addition, excluded commodity
bitcoins sold to retail investors would likely be regulated like retail foreign exchange
transactions. However, if bitcoins are classified as exempt nonfinancial commodities, they
may be completely exempt from swaps regulation if they also qualify as a forward contract
intended for physical delivery. 7 U.S.C. § 1a(47)(B)(ii).

" Forward Contract, CFTC Glossary, U.S. Commodity Futures Trading Commission
Education Center, accessed March 27, 2014,
http://www.cftc.gov/consumerprotection/educationcenter/cftcglossary/; Hull, supra note 4,
at 3-4.

* Ronald H. Filler & Jerry W. Markham, REGULATION OF DERIVATIVE FINANCIAL
INSTRUMENTS (SWAPS, OPTIONS AND FUTURES) 1-2 (2014).

* CEA § 1a(27) (excluding sales “of any cash commodity for deferred shipment or
delivery” from the term “future delivery”); U.S. Commodity Futures Trading Com'n V.
Reed, 481 F. Supp. 2D 1190 (D. Colo. 2007) (“The CFTC's exclusive jurisdiction does not
extend to transactions involving the sale or physical delivery of the actual commodity,
which are referred to as ‘cash forwards’ or ‘spot’ transactions.”).

*® CFTC v. Erskine, et al., 513 F.3d 309 (2008).

3 CFTC v. Co Pertro Marketing Group, Inc., 680 F.2d 573, 577-78 (9" Cir. 1982).

32 Erskine, 5143 F.3d at 317 (“[T]he CEA was aimed at manipulation, speculation, and
other abuses that could arise from the trading in futures contracts and options, as
distinguished from the commodity itself.”).

7 1d. at 578 (noting that wheat has “inherent value” for farmers, operators of grain
elevator storage companies, and flour millers).

* Forward contract, CFTC Glossary, U.S. Commodity Futures Trading Commission

Education Center, accessed March 27, 2014,
http://www.cftc.gov/consumerprotection/educationcenter/cftcglossary/. See also CFTC v.
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Erskin, 512 F.3d 309 (6th Cir. 2008) (defining and distinguishing futures and forwards
contracts); In re National Gas Distributors, 556 F.3d 247 (9th Cir 2009); CFTC v. Hanover
Trading Corp., 34 F. Supp. 2d 203 (S.D.N.Y 1999) (contracts where no delivery was
contemplated were futures).

77 Fed. Reg. 48227, 48228 (Aug. 13, 2012),
http://www.cftc.gov/ucm/groups/public/@Irfederalregister/documents/file/2012-
18003a.pdf. For the purposes of being excluded from the statutory definition of “swap,” the
CEA defines a forward contract as “any sale of a nonfinancial commodity or security for
deferred shipment or delivery, so long as the transaction is intended to be physically
settled.” 7 U.S.C. § 1a(47)(B)(ii).

% 1d. at 48232-33. Accordingly, to the extent the CFTC considers bitcoins intangible
because they are digital, that property should not preclude bitcoins from being recognized
as physically deliverable pursuant to bona fide forward contracts.

37 CFTC v. Co Pertro Marketing Group, Inc., 680 F.2d 573, 578-79 (9" Cir. 1982).

*1d. at 579-581.

2(9) In re Grain Land Cooperative, 978 F.Supp. 1267, 1273-74 (D.Minn.1997).

Id.

* CFTC v. Zelener, 373 F.3d 861, 865-66 (7th Cir. 2004); CFTC v. Giovanni Fleury,
et al., No. 10-15041 (11" Cir. June 27, 2012).

2 Zelener, 373 F.3d at 865 (emphasis in original).

® 1d. at 867. Zelener’s classification of the contracts as forwards has not been
disturbed by subsequent amendments to the CEA that expanded the CFTC’s authority over
retail forex transactions. See Secure Leverage Grp., Inc. v. Bodenstein (In re Peregrine Fin.
Grp., Inc.), 510 B.R. 190, 196 (Bankr. N.D. I1l. 2014) (“Congress did not reject the holding
in Zelener that retail forex transactions are spot contracts”).

* 1d. at 866-867. Pursuant to the Dodd-Frank Act, on December 2, 2011 the CFTC
clarified the meaning of “actual delivery” solely for the purposes of retail commodity
transactions. See Retail Commodity Transactions Under Commodity Exchange Act, 78
Fed. Reg. 52426, Aug. 23, 2013,
http://www.cftc.gov/ucm/groups/public/@Irfederalregister/documents/file/2013-
20617a.pdf.

* 1d. at 864-868. Indeed, the definition of “commodity contract” does not include
uncleared commodity transactions. See 7 U.S.C. Section 2(c)(2)(D)(iii); 11 U.S.C. Section
761(4)(F)(ii).

% CFTC v. Erskine, et al., 513 F.3d 309, 322-23 (6" Cir. 2008).

“71d. at 322.

*1d. at 321.

“1d. at 325-326.

01d. at 322.

31 Zelener, 373 F.3d at 865; Erskine, 513 F.3d at 322.

> Hull, supra note 4, at 149.

37 U.8.C. 1a(25).

>* Further Definition of “Swap,” “Security-Based Swap,” and “Security-Based Swap
Agreement”; Mixed Swaps; Security-Based Swap Agreement Recordkeeping;, 77 Fed.
Reg. 48,208 (August 13, 2012). Under the CEA, forward contracts (for nonfinancial
commodities) are excluded from the definition of “swap.” CEA section 1a(47)(B)(ii), 7
U.S.C. 1a(47)(B)(ii) (excluding from the definition of swap “any sale of a nonfinancial
commodity or security for deferred shipment or delivery, so long as the transaction is
intended to be physically settled”).

> CEA Section 2(h)(1)(A). The CFTC, either upon application by a clearinghouse or
on its own initiative, may require a category of swaps to be cleared. CEA 2(h)(2).

® CEA Section 2(h)(8). See also Core Principles and Other Requirements for Swap

19





Execution Facilities, 78 Fed. Reg. 33476 (June 4, 2013),
http://www.cftc.gov/ucm/groups/public/@Irfederalregister/documents/file/2013-
12242a.pdf. The process of making a swap available to trade is subject to regulation. See
CFTC, Process for a Designated Contract Market or Swap Execution Facility To Make a
Swap Available to Trade, Swap Transaction Compliance and Implementation Schedule,
and Trade Execution Requirement Under the Commodity Exchange Act, 78 Fed. Reg.
33606 (June 4, 2013),
http://www.cftc.gov/ucm/groups/public/@Irfederalregister/documents/file/2013-
12250a.pdf.

>7 Proposed Rule, 76 FR 23732 (April 28, 2011), Margin Requirements for Uncleared
Swaps for Swap Dealers and Major Swap Participants,
http://www.cftc.gov/ucm/groups/public/@Irfederalregister/documents/file/2011-9598a.pdf;
Protection of Collateral of Counterparties to Uncleared Swaps; Treatment of Securities in a
Portfolio Margining Account in a Commodity Broker Bankruptcy, 78 FR 66621 (Nov. 6,
2013), http://www.cftc.gov/ucm/groups/public/@Irfederalregister/documents/file/2013-
26479%a.pdf

¥ CEA Section 1a(50), 7 U.S.C. 1a(50).

>% Core Principles and Other Requirements for Swap Execution Facilities, 78 Fed. Reg.

33476, June 4, 2013
http://www.cftc.gov/ucm/groups/public/@Irfederalregister/documents/file/2013-
12242a.pdf.

% For a discussion of the different types of swaps trading platforms see I0SCO,
Report on Trading of OTC Derivatives 29-33 (2011),
http://www.iosco.org/library/pubdocs/pdf/IOSCOPD345.pdf.

1 CEA Section 2(e).

62 Further Definition of “Swap Dealer,” “Security-Based Swap Dealer,” “Major Swap
Participant,” “Major Security-Based Swap Participant” and “Eligible Contract Participant;”
Final Rules, 77 Fed. Reg. 30,596 May 23, 2012).

%76 Fed. Reg. 43,851 (July 22, 2011) (large trader reporting).

 CEA Section 2(h)(7)(A), CFTC Rule 50.50. See also 77 Fed. Reg. 42,560, 42,590
(July 19, 2012). End-users must comply with certain reporting requirements. Id.

%4 Melissa Jurgens, Clearing Exemption for Swaps Between Certain Affiliated Entities,

17 CFR Part 50, RIN 3038-AD47 (April 1, 2013)
http://www.cftc.gov/ucm/groups/public/@newsroom/documents/file/federalregister040113.
pdf.

% CFTC Regulations §180.1-180.2; see also 76 Fed. Reg. 41,398 (July 14, 2011).

% Sauntia S. Warfield, Clearing Requirement Determination Under Section 2(h) of the
CEA, 17 CFR Parts 39 and 50, RIN 3038-AD86 (November 29, 2012)
http://www.cftc.gov/ucm/groups/public/@newsroom/documents/file/federalregister1 12812.
pdf.

1d. at 13.

% CEA 1a(47)(E).

%77 Fed. Reg. 69,694 (Nov. 20, 2012).

1d.

T 1J0SCO, Report on Trading of OTC Derivatives 22-29 (2011),
http://www.iosco.org/library/pubdocs/pdf/IOSCOPD345.pdf.

™ There may be some ambiguity as to whether the intent to or actual exchange of
physical currencies is required to qualify as an exempt FX swap or forward. See Andrew
Kross, Foreign Exchange Forwards (a/k/a "Currency" or "FX" Forwards) as Swaps: The
Half-Time Report (Mutual Funds, Hedge Funds, ETFs and Fund Advisers - THIS IS
IMPORTANT), The Swap Report, Aug. 7, 2012,
http://www.theswapreport.com/2012/08/articles/dodd-frank-reforms-1/foreign-exchange-
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forwards-aka-currency-or-fx-forwards-as-swaps-the-halftime-report-mutual-funds-hedge-
funds-etfs-and-fund-advisers-this-is-important/.

P 7US.C. § 1a(47)(B)(ii).

™ See 17 CFR 50.50(c)(i)(F) (recognizing that “a swap is used to hedge or mitigate
commercial risk if” such swap reduces “risks in the conduct and management of a
commercial enterprise” from “[a]ny fluctuation in interest, currency, or foreign exchange
rate exposures arising from a person's current or anticipated assets or liabilities™).

> Hull, supra note 4, at 6.

"® CEA Section 1a(47)(A)(i), 7 U.S.C. 1a(47)(A)(i). The definition of “swap” excludes
options on futures (which must be traded on a designated contract market). CEA section
1a(47)(B)(i), 7 U.S.C. 1a(47)(B)(i). Options on securities are regulated by the securities
laws.

" Commodity Options, 77 Fed. Reg. 25320, 25325 (April 27, 2012), (“commodity
options will be permitted to transact subject to the same rules applicable to any other
swap”), 17 CFR Parts 3, 32, and 33, 77 F.R. 82 (April 27, 2012),
http://www.cftc.gov/ucm/groups/public/@lrfederalregister/documents/file/2012-9888a.pdf.
See also Commodity Options, Final Rule and Interim Final Rule, 77 Fed. Reg. 25320
(CFTC Apr. 27 2012) (regulating commodity options dealers).

8 Commodity Options, 77 Fed. Reg. at 25326,
http://www.cftc.gov/ucm/groups/public/@lrfederalregister/documents/file/2012-9888a.pdf.
These exempt “trade options” are still subject to CFTC rules regarding recordkeeping,
reporting, anti-fraud, and anti-manipulation. Id. at 25326-25328. Other exempt commodity
options include those embedded in forward contracts. See CFTC Division of Market
Oversight Responds to Frequently Asked Questions Regarding Commodity Options,
(September 30, 2012),
https://forms.cftc.gov/_layouts/TradeOptions/Docs/TradeOptionsFAQ.pdf.

" Jon Matonis, Inching Towards Bitcoin Derivatives, Coindesk, May 27, 2014.

% The ICBIT.se website FAQ directs to a Bitcointalk forum post. See: Super T,
*Unofficial* ICBIT (BTC Futures Trading) — Help & FAQ’s, Bitcointalk.org forum post,
April 1, 2013, accessed February 11, 2014,
https://bitcointalk.org/index.php?topic=164255.0.t

¥1 See https://icbit.se/BUJ4.

%2 About ICBIT Derivatives Market, https://icbit.se/futures.

%3 See https://bitcointalk.org/index.php?topic=164255.msg1717099#msg1717099

¥ OKCoin.com, Two Months In, Sept . 26, 2014.

% BTC Oracle, FAQ, http://btcoracle.com/faq.php.

% Tera Exchange, http://www.teraexchange.com/bitcoin.html.

7 See TeraExchange - 40.2 Filing - 2014-25 Listing of USD-Bitcoin Swap
(2014.09.11), available at http://www.teraexchange.com/news/TeraExchange%20-
%2040.2%20Filing%20-%202014-25%20Listing%200f%20USD-
Bitcoin%20Swap%282014.09.11%29.pdf.

% See Bitfinex, Features, TR Swap, https://www.bitfinex.com/pages/features#swap .

89 See, e.g., Ruth Reader, SolidX Raises $3M to grow its Bitcoin swaps business, Tech
Crunch, Oct. 6, 2014.

90 Danny Bradbury, BTC.SX revives bitcoin margin trades, CoinDesk, May 23, 2013,
http://www.coindesk.com/btc-sx-revives-bitcoin-margin-trades/

' FAQ, BTC.sx support, accessed March 26, 2014, https://btc.sx/about/faq.

%2 For example, let’s say a user wanted to bet 1/100th of a Bitcoin that the price of
Bitcoin will increase over the next day. To take this position, the user must have the proper
deposit amount in their BTC.sx wallet to cover the trade and function as a de facto
guaranteed stop loss order. Let’s say this deposit amount is 1.5 BTC in this example. The
user communicates to BTC.sx that she wants to bet 0.01 BTC on this position and BTC.sx
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places 1 BTC, or 100 times the position, on this bet. If the user wins the bet, she will make
a handsome profit because most of her earnings are based on BTC.sx’s 1BTC bet rather
than her 0.01 BTC bet. If, the other hand, the user loses the bet, her losses will be
liquidated from her 1.5 BTC deposit. This allows both BTC.sx and each user to minimize
risk with guaranteed stop loss orders while increasing possible returns with margin trading.
See: Joe Lee, Bitcoin Trading Platform BTC.sx Launches Private Beta: Offering Long and
Short Leveraged Bitcoin Position Trading, PRNewswire, May 15, 2013,
http://www.prnewswire.com/news-releases/bitcoin-trading-platform-btcsx-launches-
private-beta-offering-long-and-short-leveraged-bitcoin-position-trading-207556691.html.

% Danny Bradbury, Trading Site BTC.sx Receives 500 Bitcoins in Seedcoin Funding
Round, Coindesk, April 1,2014.

% George Samman, The World’s First Bitcoin Derivatives Platform Surpasses
US$35M in Trades, PRWeb, January 21, 2014,
http://www.prweb.com/releases/Bitcoin/Trading/prweb11494016.htm.

% Alec Liu, Smart Oracles: Building Business Logic With Smart Contracts, July 16,
2014, https://ripple.com/blog/smart-oracles-building-business-logic-with-smart-contracts/.

% This latter point was made by Adam Luwin in an October 4, 2014 blog post,
Bitcoin’s Killer Apps, available at http://blog.chain.com/post/99177371581/bitcoins-killer-

apps.
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% U.s. COMMODITY FUTURES TRADING COMMISSION

SPEECHES & TESTIMONY

Statement of Commissioner Mark Wetjen before the Global Markets Advisory
Committee Open Meeting

October 9, 2014

Thank you everyone for being here today. We have a couple of interesting topics to discuss
here today, both related to currency and derivatives under the CFTC’s jurisdiction. Let me
start by welcoming Chairman Massad and Commissioners Bowen and Giancarlo, their first
GMAC meeting. And | want to extend a special welcome to David Bailey from the Bank of
England, and Rodrigo Buenaventura from the European Securities and Markets Authority.
It's a pleasure to have you with us today. Before we turn to Chairman Massad and the other
commissioners, | want to make a couple of brief remarks.

Bilateral Discussions on CCP Equivalency

First, | know there is considerable interest in the discussions between the European
Commission and the CFTC on equivalency determinations for CFTC-registered
clearinghouses. Chairman Massad is obviously best positioned to report on those
discussions, but my impression is that there remains on both sides the will to pursue
agreement on equivalency within a dual-registration framework. Indeed, representatives
from the European Commission are here this week to engage in discussions toward that
end.

As a practical matter, this means that both the CFTC and European Commission will need
to come to agreement on which specific requirements the CFTC will be willing to find
compliance when the CCP is following an EMIR-specific rule. At this stage of the
discussions, the number of those requirements in focus is now rather small, which is
encouraging.

We have already made accommodations with respect to how certain of our rules apply to
European clearinghouses, and many clearinghouses have been operating for some time
under the current framework. Although there are other approaches, to be sure, | believe
appropriate deference or substituted compliance within the dual-registration framework
makes sense, similar to what we have already done.

| urge the negotiators to focus on seeking practical solutions while respecting both the
CFTC’s and home regulator’s regulatory prerogatives in their discussions this week. Neither
side can be doctrinaire in their approach — instead, the analysis should be outcomes-based.
| also urge the European Commission to make their determinations as quickly as possible.

Second, and once we get past the equivalency determinations, | believe there are a number
of areas where the CFTC and its counterparts around the globe can continue harmonization
efforts, including with respect to trading platforms. For instance, we have work to do in
approving a number of FBOT applications, and | believe we still need to pursue a more
lasting framework for non-U.S. swap-execution platforms. | look forward to being involved in
those efforts.

NDF Clearing Mandate

Regarding a clearing mandate for NDF contracts, today’s meeting will be instructive both in
substance and in process. Based upon discussions with my fellow commissioners, |
anticipate that the commission will seek input and direction from the GMAC and its newly
created subcommittee of FX experts — as evidenced by today’s meeting — before proposing
a clearing mandate with a release for public comment. When practical, a process of public
consultation even before issuing a release for public comment is the best one for making
policy at the commission.

The settlement characteristics and standardization of NDF contracts seemingly render them
clearable, and clearinghouses have made that case to the commission already, but
analyses and discussions involving other market participants should inform the matter as
well. Additionally, the related market-structure issues involving clearinghouse, FCM and
service-provider risk management, as well as those related to trade execution for NDFs, are
important to the analysis of whether and when a clearing mandate is appropriate. As
sponsor of GMAC, | am requesting the FX subcommittee to prepare a written
recommendation that addresses each of these issues in full — | expect that the commission
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will draw heavily from the recommendation in formulating its NDF-clearing policy. | also
believe the implementation of any such mandate must be aligned with any comparable
mandates overseas, in Europe particularly. ESMA has recently put forward a consultation
release related to NDFs that contains differences in substance and implementation when
compared to earlier recommendations from CFTC staff. Those gaps should closed if
possible.

Crypto-Currency-Derivatives

Today we also are discussing crypto-currency developments and how they relate to the
commission and the markets we oversee. This is an important and timely discussion for two
reasons.

First, there are a number of merchant businesses who now accept Bitcoin as payment for
goods they sell. For many merchants, fluctuations in the value of Bitcoin have created a
demand for a derivatives market that would allow for hedging against those fluctuations.
Consequently, the commission already has been presented with one swap contract on
Bitcoin by a registered SEF that has been listed for trading, and there are at least several
other platforms already registered or soon-to-be registered that intend to list other Bitcoin-
denominated contracts.

Today’s session will be helpful in educating the public and the commission on the various
regulatory challenges that these novel contracts present. Only with additional understanding
can the CFTC be confident that it can effectively execute on its mission of preserving the
proper functioning of a crypto-currency derivative market, which includes enforcing rules
intended to prevent manipulation of these markets. Again, we anticipate more instances in
the near future where the commission will be asked to review contract design as well as
consider the applicability of those core principles affecting trading venues when a crypto-
currency-contract has been listed.

Second, the discussion today will be relevant in helping the CFTC and the public better
understand the potential benefits that Bitcoin or Bitcoin-like protocols and technology — as
opposed to the crypto-currency itself — could bring to the derivatives marketplace.
Settlement and other trustee-like services are at the core of the bitcoin-technology protocol.
Any type of open-sourced, public-ledger technology seemingly could be useful in the
derivatives space, where monies and collateral are frequently transferred and settled
throughout a trading day. But again, the novelty of the technology and its applications in turn
present novel policy questions for regulators, and the commission needs to be thinking
about those questions today rather than tomorrow.

Last Updated: October 9, 2014
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Bitcoin: Questions, Answers, and Analysis of Legal Issues

Summary

Bitcoin first appeared in January 2009, the creation of a computer programmer using the
pseudonym Satoshi Nakamoto. His invention is an open source (its controlling computer code is
open to public view), peer to peer (transactions do not require a third-party intermediary such as
PayPal or Visa), digital currency (being electronic with no physical manifestation). The Bitcoin
system is private, but with no traditional financial institutions involved in transactions. Unlike
earlier digital currencies that had some central controlling person or entity, the Bitcoin network is
completely decentralized, with all parts of transactions performed by the users of the system.

With a Bitcoin transaction there is no third party intermediary. The buyer and seller interact
directly (peer to peer) but their identities are encrypted and no personal information is transferred
from one to the other. However, unlike a fully anonymous transaction, there is a transaction
record. A full transaction record of every Bitcoin and every Bitcoin user’s encrypted identity is
maintained on the public ledger. For this reason Bitcoin transactions are thought to be
pseudonymous, not anonymous. Although the scale of Bitcoin use has increased substantially, it
still remains small in comparison to traditional electronic payments systems such as credit cards
and the use of dollars as a circulating currency.

Congress is interested in Bitcoin because of concerns about its use in illegal money transfers,
concerns about its effect on the ability of the Federal Reserve to meet its objectives (of stable
prices, maximum employment, and financial stability), and concerns about the protection of
consumers and investors who might use it.

Bitcoin offers users the advantages of lower transaction costs, increased privacy, and long term
protection of loss of purchasing power from inflation. However, there are also a number of
disadvantages that could hinder wider use. These include sizable volatility of the price of
Bitcoins, uncertain security from theft and fraud, and a long term deflationary bias that
encourages the hoarding of Bitcoins.

Bitcoin also raises a number of legal and regulatory concerns including its potential for
facilitating money laundering, its treatment under federal securities law, and its status in the
regulation of foreign exchange trading.
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Bitcoin: Questions, Answers, and Analysis of Legal Issues

he digital currency called Bitcoin has been in existence since 2009 and for most of that

time it remained little more than a technological curiosity of interest to a small segment of

the population. However, over the last year and a half, Bitcoin use has grown substantially;
attention by the press has surged, and recently Bitcoin caught the attention of Congress, being the
subject of two Senate hearings.'

This report has three major sections. The first section answers some basic questions about Bitcoin
and the operation of the Bitcoin network and its interaction with the current dollar-based
monetary system. The second section summarizes likely reasons for and against widespread
Bitcoin adoption. The third section discusses legal and regulatory matters that have been raised
by Bitcoin and other digital currencies.

Some Basic Questions

What Is Bitcoin?1

Bitcoin first appeared in January 2009, the creation of a computer programmer using the
pseudonym Satoshi Nakamoto. His invention is an open source (its controlling computer code is
open to public view), peer to peer (transactions do not require a third-party intermediary such as
PayPal or Visa), digital currency (being electronic with no physical manifestation).”

Like the U.S. dollar, the Bitcoin is a fiat currency in that it is not redeemable for some amount of
another commodity, such as an ounce of gold. Unlike the dollar, a Bitcoin is not legal tender nor
is it backed by any government or any other legal entity, nor is its supply determined by a central
bank. The Bitcoin system is private, but with no traditional financial institutions involved in
transactions. Unlike earlier digital currencies that had some central controlling person or entity,
the Bitcoin network is completely decentralized, with all parts of transactions performed by the
users of the system.

How Does the Bitcoin System Work?

Bitcoin is sometimes referred to as a cryptocurrency because it relies on the principles of
cryptography (communication that is secure from view of third parties) to validate transactions
and govern the production of the currency itself. Each Bitcoin and each user is encrypted with a
unique identity and each transaction is recorded on a decentralized public ledger (also called a
blockchain) that is visible to all computers on the network, but does not reveal any personal

! On November 18, the Senate committee on Homeland Security and Governmental Affairs held a hearing on: Beyond
Silk Road: Potential Risks, Threats, and Promises, available at http://www.hsgac.senate.gov/hearings/beyond-silk-
road-potential-risks-threats-and-promises-of-virtual-currencies. On November 19, the Senate Committee on Banking,
Housing, and Urban Affairs held a hearing on: The Current and Future Impact of Virtual Currencies, available at
http://www.banking.senate.gov/public/index.cfm?FuseAction=Hearings.Hearing&Hearing_1D=955322cc-d648-4a00-
a41f-c23be8ffdcad.

% General background discussions about Bitcoin can be found at Bitcoin, available at http://bitcoin.org/en/; Jerry Brito
and Andrea Castillo, Bitcoin: a Primer for Policymakers, Mercatus Center, George Mason University, 2013, available
at http://mercatus.org/publication/bitcoin-primer-policymakers; and Federal Reserve Bank of Chicago, Chicago Fed
Letter, Bitcoin: A Primer, 2013, available at http://www.chicagofed.org/digital assets/publications/chicago_fed letter/
2013/cfldecember2013_317.pdf.
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information about the involved parties. The public ledger verifies that the buyer has the amount of
Bitcoin being spent and has transferred that amount to the account of the seller.

The public ledger is a unique attribute of Bitcoin (and other cryptocurrencies) because it solves
the so called double spending problem (i.e., spending money you do not own by use of forgery or
counterfeiting) and the need for a trusted third party (such as a bank or credit card company) to
verify the integrity of electronic transactions between a buyer and a seller.

How Are Bitcoins Obtained?

To interact on the Bitcoin network users first need to download the free and open-source
software. Once connected to the network, there are three ways to obtain Bitcoins. First, a user can
exchange conventional money (e.g., dollars, yen, and euros) for a fee on an online exchange (e.g.,
Okcoin, Coinbase, and Kraken). The exchange fee falls with the size of the transaction, ranging
from 0.5% for small transactions down to 0.2% for large transactions.

The price of Bitcoin relative to other currencies is determined by supply and demand. In mid-July
2014, a single Bitcoin was valued at around $600. However, the price has been quite volatile,
having been above $1,100 in December 2013, and below $400 in mid-April 20142

Second, a user can obtain Bitcoins in exchange for the sale of goods or services, as when a
merchant accepts Bitcoin from a buyer for the sale of his product.

Third, a user can generate Bitcoins through a process called mining. Mining involves applying the
user’s computer’s processing power to solve a complex math problem to discover new Bitcoins.
The probability of an individual discovering Bitcoins through mining is proportional to the
amount of computer processing power that can be applied. This prospect is likely to be very small
for the typical office or home computer. The difficulty of the math problem is such that Bitcoins
will be discovered at a limited and predictable rate system wide.

Therefore, the supply of Bitcoins does not depend on the monetary policy of a virtual central
bank. In this regard, although a fiat currency, the Bitcoin system’s operation is similar to the
growth of money under a gold standard, although historically the amount of gold mined was more
erratic than the growth of the supply of Bitcoins is purported to be. Depending on one’s
perspective this attribute can be a virtue or a vice.

Currently, about 13 million Bitcoins are in circulation. However, the total number of Bitcoins that
can be generated is arbitrarily capped at 21 million coins, which is predicted to be reached in
2140. Also, because a Bitcoin is divisible to eight decimal places, the maximum amount of
spendable units is more than 2 quadrillion (i.e., 2000 trillion).

Purchased or mined Bitcoins are thereafter stored in a digital wallet on the user’s computer or at
an online wallet service.

? The current price of a Bitcoin can be obtained from Bitcoin-Charts available at http://bitcoincharts.com/.
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Are Bitcoin Transactions Anonymous?

Bitcoin transactions are not truly anonymous.* An example of an anonymous transaction is an
exchange for cash between two strangers. In this case, no personal information need be revealed
nor does there need to be a record of the transaction. At the other extreme a non-anonymous
transaction is a typical online purchase using a credit card. This transaction requires validation by
a third-party intermediary to whom the buyer’s and seller’s identities and pertinent financial
information is known and who maintains a record of the transaction. A Bitcoin transaction falls
between these two extremes.

With a Bitcoin transaction there is no third-party intermediary. The buyer and seller interact
directly (peer to peer), but their identities are encrypted and no personal information is transferred
from one to the other. However, unlike a fully anonymous transaction, there is a transaction
record. A full transaction record of every Bitcoin and every Bitcoin user’s encrypted identity is
maintained on the public ledger. For this reason Bitcoin transactions are thought to be
pseudonymous, not anonymous.

Because of the public ledger, researchers have found that, using sophisticated computer analysis,
transactions involving large quantities of Bitcoin can be tracked and claim that if paired with
current law enforcement tools it would be possible to gain a lot of information on the persons
moving the Bitcoins.” Also, if Bitcoin exchanges (where large transactions are most likely to
occur) are to be fully compliant with the bank secrecy regulations (i.e., anti-money laundering
laws) required of other financial intermediaries, Bitcoin exchanges will be required to collect
personal data on their customers, limiting further the system’s ability to maintain the user’s
pseudonymity.

What Is the Scale of Bitcoin Use?

Despite significant growth since its inception, Bitcoins scale of use remains that of a “niche”
currency. In mid-July 2014, the total number of Bitcoins in circulation globally is about 13
million, up about 1 million coins from a year earlier. With its recent market price of near $600,
Bitcoin’s current market capitalization (price x number of coins in circulation) exceeds $8 billion.
However, large swings in the price of Bitcoin have caused that market capitalization to exhibit
similarly large changes during the year. As recently as December 2013, with Bitcoin exchanging
at near $1,100, the market capitalization was above $140 billion. During 2014, Bitcoin daily
transaction volume fluctuated in a range of between $40 million and $50 million, representing
between 40,000 to 80,000 daily transactions.’

For comparison, in June 2014 the U.S. money supply (the sum of currency, demand deposits,
saving deposits including money market saving accounts) was about $11.3 trillion (about 1,000
times larger.)’ The credit card company Visa reports that for 2013 its total dollar volume was

4 Joshua Brustein, “Bitcoin May Not Be Anonymous After All,” Bloomberg Business Week, August 27, 2013, available
at http://www.businessweek.com/articles/2013-08-27/bitcoin-may-not-be-so-anonymous-after-all.

5 Sarah Meiklejohn, Marjori Pomarole, Grant Jordan, Kirill Levchenko, Damon McCoy, Geoffrey M. Voelker, and
Stefan Savage, “A Fist Full of Bitcoins: Characterizing Payments Among Men with No Name,” University of
California, San Diego, December 2013, available at http://cseweb.ucsd.edu/~smeiklejohn/.

8 Bitcoin data from Bitcoin Charts, available at http:/bitcoincharts.com/.

7 Board of Governors of the Federal Reserve System, Money Stock Measures(H.6), available at
(continued...)
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$6.9 trillion, with an average number of daily individual transactions of near 24 million.® In 2013,
daily transactions in dollars on global foreign exchange markets averaged over $4 trillion.”

Would Bitcoins Affect the Fed’s Conduct of Monetary Policy?

The Federal Reserve conducts monetary policy to affect the flow of money and credit to the
economy in order to achieve stable prices, maximum employment, and financial market stability.
At Bitcoin’s current scale of use, it is likely too small to significantly affect the Fed’s ability to
conduct monetary policy and achieve those three goals. However, if the scale of use were to grow
substantially larger, there could be reason for some concern. Conceptually, Bitcoin could have an
impact on the conduct of monetary policy to the extent that it would (1) substantially affect the
quantity of money or (2) influence the velocity (rate of circulation) of money through the
economy by reducing the demand for dollars.

Regarding the money supply, if Bitcoin transactions occur on a pre-paid basis whereby Bitcoins
enter into circulation when dollars are exchanged and then are withdrawn from circulation when
exchanged back to dollars, the net effect on the money supply would be small.

Regarding the velocity of money, if the increase in the use of Bitcoin leads to a decrease in need
for holding dollars, it would increase the dollar’s velocity of circulation and tend to increase the
money supply associated with any given amount of base money (currency in circulation plus bank
reserves held with the Fed). In this case, for the Fed to maintain the same degree of monetary
accommodation, it would need to undertake a compensating tightening of monetary policy. At a
minimum, a substantial use of Bitcoins could make the measurement of velocity more uncertain,
and judging the appropriate stance of monetary policy uncertain.

Also, a substantial decrease in the use of dollars would also tend to reduce the size of the Fed’s
balance sheet and introduce another factor into its consideration of how to affect short-term
interest rates (the instrument for implementing monetary policy). However, the Fed’s ability to
conduct monetary policy rests on its ability to increase or decrease the reserves of the banking
system through open market operations. So long as there is a sizable demand by banks for liquid
dollar-denominated reserves, the Fed would likely continue to be able to influence interest rates
and conduct monetary policy.'’ "

Again, any sizable effect on the U.S. monetary system is predicated on Bitcoin’s scale of use
becoming substantially greater than it is at present. An important force that is likely to hinder

(...continued)

http://www.federalreserve.gov/releases/h6/current/default.htm.

¥ Visa, Inc., Fact Sheet, available at http://corporate.visa.com/_media/visa-fact-sheet.pdf.

% Bank for International Settlements, “Foreign Exchange Turnover in April 2013: Preliminary Global Results,”
Triennial Central Bank Survey, September 2013, https://www.bis.org/publ/rpfx13fx.pdf.

1 See also: European Central Bank, Virtual Currency Schemes, October 2012, pp33-39, available at
http://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemes201210en.pdf.

"'In a recent letter to the Senate Committee on Homeland Security and Governmental Affairs, Fed Chairman Bernanke
noted that virtual currencies have the potential to be beneficial, but also carry risks, and while not a direct regulatory
responsibility, are monitored by the Fed. He did not express any concern about virtual currencies hindering the Fed’s
ability to conduct monetary policy. Available at http://online.wsj.com/public/resources/documents/
VCurrenty111813.pdf.
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such growth in Bitcoin use is the strong preference for dollar use generated by what economists
call network externalities (i.e., the value of a product or service is dependent on the number of
others using it). Network externalities create a self-generating demand for a dominant currency.
The more often a currency is used as a medium of exchange, the more liquid it becomes and the
lower are the costs of transacting in it, leading, in turn, to its becoming even more attractive to
new users. Network externalities create a tendency toward having one dominant currency and
confer a substantial incumbency advantage to the dollar in both domestic and international use.
The legal tender status of the dollar, discussed below, reinforces this advantage. '*

The U.S. economy reaps considerable benefit from having a single well-defined and stable
monetary unit to work as a medium of exchange and unit of account to facilitate its vast number
of daily economic transactions. If greater use of Bitcoin (and other cryptocurrencies) leads to
multiple monetary units, these benefits could be threatened, particularly if these new currencies
continue to exhibit a high degree of price volatility. (Price volatility is discussed more fully
below.)

Reasons For and Against Wider Use of Bitcoin

Why Would One Want to Use Bitcoins?

Bitcoin purportedly offers three potential benefits to users: lower transaction costs, increased
privacy, and no erosion of purchasing power due to inflation.

Lower Transaction Costs for Electronic Economic Exchanges

Because there is no third-party intermediary, Bitcoin transactions are purported to be substantially
less expensive for users than those using traditional payments systems such as Paypal and
traditional credit cards, which charge merchants significant fees for their role as trusted third
party intermediary to validate electronic transactions. In addition, Bitcoin sales are non-
reversible, which removes the possibility for misuse of consumer charge-backs, which merchants
find costly. Merchants would presumably pass at least some of these savings on to the customer.
While there is considerable anecdotal evidence that this is true, there are no comprehensive data
on the size of Bitcoin’s transaction cost advantage.

Some of the transaction cost advantage could be offset by the slow speed at which Bitcoin
transactions currently occur, which, depending on the size of the transaction, can take a minimum
of 10 minutes or as long as an hour."

In addition, Bitcoin’s advantage in transaction cost could be offset by the substantial volatility of
Bitcoin’s price. A rising dollar price of Bitcoin is likely to deter potential buyers who would
expect to see their purchasing power be greater in the future. A falling Bitcoin price is likely to

12 Varian, Hal R., 2003, “Economics of Information Technology,” in “Academic Papers and
Books, 2004 and Earlier Non-technical papers,” available at http://www.sims.berkeley.edu/~hal.
'3 See Data on transaction times at Blockchain, available at http://blockchain.info/charts/avg-confirmation-time.
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deter potential sellers who would expect to see their potential sales receipts be greater in the
future.

Increased Privacy

Those who seek a heightened degree of privacy may find more comfort using Bitcoins for their
(legal) commercial and financial transactions. The risk of identity theft may also be less, and
some may find the removal of government from a monetary system attractive. However, as
discussed above, Bitcoin transactions do not have the anonymity afforded by cash transactions, as
there is a permanent and complete historical record of Bitcoin amounts and encrypted identities
for all transactions on the Bitcoin system that is potentially traceable.

No Erosion of Purchasing Power by Inflation

Inflation is defined as a broad increase in the prices of goods and services. This is equivalent to
saying that there is a fall in the value of the circulating currency. That fall in value means that
each unit of the currency is exchangeable for a reduced amount of goods and services. Inflation is
commonly thought to be a monetary phenomenon in which the supply of the currency outpaces
the demand for the currency causing its unit value (in terms of what it can buy) to fall.

Most often governments (or their central bank) regulate the supply of money and credit and most
often some degree of mismanagement of this government function is at the root of a persistent
high inflation problem. In the case of Bitcoin, however, there is no government or central bank
regulating the supply of Bitcoins. The supply of Bitcoins is programmed to grow at a steady rate
regulated by the degree of mining activity (a process likely linked to a growing demand for
Bitcoin) and then is capped at a fixed amount.

Inflation could occur if the demand for Bitcoin decreases relative to the fixed supply. Inflation
could also occur if the Bitcoin network develops fractional reserve banking (i.e., banks that hold
only a fraction of their deposits in reserve and lend out the rest), which would also be a vehicle
that effectively increases the supply of circulating Bitcoins. If these digital banks move to a
situation where held reserves stabilize, this source of inflation would diminish.

What Factors Might Deter Widespread Bitcoin Use?

There are a number of factors that could discourage widespread use of Bitcoin.

Not Legal Tender

The dollar is legal tender and by law can be used to extinguish public or private debts. A creditor
is required to accept legal tender for the settlement of a debt. At a minimum, the payment of taxes
forces U.S. individuals to hold dollars. Arguably, for many, such a government endorsement is
comforting and creates a strong underlying demand for the dollar. By contrast, a currency like
Bitcoin that is linked to a complex computer program that many do not understand and that
operates without accountability to any controlling entity, could be an unattractive vehicle for
holding wealth for many people.
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Does Not Enjoy the Dollar’s Network Externalities

As noted above, the attractiveness of using a dollar is dependent on the number of people already
using it. Thus widespread use of the dollar encourages its continued use and is an impediment
(although not an insurmountable barrier) to the use of other currencies, including Bitcoins.

Price Volatility Discourages Its Use as Medium of Exchange

Bitcoin’s price has been volatile since its creation in 2009, subject to sharp appreciations and
precipitous depreciations in value. However, 2013 has seen a much higher level of price
fluctuation. During March and April of 2013, Bitcoin’s dollar exchange rate moved from about
$50 up to $350, and back to near $70. Bitcoin’s price has moved up even more sharply during the
fall of 2013, rising from near $50 in September to above $1,100 by early December and down to
about $400 by April 2014. Since then Bitcoin’s price had rebounded to about $600 by mid-July.
This is a price pattern more typical of a commodity than of a currency to be used as a medium of
exchange, and suggests the market for Bitcoin is currently being driven by speculative investors,
not by a growing demand for Bitcoin due to increased transactions by traditional merchants and
consumers.

The problem with having the Bitcoin network dominated by speculators is that it gives users an
incentive to hoard Bitcoins rather than spend them—just the opposite of what would need to
happen to make a currency a successful medium of exchange such as the dollar. '

Speculation could be more likely to dominate the market for Bitcoins because its value cannot be
anchored to some underlying ‘fundamental’ such as an amount of some physical commodity such
as gold, the value of an earnings stream that undergirds the price of a company’s stock, or the
perceived basic soundness and stability of an economy and its governing institutions (as is,
arguably, true for the dollar).

The System’s Long-Term Deflationary Bias Will Discourage Its Use
as Currency

Because the supply is capped in the long run, widespread use of Bitcoin would mean that the
demand for Bitcoin would likely outstrip supply, causing Bitcoin’s price to steadily increase. The
corollary of that increase is that the Bitcoin price of goods and services would steadily fall
causing deflation. Faced with deflation, there is a strong incentive to hoard Bitcoins and not
spend them, causing the current level of transactions to fall. °

If generalized to an economy-wide phenomenon deflation could cause slower than normal
economic growth and higher than normal unemployment.

This possible outcome highlights the likely importance of the economy’s principal currency being
elastic, its supply increasing and decreasing to meet the changing needs of the economy, and of

14 Felix Salmon, “The Bitcoin Bubble and the Future of Currency,” Medium, April 2013, available at
https://medium.com/money-banking/2b5ef79482cb.

'3 Dan Kervick, “Bitcoin’s Deflationary Weirdness,” New Economic Perspectives, April 2013, available at
http://neweconomicperspectives.org/2013/04/talking-bitcoin.html.
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the important role of the central bank in implementing such a monetary policy. The perils of an
inelastic currency were evident, for a period from about 1880 to 1914, when the United States
monetary system operated under a gold standard. At this time, the deflationary bias of an inelastic
supply of gold led to elevated real interest rates, caused periodic banking panics, and produced
increased instability of output. The Federal Reserve was created in 1913 to provide an elastic
currency. In particular, the generally good economic performance of the post-war era speaks to
the benefits of having a central bank to administer an elastic currency, not only to meet the
changing transaction needs of the economy, but also to proactively use monetary policy to
stabilize output and inflation.

Bitcoins Networks Security Is Uncertain

While counterfeiting is purportedly not possible, Bitcoin exchanges and wallet services have at
times struggled with security. Cash and traditional electronic payment systems also have periodic
security problems, but a high incidence of security problems on a system trying to establish itself
and gain customer confidence could be more damaging. Some notable examples of security
breaches on the Bitcoin network have included the following:

e Hackers mounted a massive series of distributed denial-of-service (DDoS)
attacks against the most popular Bitcoin exchange, Mt.Gox, in 2013. Mt. Gox
subsequently declared bankruptcy.'®

e In late August 2012, an operation titled Bitcoin Savings and Trust was shut down
by the owner, allegedly leaving around 5.6 million USD in bitcoin-based debts."’

e In September 2012, Bitfloor, a Bitcoin exchange, reported being hacked, with
24,000 Bitcoins (roughly equivalent to 250,000 USD) stolen. As a result, Bitfloor
temporarily suspended operations.'

e OnApril 3, 2013, Instawallet, a web-based wallet provider, was hacked, resulting
in the theft of over 35,000 Bitcoins. With a price of 129.90 USD per b\Bitcoin at
the time, or nearly 4.6 million USD in total, Instawallet suspended operations."

e OnAugust 11 2013, the Bitcoin Foundation announced that a bug in software
within the Android operating system had been exploited to steal from users’
wallets.

e October 23 and 26, 2013, a Bitcoin bank, operated from Australia but stored on
servers in the USA, was hacked, with a loss of 4,100 Bitcoins, or over 1 million
AUD.

'8 Mitt Clinch, “Bitcoin Hacked: Price Stumbles After Buying Frenzy,” CNBC, April 4, 2013, available at
http://www.cnbc.com/id/100615508.

17 Adrianne Jeffries, “Suspected Multi-Million Dollar Bitcoin Pyramid Scheme Shuts Down, Investors Revolt,” The
Verge, August 27, 2012, available at http://www.theverge.com/2012/8/27/3271637/bitcoin-savings-trust-pyramid-
scheme-shuts-down.

18 Vitalik Burterin, “Bitfloor Hacked, $250,000 Missing,” Bitcoin Magazine, Sept 4, 2012, available at
http://bitcoinmagazine.com/2139/bitfloor-hacked-250000-missing/.

1 Joe Weisenthal, “Bitcoin Service Instawallet: We’ve Been Hacked and are Suspending Service Indefinitely,”
Business Insider, April 3, 2013, available at http://www.businessinsider.com/instawallet-suspended-2013-4.

2 Richard Chirgwen, “Android Bug Batters Bitcoin Wallets,” The Register, August 12, 2013, available at
http://www.theregister.co.uk/2013/08/12/android_bug_batters_bitcoin_wallets/.
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Legal and Regulatory Issues

Legal Considerations Generally

In order to provide some information on recent efforts by federal, state, and international
authorities to study, monitor, or regulate digital currencies, this section of the report (1) identifies
the clause in the U.S. Constitution giving power to Congress over money; (2) describes some of
the recent federal, state, and international activities and studies dealing with digital money; and
(3) identifies some of the federal laws that might be implicated or that have been used with
respect to digital money.

In providing this information, we have identified some federal statutes and regulatory regimes
that may have some applicability to digital currency, although none contains explicit language to
that effect or explicitly mentions currency not issued by a government authority. Some federal
statutes, because of their broad coverage, are likely to be held by courts to apply in connection
with digital currency. For example, courts are likely to hold that the federal criminal mail and
wire fraud statutes apply to fraudulent schemes designed to result in monetary losses in
connection with buying, selling, or trading digital currencies.” Federal statutes providing
consumer protection with respect to consumer financial transactions, however, such as the Truth
in Lending Act™ and the Truth in Savings Act,** include no language specifically referencing
digital currency transactions.*

Power of Congress under Article I of the U.S. Constitution

One of the direct powers of Congress under the U.S. Constitution, the grant of authority “to coin
Money” and “regulate the Value thereof,”* appears to provide sufficient authority for extensive
oversight and control of digital money. The Supreme Court has interpreted this clause broadly. It
has been upheld to authorize legislation chartering the First Bank of the United States and giving
it power to issue circulating notes.”” Legislation requiring U.S. Treasury notes to be treated as

(...continued)

2! Ben Grubb, “Australian Bitcoin Bank Hacked: $1 Million + Stolen,” Brisbane Times, November 8, 2013, available at
http://www.brisbanetimes.com.au/it-pro/security-it/australian-bitcoin-bank-hacked- 1 m-stolen-20131108-hv2iv.html.

22 These include 18 U.S.C. §§1341 (mail fraud) and 1343 (wire fraud). The wire fraud statute, for example, applies to
“[w]hoever, having devised or intending to devise any scheme or artifice to defraud, or for obtaining money or property
by means of false or fraudulent pretenses, representations, or promises, transmits or causes to be transmitted by means
of wire, radio, or television communication in interstate or foreign commerce, any writings, signs, signals, pictures, or
sounds for the purpose of executing such scheme or artifice.” Regulation Z, 12 C.F.R. 226, implementing the Truth in
Lending Act (TILA) is premised on credit transactions, interest, and fees in terms of U.S. money. At present it is a
matter of pure speculation as to whether the Consumer Financial Protection Board (CFPB), the agency charged with
implementing TILA, could reasonably interpret the statute, given its language, structure, and legislative history, as a
basis for issuing regulations to cover transactions in digital money.

2 15 U.S.C. §§1601 et seq.

212 U.S.C. §§4301-4313. (This applies to deposits held at depository institutions, i.e., banks, thrifts, savings
associations, and credit unions.).

25 A list of the regulations implementing federal laws providing consumer protection for financial transactions can be
found on the Consumer Financial Protection Bureau’s website at http://www.consumerfinance.gov/regulations/#ecfr,\.

%USs. Const., art. I, §8, cl. 5.
2" McCulloch v. Maryland, 17 U.S. (4 Wheat.) 316 (1819); Veazie Bank v. Fenno, 75 U.S. (8 Wall.) 533 (1869).
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legal tender for antecedent debts™ and legislation that abrogated gold clauses in private
contracts™ have also been upheld on the basis of this clause of the Constitution. The breadth of
the power can be discerned from a statement of the Court in the Legal Tender Cases when the
Court opined that “[e]very contract for the payment of money simply is necessarily subject to the
constitutional power of the government over the currency, whatever that power may be, and the
obligation of the parties is therefore assumed with reference to that power.”*’

Recent Activity

This section provides a brief survey of some of the concerns and activities of federal, state, and
international governmental entities with respect to the emergence of digital currencies.

Recent Legislative Activity: Congress

In Congress, interest in virtual currencies is at the exploratory stage. The Senate Finance
Committee directed the Government Accountability Office (GAO) to review any tax
requirements and compliance risks implicated and to assess the Internal Revenue Service (IRS)
efforts at informing the public in view of the offshore and internet sources of these currencies. On
May 13, 2013, GAO released a survey®' describing the types of virtual currencies, the inadequacy
of available data on them, and the extent of IRS efforts. It noted that IRS guidance on virtual
currencies’” concentrates on currencies used in virtual communities, such as Linden Dollars in
Second Life, and overlooks currencies, such as Bitcoin, that can be used in the real economy.
GAO also notes that the tax code lacks clarity about how virtual currency is to be treated for
reporting purposes. Is it property, barter, foreign currency, or a financial instrument?

The Senate Homeland Security and Governmental affairs Committee has begun to look into how
federal agencies are confronting the rise of virtual currencies. On August 12, 2013, the
Committee’s Chairman and ranking Member sent letters® to several federal agencies, including
the Departments of Justice (DOJ), the Treasury, and Homeland Security; the Securities and
Exchange Commission (SEC); the Commodity Futures Trading Commission (CFTC); and the
Federal Reserve, seeking information on their virtual currency policies, initiatives, activities,
guidelines, or plans regarding virtual or digital currency. The committee envisions a government-
wide approach to the threats and promises of digital currency.

Federal Reserve and European Central Bank Studies

At least one Federal Reserve economist is studying digital currencies and Bitcoin, in particular.”*
On the international front, the European Central Bank released a study’ of virtual currencies that

28 Legal Tender Cases (Knox v. Lee), 79 U.S. (12 Wall.) 457(1871); Juilliard v. Greenman, 110 U.S. 421 (1884).
» Norman v. Baltimore & Ohio R.R., 294 U.S. 240 (1935).
30 Legal Tender Cases (Knox v. Lee), 79 U.S. (12 Wall.) 457, 549 (1871).

31U.S. Government Accountability Office, “Virtual Economies and Currencies: Additional IRS Guidance Could
Reduce Tax Compliance Risks” (May 2013).

32 Internal Revenue Service, “Tax Consequences of Virtual World Transactions,” http://www.irs.gov/Businesses/Small-
Businesses-&-Self-Employed/Tax-Consequences-of-Virtual-World-Transactions.

33 http://www.hsgac.senate.gov/reports/letters

3* Frangois R. Velde, “Bitcoin: A primer,” Chicago Fed Letter (December 2013). http://www.chicagofed.org/
(continued...)
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assesses both the prospects for growth and some of the potential problems that might accompany
widespread use.

Federal Regulatory Activity

Federal regulatory activity includes guidance®® issued by Treasury’s Financial Crimes
Enforcement Network (FINCEN) and a Winkelvoss Bitcoin Trust registration statement’’ filed
with the Securities and Exchange (SEC) Commission. In addition, the SEC published an
advisory™ for investors on the threat of virtual currency scams on the Internet, filed a criminal
fraud complaint®® charging a Bitcoin exchange with engaging in a ponzi scheme, and successfully
convinced a federal district court that Bitcoins are money. The court reasoned that because
Bitcoins are used as money to purchase goods or services and can be exchanged for conventional
currencies, they are money, and, thus, a contract for the investment of Bitcoins is an “investment
contract,” and, therefore, a security under federal securities law.* In another enforcement action,
the Department of Homeland Security charged Mt. Gox, which is the Japanese-based largest
Bitcoin exchange in the United States, with operating an unlicensed money services business in
violation of 18 U.S.C. §1960 and seized its bank account.

State Regulatory Activity

State authorities moving in the direction of regulating virtual currencies are sometimes
discovering problems in applying existing laws to the technological currencies. New York’s
Superintendent of Financial Services is investigating whether new regulation is needed and has
issued subpoenas seeking information on a raft of virtual currencies.*' California’s Department of
Business Oversight may have misdirected a cease and desist order to the Bitcoin Foundation
because the Foundation confines itself to advocacy work.

(...continued)
digital assets/publications/chicago_fed letter/2013/cfldecember2013_317.pdf.

35 European Central Bank, “Virtual Currency Schemes,” (October 2012). http://www.google.com/url?sa=t&rct=j&q=&
esrc=s&frm=1&source=web&cd=1&ved=0CCsQFjAA&url=

http%3 A%2F%2Fwww.ecb.europa.eu%2Fpub%2Fpdf%2Fother%2Fvirtualcurrencyschemes201210en.pdf&ei=Ui-
CUp_HGoqqsQSJOYCICQ&usg=AFQjCNHPyKEw4gnOcQ27d-znAvyPmONT3g&bvm=bv.56146854,d.cWc.

36 U.S. Department of the Treasury, Financial Crimes Enforcement Network, “Application of FinCEN’s Regulations to
Persons Administering, Exchanging, or Using Virtual Currencies,” (March 18, 2013), http://www.fincen.gov/
statutes_regs/guidance/html/FIN-2013-G001.html.

37 Form S-1 Registration Statement, Winkelvoss Bitcoin Trust. http:/www.sec.gov/Archives/edgar/data/1 579346/
000119312513279830/d562329ds1.htm.

38 U.S. Securities and Exchange Commission Press Release 2013-132, “SEC Charges Texas Man with Running
Bitcoin-Denominated Ponzi Scheme,” (July 23, 2013). http://www.sec.gov/News/PressRelease/Detail/PressRelease/
1370539730583.

3 http://www.sec.gov/litigation/complaints/2013/comp-pr2013-132.pdf.

40 Securities and Exchange Commission v. Shavers, 2013 WL4028182, No. 4:13-CV-416 (E.D. Tex. Aug. 6, 2013).
This appears to be the first ruling addressing the question of whether digital currency issued without the backing of a
government or other official entity is to be legally considered money.

*I'New York State, Department of Financial Services, “Notice of Inquiry on Virtual Currencies,” August 12, 2013.
http://www.dfs.ny.gov/about/press2013/memo1308121.pdf.
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Applicability of Selected Laws to Digital Currency

Counterfeiting Criminal Statutes

The basic governmental interest in enacting laws against counterfeiting obligations of the United
States is protecting the value of the dollar and the monetary system. Under title 18 U.S.C. §§470-
477 and 485-489 counterfeiting and forging of U.S. coins, currency, and obligations is subject to
criminal sanctions, and under 18 U.S.C. §§478-483, criminal sanctions are prescribed for
counterfeiting foreign coins, currency, and obligations. None of these statutes, however, applies
expressly to a currency that exists only on the Internet and in computers in a digital form.
Although the usual prosecution under these statutes involves attempts to replicate Federal
Reserve notes or coins produced by the U.S. Mint, at least one case involved a conviction for
issuing and circulating Liberty Dollars, designed as similar to but distinguishable from U.S.
dollars and intended to “limit reliance on, and to compete with, United States currency.”**
Whether a digital currency, even if it is designed to attack the value of U.S. legal tender, could be
prosecuted under the current language of these statutes is not clear.*”

The Stamp Payments Act of 1862, 18 U.S.C. §336

The Stamp Payments Act makes it a crime to issue, circulate, or pay out “any note, check,
memorandum, token or other obligation, for a less sum than $1, intended to circulate as money or
to be received or used in lieu of lawful money of the United States.” This law was enacted in
1862 to protect postage stamps from competition by private tokens. Congress had approved
stamps as currency for fractions of $1 because metal coins were being hoarded and were virtually
out of circulation.* It does not seem likely that a currency™® that has no physicality would be held
to be covered by this statute even though it circulates on the internet on a worldwide basis and is
used for some payments of less than $1. The language of the statute, “not, check, memorandum,
token,” seems to contemplate a concrete object rather than a computer file; moreover, a digital
currency such as Bitcoin, without a third-party issuer, cannot be said to be an obligation.
However, there are some arguments that could be made, particularly should a digital currency
become pervasive enough to be considered a possible competitor to U.S. official currency.*

“2 Derek A. Dion, “Defendant Convicted of Minting His Own Currency,” Press Release, U.S. Attorney’s Office,
Western District of North Carolina (March 18, 2011). http://www.fbi.gov/charlotte/press-releases/201 1/defendant-
convicted-of-minting-his-own-currency.

* For a discussion, see, “I’ll Gladly Trade You Two Bits on Tuesday for a Byte Today: Bitcoin, Regulating Fraud in
the E-conomy of Hacker Cash,” 2013 University of Illinois Journal of Law, Technology and Policy (Spring 2013).

# For further exposition of the genesis, legislative history, and analysis of the Stamp Payments Act, including the
possibility that it may apply to electronic currency, see Thomas P. Vartanian, Robert H. Ledig, and Yolanda
Demianczuk, “Echoes of the Past with Implications for the Future: The Stamp Payments Act of 1862 and Electronic
Commerce”, 67 BNA’s Banking Report (September 23, 1996).

4 Virtual currencies, such as Linden Dollars, are not likely to conflict with this statute because they do not appear to
“circulate as money or be received in lieu of lawful money,” within the meaning of the statute. They circulate only in a
limited environment and are redeemable only in virtual goods, and, thus, are similar to the tokens and tickets
redeemable in goods and services on a limited basis that courts have found not to have been issued in violation of the
Stamp Payments Act. United States v. Monongahela Bridge Co., 26 F. Cas. 1292 (W.D. Pa. 1863) (No. 15796); United
States v. Roussopulous, 95 F. 977 (D. Minn. 1899).

4 See Vartanian, et al., supra, n. 8, and Reuben Grinberg, “Bitcoin: An Innovative Digital Currency, 5 Hastings
(continued...)
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The Electronic Fund Transfer Act, 15 U.S.C. §§1693 et seq.

The Electronic Fund Transfer Act (EFTA) establishes a framework for transfers of money
electronically, but its coverage is limited in such a way that it appears not to be applicable to a
digital currency in transactions involving no depository institution. EFTA specifically applies to
transfers of funds initiated by electronic means from a consumer’s account held at a financial
institution. It covers transfers “initiated through an electronic terminal, telephonic instrument, or
computer.”* Its application is limited to deposit accounts “established primarily for personal,
family, or household purposes,”* “held by a financial institution,”* with “financial institution”
limited to banks, thrifts, savings associations, and credit unions.”

Federal Tax Law

Digital currencies have characteristics of traditional tax haven jurisdictions: earnings are not
reported to the Internal Revenue Service (IRS) and users are provided some level of anonymity.
Unlike traditional tax havens, however, digital currencies are able to operate without involving a
financial institution.”’ The IRS provides limited guidance on the tax consequences of activities
involving the virtual world. It cautions: “[i]n general, you can receive income in the form of
money, property, or services. If you receive more income from the virtual world than you spend,
you may be required to report the gain as taxable income. IRS guidance also applies when you
spend more in a virtual world than you receive, you generally cannot claim a loss on an income
tax return.”>> The guidance is limited and does not appear to target a digital currency such as
Bitcoin that is used as a medium of exchange for goods and services in the real world. A
Government Accountability Office (GAO) report earlier this year found inadequate IRS efforts to
address tax implications of virtual currencies not used within a virtual economy.” As a step to
counter misinformation circulating and the possibility for growth in such currencies, rather than
recommending a costly rigorous compliance approach, GAO recommended that IRS “find
relatively low-cost ways to provide information to taxpayers, such as the web statement IRS
developed on virtual economies, on the basic tax reporting requirements for transactions using
virtual currencies developed and used outside virtual economies.”*

(...continued)

Science & Technology Law Journal 159 (2012).
Y715 U.S.C. §1693a(6).

%15 U.S.C. §1693a(2).

¥ 15U.8.C. §1693a(2).

015 U.S.C. §1693a(11).

3! For further information see, Marian, Omri, “Are Cryptocurrencies Super Tax Havens?,” 112 Michigan Law Review
First Impressions 38 (2013).

52 Internal Revenue Service, “Tax Consequences of Virtual World Transactions,” http://www.irs.gov/Businesses/Small-
Businesses-&-Self-Employed/Tax-Consequences-of-Virtual-World-Transactions.

3 U.S. Government Accountability Office, “Virtual Economies and Currencies: Additional IRS Guidance Could
Reduce Tax Compliance Risk,” (May 2013).

3 U.S. Government Accountability Office, “Virtual Economies and Currencies: Additional IRS Guidance Could
Reduce Tax Compliance Risk,” 17 (May 2013).
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Federal Anti-Money Laundering Laws

Under the criminal anti-money laundering laws,” engaging in financial transactions that involve
proceeds of illegal or terrorist activities or that are designed to finance such activities is
prohibited. Money laundering crimes generally involve transactions processed by financial
institutions, which is why the Bank Secrecy Act (BSA) imposes various recordkeeping
requirements on banks and other financial institutions.’® Under the Currency and Foreign
Transaction Reporting Act’’ component of the BSA, financial institutions must file reports of cash
transactions exceeding amounts set by the Secretary of the Treasury in regulations, and file
suspicious activity reports (SARs) for transactions meeting a certain monetary threshold or
intended to evade reporting requirements. Financial institutions, as required by the Secretary of
the Treasury, must also develop and follow anti-money laundering programs and customer
identification programs. All of these requirements apply to “money services businesses” (MSBs),
a category of financial institution which must register with the Department of the Treasury.”®
MSBs include a variety of businesses, including dealers in foreign exchange, check cashers,
traveler’s check issuers, providers of prepaid access cards, and money transmitters.” These
entities must register with the Department of the Treasury and comply with BSA requirements.
On March 18, 2013, FINCEN issued interpretative guidance® requiring Bitcoin exchanges—
individuals and businesses that change Bitcoins into U.S. or foreign currency into Bitcoins—to
register as money services businesses pursuant to the BSA.

Federal Securities Regulation

Securities regulation may focus on two different legal issues involving Bitcoins—investments
purchased with Bitcoins and investing in Bitcoins.

Investments Purchased with Bitcoins

The United States District Court for the Eastern District of Texas held in August 2013 that it had
subject matter jurisdiction over possible fraud in investments purchased with Bitcoins because of
its determination that investments purchased with Bitcoins are securities.®’ The Securities and
Exchange Commission (SEC) alleged that the defendant had violated provisions of the Securities
Act of 1933 and the Securities Exchange Act of 1934% and had conducted a kind of Ponzi
scheme. According to the facts stated by the SEC, the defendant, Trendon T. Shavers, who was
the founder and operator of Bitcoin Savings and Trust (BTCST), had “made a number of

5518 U.S.C. §§1956 and 1957.
56 Titles I and 11 of P.L. 91-508, including 12 U.S.C. §§1829b, and 1951-1959; 31 U.S.C. §§5311 et seq.
731 U.S.C. §§5311 et seq.

58 Bank Secrecy Act requirements for money services businesses are listed on the Financial Crimes Enforcement
Network’s website at http://www.fincen.gov/financial_institutions/msb/msbrequirements.html.

%31 C.F.R. §1010.100(ff).

80 U.S. Department of the Treasury, Financial Crimes Enforcement Network, “Application of FinCEN’s Regulations to
Persons Administering, Exchanging, or Using Virtual Currencies,” (March 18, 2013), http://www.fincen.gov/
statutes_regs/guidance/html/FIN-2013-G001.html.

81 Securities and Exchange Commission v. Shavers, No. 4:13-CV-416 (E.D. Tex. Aug. 6, 2013).
6215 U.S.C. §§77a et seq.
15 U.S.C. §§78a et seq.
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solicitations aimed at enticing lenders to invest in Bitcoin-related investment opportunities.”
Shavers had advertised that he sold Bitcoins and that he would pay an investor up to 1% interest
daily until the investor withdrew the funds or until BTCST could no longer be profitable.
Investors lost a considerable amount of money, and the SEC brought suit. Shavers defended that
the BTCST investments were not securities under federal securities laws because Bitcoins are not
money and are not regulated by the United States. Shavers seemed also to argue that, because the
investments were not securities, the court had no jurisdiction over a lawsuit alleging violations of
the federal securities laws. The SEC argued that the BTCST investments were investment
contracts, thus bringing them within the definition of “securities” and therefore subject to
regulation by the SEC.

The court held that it did have jurisdiction over the case because of its determination that
investments purchased with Bitcoins are securities. 15 U.S.C. section 77b defines a “security” in
a very broad way as “any note, stock, treasury stock, security future, security-based swap, bond ...
[or] investment contract.” Cases such as SEC v. W.J. Howey & Co® and Long v. Schultz Cattle
Co.” have set out a kind of template for an investment contract: An investment contract involves
(1) an investment of money (2) in a common enterprise (3) with the expectation of profits from
the efforts of a promoter or a third party. Thus, according to the court, it had to determine whether
the BTCST investments were an investment of money. The court found that, because Bitcoins can
be used to purchase goods or services and even used to pay for individual living expenses, they
are a “currency or form of money” and that “investors wishing to invest in BTCST provided an
investment of money.” The court also found that there was a common enterprise because the
investors were dependent upon Shavers’s expertise in Bitcoin markets and that Shavers promised
a significant return on their investments. Finally, the Eastern District of Texas found that the third
prong of the investment contract template was met because the BTCST investors had an
expectation of deriving profits from their investments. Because it found that the BTCST
investments satisfied the investment contract definition, the court held that it had subject matter
jurisdiction over possible fraud in investments purchased with Bitcoins.

Investing in Bitcoins

Investing in bitcoins may trigger regulation by the SEC. For example, it has been reported that
Cameron and Tyler Winkelvoss are forming a public exchange-traded fund (ETF) for bitcoins and
have filed paperwork with the SEC.® The ETF may be traded on a major exchange and open to
retail investors. According to the SEC’s website, an ETF is often registered as an open-end
investment company or unit investment trust under the Investment Company Act of 1940. The
regulatory requirements for ETFs include the following:

As investment companies, ETFs are subject to the regulatory requirements of the federal
securities laws as well as certain exemptions that are necessary for ETFs to operate under
those laws. Together, the federal securities laws and the relevant exemptions apply
requirements that are designed to protect investors from various risks and conflicts
associated with investing in ETFs.

64328 U.S. 293 (1946).
65881 F.2d 129 (5" Cir. 1989).
% http://qz/99632/winkelvoss-bitcoin-etf-risk-factors.
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For example, ETFs, like mutual funds, are subject to statutory limitations on their use of
leverage and transactions with affiliates. ETFs also are subject to specific reporting
requirements and disclosure obligations relating to investment objectives, risks, expenses,
and other information in their registration statements and periodic reports.

In addition, ETFs are subject to oversight by boards of directors.®’

Commodity Futures Trading Commission Regulation

The Commodity Futures Trading Commission (CFTC) has authority to regulate commodities
futures and their markets and certain foreign exchange instruments. It is possible that CFTC could
conclude that a digital currency such as Bitcoins falls within the Commodity Exchange Act’s
(CEA’s) definition of “commodity,” which includes a catch-all phrase—"“and all other goods and
articles.”®® There is also the possibility that the CETC could include such a digital currency within
its foreign exchange regulations because the CEA does not define “foreign currency” or “foreign
exchange,” although it covers and defines “foreign-exchange forwards” and “foreign-exchange

69
swaps.”

International Legal Issues

Because digital currency knows no national boundaries, it may require an international solution
and, thus, has drawn the attention of international regulators. Traditional payment systems which
involve monetary systems are set up in statutes and regulations and overseen by central banks and
transactions processed by banks and other authorized or chartered financial institutions. With
virtual currencies, however, no laws and regulations define the duties and obligations of parties,
provide for finality of settlement, resolution of disputes, or supervision of services provided. One
recent study of digital currencies by the European Central Bank is premised on the possibility that
growth of digital currencies will carry with it a need for international cooperation in developing a
regulatory framework.” According to the report, the current level of virtual currencies poses little
risk to price stability; there are, however, risks to users and a potential for criminal schemes.”"
According to the report, neither the European Monetary Directive nor the European Payment
Services Directive clearly applies to virtual currencies such as Bitcoin.”

87 sec.gov/investor/alerts/etfs. pdf.
87 U.S.C. §1a(9). It reads:

The term “commodity” means wheat, cotton, rice, corn, oats, barley, rye, flaxseed, grain sorghums, mill feeds, butter,
eggs, Solanum tuberosum (Irish potatoes), wool, wool tops, fats and oils (including lard, tallow, cottonseed oil, peanut
oil, soybean oil, and all other fats and oils), cottonseed meal, cottonseed, peanuts, soybeans, soybean meal, livestock,
livestock products, and frozen concentrated orange juice, and all other goods and articles, except onions (as provided
by section 13—1 of this title) and motion picture box office receipts (or any index, measure, value, or data related to
such receipts), and all services, rights, and interests (except motion picture box office receipts, or any index, measure,
value or data related to such receipts) in which contracts for future delivery are presently or in the future dealt in.

87 U.8.C. §§1a(24) and (25).

" European Central Bank, “Virtual Currency Schemes,” (October 2012). http://www.ecb.europa.eu/pub/pdf/other/
virtualcurrencyschemes201210en.pdf. (Hereinafter, European Central Bank Report.)

! European Central Bank, “Virtual Currency Schemes,” (October 2012). http://www.ecb.europa.eu/pub/pdf/other/
virtualcurrencyschemes201210en.pdf. (Hereinafter, European Central Bank Report.)

"2 European Central Bank Report, at 43. The report notes noted that there are attempts in some of the countries
(continued...)
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Concern About International Monetary Fund Authority

One issue that has received some attention is the ability of the International Monetary Fund (IMF)
to defend a traditional currency of one of its member countries from a speculative attack
involving a digital currency such as Bitcoin since the IMF’s Articles of Agreement do not
explicitly permit it to acquire a currency not issued by one of its members. There is at least one
commentary examining possible options for amending or reinterpreting the IMF’s authority.
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(...continued)

belonging to the European Union to develop a means of regulating such currencies. Apparently courts in France are
looking into whether Bitcoin transactions are subject to electronic money regulations. See
Finextra.http://www.finextra.com/news/fullstory.aspx?newsitemid=22921.
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Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model.
Completely non-reversible transactions are not really possible, since financial institutions cannot
avoid mediating disputes. The cost of mediation increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,
and there is a broader cost in the loss of ability to make non-reversible payments for non-
reversible services. With the possibility of reversal, the need for trust spreads. Merchants must
be wary of their customers, hassling them for more information than they would otherwise need.
A certain percentage of fraud is accepted as unavoidable. These costs and payment uncertainties
can be avoided in person by using physical currency, but no mechanism exists to make payments
over a communications channel without a trusted party.

What is needed is an electronic payment system based on cryptographic proof instead of trust,
allowing any two willing parties to transact directly with each other without the need for a trusted
third party. Transactions that are computationally impractical to reverse would protect sellers
from fraud, and routine escrow mechanisms could easily be implemented to protect buyers. In
this paper, we propose a solution to the double-spending problem using a peer-to-peer distributed
timestamp server to generate computational proof of the chronological order of transactions. The
system is secure as long as honest nodes collectively control more CPU power than any
cooperating group of attacker nodes.





2. Transactions

We define an electronic coin as a chain of digital signatures. Each owner transfers the coin to the
next by digitally signing a hash of the previous transaction and the public key of the next owner
and adding these to the end of the coin. A payee can verify the signatures to verify the chain of
ownership.

Transaction Transaction Transaction
Owner 1's Owner 2's Owner 3's
Public Key Public Key Public Key
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Owner 0's N Owner 1's N Owner 2's
Signature v Signature v Signature

&5 &5
Owner 1's - Owner 2's i Owner 3's
Private Key Private Key Private Key

The problem of course is the payee can't verify that one of the owners did not double-spend
the coin. A common solution is to introduce a trusted central authority, or mint, that checks every
transaction for double spending. After each transaction, the coin must be returned to the mint to
issue a new coin, and only coins issued directly from the mint are trusted not to be double-spent.
The problem with this solution is that the fate of the entire money system depends on the
company running the mint, with every transaction having to go through them, just like a bank.

We need a way for the payee to know that the previous owners did not sign any earlier
transactions. For our purposes, the earliest transaction is the one that counts, so we don't care
about later attempts to double-spend. The only way to confirm the absence of a transaction is to
be aware of all transactions. In the mint based model, the mint was aware of all transactions and
decided which arrived first. To accomplish this without a trusted party, transactions must be
publicly announced [1], and we need a system for participants to agree on a single history of the
order in which they were received. The payee needs proof that at the time of each transaction, the
majority of nodes agreed it was the first received.

3. Timestamp Server

The solution we propose begins with a timestamp server. A timestamp server works by taking a
hash of a block of items to be timestamped and widely publishing the hash, such as in a
newspaper or Usenet post [2-5]. The timestamp proves that the data must have existed at the
time, obviously, in order to get into the hash. Each timestamp includes the previous timestamp in
its hash, forming a chain, with each additional timestamp reinforcing the ones before it.

e

Block Block

‘ItemHltemH ‘ ‘ItemHltemH ‘






4. Proof-of-Work

To implement a distributed timestamp server on a peer-to-peer basis, we will need to use a proof-
of-work system similar to Adam Back's Hashcash [6], rather than newspaper or Usenet posts.
The proof-of-work involves scanning for a value that when hashed, such as with SHA-256, the
hash begins with a number of zero bits. The average work required is exponential in the number
of zero bits required and can be verified by executing a single hash.

For our timestamp network, we implement the proof-of-work by incrementing a nonce in the
block until a value is found that gives the block's hash the required zero bits. Once the CPU
effort has been expended to make it satisfy the proof-of-work, the block cannot be changed
without redoing the work. As later blocks are chained after it, the work to change the block
would include redoing all the blocks after it.

Block Block
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The proof-of-work also solves the problem of determining representation in majority decision
making. If the majority were based on one-IP-address-one-vote, it could be subverted by anyone
able to allocate many IPs. Proof-of-work is essentially one-CPU-one-vote. The majority
decision is represented by the longest chain, which has the greatest proof-of-work effort invested
in it. If a majority of CPU power is controlled by honest nodes, the honest chain will grow the
fastest and outpace any competing chains. To modify a past block, an attacker would have to
redo the proof-of-work of the block and all blocks after it and then catch up with and surpass the
work of the honest nodes. We will show later that the probability of a slower attacker catching up
diminishes exponentially as subsequent blocks are added.

To compensate for increasing hardware speed and varying interest in running nodes over time,
the proof-of-work difficulty is determined by a moving average targeting an average number of
blocks per hour. If they're generated too fast, the difficulty increases.

5. Network

The steps to run the network are as follows:

1) New transactions are broadcast to all nodes.

2) Each node collects new transactions into a block.

3) Each node works on finding a difficult proof-of-work for its block.

4) When a node finds a proof-of-work, it broadcasts the block to all nodes.

5) Nodes accept the block only if all transactions in it are valid and not already spent.

6) Nodes express their acceptance of the block by working on creating the next block in the
chain, using the hash of the accepted block as the previous hash.

Nodes always consider the longest chain to be the correct one and will keep working on
extending it. If two nodes broadcast different versions of the next block simultaneously, some
nodes may receive one or the other first. In that case, they work on the first one they received,
but save the other branch in case it becomes longer. The tie will be broken when the next proof-
of-work is found and one branch becomes longer; the nodes that were working on the other
branch will then switch to the longer one.





New transaction broadcasts do not necessarily need to reach all nodes. As long as they reach
many nodes, they will get into a block before long. Block broadcasts are also tolerant of dropped
messages. If a node does not receive a block, it will request it when it receives the next block and
realizes it missed one.

6. Incentive

By convention, the first transaction in a block is a special transaction that starts a new coin owned
by the creator of the block. This adds an incentive for nodes to support the network, and provides
a way to initially distribute coins into circulation, since there is no central authority to issue them.
The steady addition of a constant of amount of new coins is analogous to gold miners expending
resources to add gold to circulation. In our case, it is CPU time and electricity that is expended.

The incentive can also be funded with transaction fees. If the output value of a transaction is
less than its input value, the difference is a transaction fee that is added to the incentive value of
the block containing the transaction. Once a predetermined number of coins have entered
circulation, the incentive can transition entirely to transaction fees and be completely inflation
free.

The incentive may help encourage nodes to stay honest. If a greedy attacker is able to
assemble more CPU power than all the honest nodes, he would have to choose between using it
to defraud people by stealing back his payments, or using it to generate new coins. He ought to
find it more profitable to play by the rules, such rules that favour him with more new coins than
everyone else combined, than to undermine the system and the validity of his own wealth.

7. Reclaiming Disk Space

Once the latest transaction in a coin is buried under enough blocks, the spent transactions before
it can be discarded to save disk space. To facilitate this without breaking the block's hash,
transactions are hashed in a Merkle Tree [7][2][5], with only the root included in the block's hash.
Old blocks can then be compacted by stubbing off branches of the tree. The interior hashes do
not need to be stored.
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A block header with no transactions would be about 80 bytes. If we suppose blocks are
generated every 10 minutes, 80 bytes * 6 * 24 * 365 = 4.2MB per year. With computer systems
typically selling with 2GB of RAM as of 2008, and Moore's Law predicting current growth of
1.2GB per year, storage should not be a problem even if the block headers must be kept in
memory.





8. Simplified Payment Verification

It is possible to verify payments without running a full network node. A user only needs to keep
a copy of the block headers of the longest proof-of-work chain, which he can get by querying
network nodes until he's convinced he has the longest chain, and obtain the Merkle branch
linking the transaction to the block it's timestamped in. He can't check the transaction for
himself, but by linking it to a place in the chain, he can see that a network node has accepted it,
and blocks added after it further confirm the network has accepted it.

Longest Proof-of-Work Chain
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As such, the verification is reliable as long as honest nodes control the network, but is more
vulnerable if the network is overpowered by an attacker. While network nodes can verify
transactions for themselves, the simplified method can be fooled by an attacker's fabricated
transactions for as long as the attacker can continue to overpower the network. One strategy to
protect against this would be to accept alerts from network nodes when they detect an invalid
block, prompting the user's software to download the full block and alerted transactions to
confirm the inconsistency. Businesses that receive frequent payments will probably still want to
run their own nodes for more independent security and quicker verification.

9. Combining and Splitting Value

Although it would be possible to handle coins individually, it would be unwieldy to make a
separate transaction for every cent in a transfer. To allow value to be split and combined,
transactions contain multiple inputs and outputs. Normally there will be either a single input
from a larger previous transaction or multiple inputs combining smaller amounts, and at most two
outputs: one for the payment, and one returning the change, if any, back to the sender.
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It should be noted that fan-out, where a transaction depends on several transactions, and those
transactions depend on many more, is not a problem here. There is never the need to extract a
complete standalone copy of a transaction's history.
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10. Privacy

The traditional banking model achieves a level of privacy by limiting access to information to the
parties involved and the trusted third party. The necessity to announce all transactions publicly
precludes this method, but privacy can still be maintained by breaking the flow of information in
another place: by keeping public keys anonymous. The public can see that someone is sending
an amount to someone else, but without information linking the transaction to anyone. This is
similar to the level of information released by stock exchanges, where the time and size of
individual trades, the "tape", is made public, but without telling who the parties were.

Traditional Privacy Model
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As an additional firewall, a new key pair should be used for each transaction to keep them
from being linked to a common owner. Some linking is still unavoidable with multi-input
transactions, which necessarily reveal that their inputs were owned by the same owner. The risk
is that if the owner of a key is revealed, linking could reveal other transactions that belonged to
the same owner.

11. Calculations

We consider the scenario of an attacker trying to generate an alternate chain faster than the honest
chain. Even if this is accomplished, it does not throw the system open to arbitrary changes, such
as creating value out of thin air or taking money that never belonged to the attacker. Nodes are
not going to accept an invalid transaction as payment, and honest nodes will never accept a block
containing them. An attacker can only try to change one of his own transactions to take back
money he recently spent.

The race between the honest chain and an attacker chain can be characterized as a Binomial
Random Walk. The success event is the honest chain being extended by one block, increasing its
lead by +1, and the failure event is the attacker's chain being extended by one block, reducing the
gap by -1.

The probability of an attacker catching up from a given deficit is analogous to a Gambler's
Ruin problem. Suppose a gambler with unlimited credit starts at a deficit and plays potentially an
infinite number of trials to try to reach breakeven. We can calculate the probability he ever
reaches breakeven, or that an attacker ever catches up with the honest chain, as follows [8]:

p = probability an honest node finds the next block
g = probability the attacker finds the next block
g- = probability the attacker will ever catch up from z blocks behind

qZ: z .
(q/p) if p>q

1 ifpsq]





Given our assumption that p > ¢, the probability drops exponentially as the number of blocks the
attacker has to catch up with increases. With the odds against him, if he doesn't make a lucky
lunge forward early on, his chances become vanishingly small as he falls further behind.

We now consider how long the recipient of a new transaction needs to wait before being
sufficiently certain the sender can't change the transaction. We assume the sender is an attacker
who wants to make the recipient believe he paid him for a while, then switch it to pay back to
himself after some time has passed. The receiver will be alerted when that happens, but the
sender hopes it will be too late.

The receiver generates a new key pair and gives the public key to the sender shortly before
signing. This prevents the sender from preparing a chain of blocks ahead of time by working on
it continuously until he is lucky enough to get far enough ahead, then executing the transaction at
that moment. Once the transaction is sent, the dishonest sender starts working in secret on a
parallel chain containing an alternate version of his transaction.

The recipient waits until the transaction has been added to a block and z blocks have been
linked after it. He doesn't know the exact amount of progress the attacker has made, but
assuming the honest blocks took the average expected time per block, the attacker's potential
progress will be a Poisson distribution with expected value:

A=z4
p

To get the probability the attacker could still catch up now, we multiply the Poisson density for
each amount of progress he could have made by the probability he could catch up from that point:

gl p)" ifk<z
1 ifk>z

Rearranging to avoid summing the infinite tail of the distribution...

1- ZAei( (q/p)*")

Converting to C code...

#include <math.h>
double AttackerSuccessProbability(double g, int z)
{
double p = 1.0 - qg;
double lambda = z * (g / p);
double sum = 1.0;
int i, k;
for (k = 0; k <= z; k++)
{
double poisson = exp (-lambda);
for (1 = 1; i <= k; 1i++)
poisson *= lambda / 1i;
sum -= poisson * (1 - pow(qg / p, z - k));
}

return sum;





Running some results, we can see the probability drop off exponentially with z.

g=0.1

z=0 P=1.0000000
z=1 P=0.2045873
z=2 P=0.0509779
z=3 P=0.0131722
z=4 P=0.0034552
z=5 P=0.0009137
z=6 P=0.0002428
z=7 P=0.0000647
z=8 P=0.0000173
z=9 P=0.0000046
z=10 P=0.0000012
g=0.3

z=0 P=1.0000000
z=5 P=0.1773523
z=10 P=0.0416605
z=15 P=0.0101008
z=20 P=0.0024804
z=25 P=0.0006132
z=30 P=0.0001522
z=35 P=0.0000379
z=40 P=0.0000095
z=45 P=0.0000024
z=50 P=0.0000006

Solving for P less than 0.1%...

P < 0.001
g=0.10 z=5
g=0.15 z=8
g=0.20 z=11
g=0.25 z=15
g=0.30 z=24
g=0.35 z=41
g=0.40 z=89
g=0.45 z=340

12. Conclusion

We have proposed a system for electronic transactions without relying on trust. We started with
the usual framework of coins made from digital signatures, which provides strong control of
ownership, but is incomplete without a way to prevent double-spending. To solve this, we
proposed a peer-to-peer network using proof-of-work to record a public history of transactions
that quickly becomes computationally impractical for an attacker to change if honest nodes
control a majority of CPU power. The network is robust in its unstructured simplicity. Nodes
work all at once with little coordination. They do not need to be identified, since messages are
not routed to any particular place and only need to be delivered on a best effort basis. Nodes can
leave and rejoin the network at will, accepting the proof-of-work chain as proof of what
happened while they were gone. They vote with their CPU power, expressing their acceptance of
valid blocks by working on extending them and rejecting invalid blocks by refusing to work on
them. Any needed rules and incentives can be enforced with this consensus mechanism.
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On July 17, the New York Department of Financial Services (DFS) released its proposed BitLicense regulatory
framework for virtual currency firms. We congratulate Superintendent Benjamin M. Lawsky and the entire
department for the forward thinking they have demonstrated by making New York the first state to carefully
consider the need to accommodate virtual currency firms in its regulatory system. This is a historic occasion in
the evolution of money, and it may well be remembered for centuries to come. On July 23, the proposed rules were
published in the New York State Register, setting off a 45-day period for public comment.

The Technology Policy Program (TPP) of the Mercatus Center at George Mason University is dedicated to advanc-
ing knowledge of the impact of regulation on society. As part of its mission, TPP conducts careful and independent
analyses employing contemporary economic scholarship to assess rulemaking proposals from the perspective of
the public interest. Therefore, this comment on the DFS’s proposed regulatory framework does not represent
the views of any particular affected party or special interest group, but is designed to assist the department as it
continues to lead the world in supporting the responsible adoption of this important new technology.

INTRODUCTION

As the Treasury Department’s Financial Crimes Enforcement Network has found, certain virtual currency busi-
nesses are money service businesses.! Typically such money service businesses engage in money transmission
and as a result must acquire a money transmitter license in each state in which they do business. State financial
regulators around the country have been working to apply their existing money transmission licensing statutes and
regulations to new virtual currency businesses.? In many cases, existing rules do not take into account the unique

1. US Department of the Treasury, Financial Crimes and Enforcement Network, “Application of FinCEN’s Regulations to Persons
Administering, Exchanging, or Using Virtual Currencies” (Regulatory Guidance, FIN-2013-G0O01, US Department of the Treasury,
Washington, DC, March 18, 2013), http://fincen.gov/statutes_regs/guidance/html/FIN-2013-GOO1.html.

2. Conference of State Bank Supervisors, “CSBS Public Hearing Addresses Challenges and Opportunities Associated with Emerging
Payments” (Press Release, May 16, 2014), http://www.csbs.org/news/press-releases/pr2014/Pages/pr-051614.aspx.
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properties of recent innovations like cryptocurrencies. With this in mind, the department sought to develop rules
that were “tailored specifically to the unique characteristics of virtual currencies.”

As Superintendent Lawsky has stated, the aim of this project is “to strike an appropriate balance that helps protect
consumers and root out illegal activity—without stifling beneficial innovation.”* This is the right goal and one we
applaud. It is a very difficult balance to strike, however, and we believe that the BitLicense regulatory framework
as presently proposed misses the mark, for two main reasons.

First, while doing much to take into account the unique properties of virtual currencies and virtual currency
businesses, the proposal nevertheless fails to accommodate some of the most important attributes of software-
based innovation. To the extent that one of its chief goals is to preserve and encourage innovation, the BitLicense
proposal should be modified with these considerations in mind—and this can be done without sacrificing the
protections that the rules will afford consumers. Taking into account the “unique characteristics” of virtual cur-
rencies is the key consideration that will foster innovation, and it is the reason why the department is creating a
new BitLicense. The department should, therefore, make sure that it is indeed taking these features into account.

Second, the purpose of a BitLicense should be to take the place of a money transmission license for virtual cur-
rency businesses. That is to say, but for the creation of a new BitLicense, virtual currency businesses would be
subject to money transmission licensing. Therefore, to the extent that the goal behind the new BitLicense is to
protect consumers while fostering innovation, the obligations faced by BitLicensees should not be any more
burdensome than those faced by traditional money transmitters. Otherwise, the new regulatory framework will
have the opposite effect of the one intended. If it is more costly and difficult to acquire a BitLicense than a money
transmission license, we should expect less innovation. Additional regulatory burdens would put BitLicensees at
a relative disadvantage, and in several instances the proposed regulatory framework is more onerous than tradi-
tional money transmitter licensing.

As Superintendent Lawsky has rightly stated, New York should avoid virtual currency rules that are “so bur-
densome or unwieldy that the technology can’t develop.”® The proposed BitLicense framework, while close,
does not strike the right balance between consumer protection and innovation. For example, its approach
to consumer protection through disclosures rather than prescriptive precautionary regulation is the right
approach for giving entrepreneurs flexibility to innovate while ensuring that consumers have the informa-
tion they need to make informed choices. Yet there is much that can be improved in the framework to reach
the goal of balancing innovation and protection. Below we outline where the framework is missing the mark
and recommend some modifications that will take into account the unique properties of virtual currencies
and virtual currency businesses.

I. TAKING INTO ACCOUNT THE UNIQUE ATTRIBUTES OF VIRTUAL CURRENCIES AND SOFTWARE-
BASED INNOVATION

Virtual currencies—especially cryptocurrencies—represent the merging of the financial and software industries.
Until now, finance has been dominated by a relatively small, exclusive group of elite bankers who earn enormous
returns, often through implicit and even explicit taxpayer support in the form of bailouts. Although the software
industry has also produced enormous wealth, its dynamics could not be more different. Software is one of the most
inclusive fields on Earth: successful firms are started by college dropouts, by people working in their bedrooms,
and by teenagers in the developing world. For the most part, the firms that succeed do so on the merits of their
product, not through mastering the political system to secure taxpayer assistance.

3. New York State Department of Financial Services, “Notice of Intent to Hold Hearing on Virtual Currencies, Including Potential NY-
DFS Issuance of a ‘BitLicense™ (Notice, Nov. 14, 2013), http:/www.dfs.ny.gov/about/press2013/virtual-currency-131114.pdf.

4. New York State Department of Financial Services, “NY DFS Releases Proposed BitLicense Regulatory Framework for Virtual Cur-
rency Firms” (Press Release, July 17, 2014), http://www.dfs.ny.gov/about/press2014/pr1407171.html.

5. Jose Pagliery, “New York Unveils Bitcoin License Rules,” CNN Money, July 18, 2014, http://money.cnn.com/2014/07/18/technology
/bitcoin-license.
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Bringing software industry dynamics to finance is good for the state of New York and for the world. If cryptocur-
rencies are allowed to flourish, we will witness an astounding democratization of one of the most insulated indus-
tries in America. Just as the personal computer, the World Wide Web, and the smartphone enabled an explosion
of new applications on those platforms, cryptocurrencies are poised to facilitate a similar explosion. These new
financial applications will help consumers not only by making existing financial services more affordable but also
by creating entirely new and unforeseen categories of financial services. These new categories of service repre-
sent new benefits for consumers as well as new jobs, new profit opportunities for business, and new sources of
economic growth.

To reap these benefits, it is important that the department approach the regulation of cryptocurrency firms with
due sensitivity to the dynamics of software firms. Because the software industry is so different from the financial
industry, those differences must be explicitly taken into account in the BitLicense framework. In some cases, these
accommodations may represent a change in the way that the department has operated, but we maintain that the
benefits justify the cost.

As the department has noted, cryptocurrencies are not simply better versions of traditional payment systems;
they are different from traditional systems. The department’s goal of taking into account cryptocurrencies’ unique
characteristics is the right approach. One of those unique characteristics is that payments need not be intermedi-
ated; they can operate both like traditional payment systems and like cash. This fact has important implications for
approaching the regulation of virtual currencies. Overly burdensome regulation will simply cause users to transact
in cryptocurrency in cash-like mode, which deprives users of the benefits in terms of security, reliability, and con-
venience that come from using an intermediary and deprives regulators of visibility into the mediated transactions.

For this reason, among others, the federal government has opted to impose Know Your Customer and Anti-Money
Laundering obligations only on those financial transactions in which virtual currencies are exchanged for fiat
currencies. We believe that this is an important principle that should be preserved at the state level. We note
throughout this comment some other ways in which the unique characteristics of cryptocurrencies can be more
carefully accommodated.

As now written, the proposed definition of Virtual Currency Business Activity is so broad that it potentially cap-
tures many activities that should not be subject to regulation. These activities do not require consumer protec-
tion, and their inclusion would seriously hamper innovation in the cryptocurrency space. By the same token, the
exemptions for certain activities are too narrow. Exempting certain other activities would help make the definition
of Virtual Currency Business Activity more practical.

1. Non-financial services

The ability to exchange digital tokens and write to a public ledger can be used for much more than payments,
which are only the first application of blockchain technology. As a strictly financial regulator,® DFS should care-
fully define Virtual Currency Business Activity so that it excludes non-financial activities of virtual currency firms.
The proposed definition captures virtual currency firms whose business is not primarily financial exchange or
safekeeping but who use virtual currencies for purposes beyond the mere purchase and sale of goods and services.
Two examples may illustrate the point:

1. Proof of Existence (proofofexistence.com) is a website that functions as a digital notary service. By
calculating a cryptographic hash of a document and inserting this hash into Bitcoin’s blockchain, the
service is able to prove that a given document existed at a given time, even if Proof of Existence itself
subsequently goes out of business. It accomplishes the insertion of the hash into the blockchain by per-
forming a small transaction on behalf of consumers that contains the hash as metadata. Since a record of
this transaction will be stored for eternity in Bitcoin’s blockchain, it can be proved, when the document
is later produced, that the document existed at least as early as the time stamped on the transaction.

6. New York Financial Services Law § 30z2.
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For this service, Proof of Existence charges an additional fee to consumers. A single use of the ser-
vice, therefore, consists of two transactions: one in which consumers pay the firm, and a second in
which the firm, on behalf of consumers, executes a tiny Bitcoin transaction that inserts the hash into
the record. (Recent transactions of this type have been for the equivalent of $0.06, which is paid not
to a known recipient but rather to whichever miner discovers the block.) The proposed framework
exempts Proof of Existence for the first transaction under section 200(c)(2), but the second transac-
tion appears to constitute non-exempt Virtual Currency Business Activity. This transaction, although
executed on behalf of consumers, is incidental to providing a non-financial service, the permanent
recording of a cryptographic hash in Bitcoin’s blockchain.

2. Namecoin is a cryptocurrency that (among other things) functions as an Internet domain name
registry for the .bit top-level domain. Holders of Namecoin can execute transactions that register,
update, and transfer domain names that can be used, e.g., to browse websites on a suitably configured
computer. Suppose a firm operated in the business of managing .bit domain names for consumers.
Such a firm would hold balances of Namecoin on behalf of consumers and execute transactions on
their behalf to facilitate domain name registrations, updates, renewals, and transfers. However, a Na-
mecoin registrar would engage in such activities only incidentally to providing a nonfinancial service,
the recording and updating of names and data in the Namecoin blockchain.

To be sure, Namecoin tokens have some value, and there is nothing stopping a person or firm from using Namecoin
for financial purposes. However, insofar as virtual currency firms are not materially engaging in financial uses
of virtual currency, they should not be considered to be engaging in Virtual Currency Business Activity for pur-
poses of this regulation. Failure to cabin the definition to exclude non-financial purposes would severely hamper
innovation in blockchain technology.

2. Mining and mining pools

Current definitions and exemptions make it unclear whether individual cryptocurrency miners would be required
to obtain a BitLicense. Miners perform an important function within the cryptocurrency ecosystem. They help
secure the blockchain against attempts to fraudulently double-spend coins. To protect consumers, therefore, the
law should not encumber the entry of miners into the industry in any way.

We do not believe that the department intends to regulate individual cryptocurrency miners, but the current lan-
guage of the regulation does not make that perfectly clear. For example, since miners earn coins and then often sell
them to others, does mining count as a Virtual Currency Business Activity under section 200.2(n)(3)? This depends
on the meaning of “customer business,” which is not defined in section 200.2. In addition, since mining helps
“secure” the blockchain, are they engaged in Virtual Currency Business Activity under section 200.2(n)(2)? To dis-
pose of these questions, it would make sense to explicitly exclude mining from Virtual Currency Business Activity.

Mining pools are also an important part of the cryptocurrency ecosystem. They help individual miners insure
against the stochastic nature of mining revenues, therefore encouraging the entry of miners and making the whole
system more secure. The dynamic formation, growth, and shrinking of mining pools also helps regulate the total
mining power that any one pool has. This makes it imperative that mining pool formation be unencumbered by law.

Mining pool administrators pay their members several times per day. There is a short period during which they
are custodians of coins on behalf of their members, and then they transmit those coins to their members. This
would appear to qualify mining pool administration as a Virtual Currency Business Activity.

It would be a mistake to regulate mining pool administrators under this framework. Participants in the mining
process are sophisticated actors who do not need protection from the department. And since mining, whether
based on proof of work, proof of stake, proof of burn, proof of resource, or yet-to-be-devised proof schemes, is the
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lynchpin that holds together all decentralized cryptocurrencies, regulators should proceed with extreme caution
in encumbering the mining ecosystem. Consequently, the definition of Virtual Currency Business Activity should
be reformulated to include a broad exclusion of mining activity.

3. Software wallet providers

Wallets are systems for holding and managing virtual currencies through the safe storage of the public and private
keys associated with virtual currency balances. One cannot be said to have full custody of certain virtual currency
units unless one has control of both the public and private keys. Wallets can be hosted by a third party or can be
fully managed by the end user. Web wallets, such as Coinbase, are hosted services that fully manage both the
public and the private keys for the user; the user does not have access to the keys at all. As a result, Coinbase is a
custodian of their users’ funds. In contrast, software wallet providers, such as the Electrum project, distribute
software that allows users to manage their own public and private keys themselves. As a result, software wallet
providers never have custody of user funds; they merely provide software that allows users to hold and manage
their own funds.

Software wallet providers do not have access to virtual currency keys, but it is unclear whether they are neverthe-
less implicated by section 200.2(n)(2) because they are necessarily involved in providing security features for the
software the consumer uses to manage virtual currency balances. Since “securing . .. Virtual Currency on behalf
of others” is a Virtual Currency Business Activity, must software wallet providers be required to apply for a BitLi-
cense? We say no. Software wallet providers can never control the virtual currency handled by the software, so
there is no need for the capital requirements, bonding, or other consumer protection the framework provides.

There are further ambiguities in this part of the definition. Blockchain.info, a software wallet, uses a model in
which an encrypted version of the wallet is hosted on their website but in which decryption happens completely
on the user’s computer. At no point in the process can Blockchain.info access the virtual currency that it hosts.
Should Blockchain.info and services like it be considered custodians and therefore firms engaged in Virtual Cur-
rency Business Activities? Because these services never have unencrypted access to the keys necessary to transmit
the currency, they should not.

An even more complicated case is raised by multisignature wallets. A Bitcoin address can be set up to require
any two out of a possible three signatures to conduct a transaction. This ability has many applications, especially
for securing funds. For example, an end user could store two keys in separate locations and keep the third in the
custody of a firm. This way, the firm would not have access to the funds, but in the event that the end user lost one
of his two keys, he could ask the firm to sign a transaction to move the funds to a new wallet. This case is interest-
ing because the firm never has custody of the funds but nevertheless is involved in the custody of the funds in a
way that improves end-user security.

To address the concerns raised in this section, we suggest editing section 200.2(n)(2) to read:

(2) seeuringrstoringrhotdingror-maintaining full custody or control of Virtual Currency on behalf
of others;

This change would clearly exempt software wallet authors from regulation under this part, as well as firms that
offer to facilitate end-user custody of virtual currency without firms having direct access to it.

Exempting software providers is common practice. FinCEN, for example, expressly exempts from its money trans-
mitter rules a person who “provides the delivery, communication, or network access services used by a money
transmitter to support money transmission services,”” which has generally been interpreted as encompassing
providers of software that is used in money transmission. Software providers are exempted from other financial
rules as well, where another party has the customer relationship. For example, federal, New York, and many other
state laws prohibit deposit taking without a banking license. Yet those who provide deposit-processing software

7. 31 C.F.R. § 1010.100(ff)(5)(i(A).
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(e.g., support apps that let you take pictures of checks to deposit them) have never been considered “banks” or
“deposit takers” under New York or federal banking law.

4. The exemption for consumer and merchant use of Virtual Currencies is too narrow

Section 200.3 (¢) of the proposed framework rightly exempts “merchants and consumers that utilize Virtual
Currencies solely for the purchase or sale of goods or services.” That exemption, however, omits a wide array of
possible consumer and merchant uses of Virtual Currencies.

At a basic level, a candidate for public office who wishes to accept Bitcoin donations in accordance with recent
Federal Election Commission guidance,® or a citizen who wished to make a campaign contribution, would not be
strictly utilizing Virtual Currency for the purchase or sale of a good or service. The same would apply to charities
that accept Virtual Currency donations and benefactors who wish to donate.’ Similarly, consumers may wish to
use Virtual Currencies to send gifts to friends or family members, or parents may wish to use Virtual Currencies
to give their children allowances. In each of these cases the parties would not be covered by the exemption as
now written.

At a deeper level, consumers and merchants may wish to use Virtual Currencies for purposes other than simple
value transfer. As we have explained above, because blockchains are essentially distributed ledgers, blockchain
technologies can be put to myriad uses that are not simply fund transfers.!” These include many different types
of registration services for both financial and non-financial purposes. For example, Virtual Currency tokens may
be used to securely control access to websites and computer systems, much as passwords are used today." In the
not too distant future, they may be used as the equivalent of a key that allows access to a hotel room or a rental
car.? And digital tokens may also be used to represent discrete digital assets such as a copyrighted song that one
can play or transfer, or even a stock certificate or other bearer instrument. In each of these cases it is possible that
consumers and merchants are neither “purchasing” nor “selling” goods or services but instead using the Virtual
Currency tokens to facilitate new types of digital transactions.

That the consumer and merchant exemption is narrow might not matter very much, except that the definition
of Virtual Currency Business Activities requiring a BitLicense is very broad, as noted above. Because simply
“transmitting”® Virtual Currency requires one to acquire a BitLicense, a vast array of consumer uses of Virtual
Currency will be captured by the proposed framework. The ultimate goal of the proposed framework, however,
is to protect consumers from potentially irresponsible actions by the intermediaries with which they do busi-
ness. With that in mind, we recommend modifying the definition of Virtual Currency Business Activity in section
200.2(n)(1) to read:

(D receiving Virtual Currency for transmission or transmitting the same on behalf of another;

8. See Federal Election Commission, Advisory Opinion 2014-02, May 18, 2014, http://www.fec.gov/agenda/2014/documents/mtgdoc
_14-24-b.pdf.

9. See Fred Wilson, “Bitcoin and Charities Were Made for Each Other, They Just Don’t Know It Yet,” A V Club, June 23, 2014, http://
avc.com/2014/06/bitcoin-and-charities-were-made-for-each-other-they-just-dont-know-it-yet; Fred Wilson, A Fred Talk for Good,
YouTube, July 17, 2014, http://www.youtube.com/watch?v=a9tsLOXNYDM (explaining the advantages Bitcoin promises for charities).
See also Vitalik Buterin, “Charity Focus: Sean’s Outpost,” Bitcoin Magazine, April 2013, http://bitcoinmagazine.com/sandbox
/seansoutpost.pdf (profiling Sean’s Outpost, a homeless-outreach organization located in Pensacola, Florida, that has been providing
meals and toiletries to Pensacola’s neediest solely with bitcoins).

10. Jerry Brito, Houman Shadab, & Andrea Castillo, Bitcoin Financial Regulation: Securities, Derivatives, Prediction Markets, and Gamb-
ling, forthcoming from the New York Law School Working Paper Series, available at http://ssrn.com/abstract=2423461.

1. See Jeff Garzik, Bitcoin core dev: websites do not need passwords, Reddit, October 2, 2013, http://www.reddit.com/r/Bitcoin
/comments/Inkoju/bitcoin_core_dev_websites_do_not_need_passwords; Eric Martindale, “BitAuth, for Decentralized Authentica-
tion,” Bitpay, July 1, 2014, http://blog.bitpay.com/2014/07/01/bitauth-for-decentralized-authentication.html.

12. See Stan Higgins, “Authentication Protocol BitID Lets Users ‘Connect with Bitcoin,” CoinDesk, May 7, 2014, at http://www.coindesk
.com/authentication-protocol-bitid-lets-users-connect-bitcoin; The Economist, “Hidden Flipside: How the Crypto-currency Could
Become the Internet of Money,” March 15, 2014, available at http://www.economist.com/news/finance-and-economics/21599054-how
-crypto-currency-could-become-internet-money-hidden-flipside.

13. BitLicense Proposal & 200.2 (n)(1).
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Adding “on behalf of another” limits the licensing requirement to only intermediaries providing a service to cus-
tomers (thus satisfying the consumer protection purpose of the licensing requirement) while exempting simple
consumer uses, including giving to charities and campaigns, using Virtual Currency tokens to unlock doors, and
many other innovative uses that have yet to be developed. The press release that accompanied the department’s
release of the proposed BitLicense framework explained that “[tJhe new DFS BitLicenses will be required for firms
engaged in...Receiving or transmitting virtual currency on behalf of consumers[.]”* Limiting the definition to firms
handling consumer funds is no doubt the department’s intention, and it should therefore clarify the definition.

5. Requirement to collect physical addresses of all parties is impractical and counterproductive

Section 200.12(a)(1) requires licensees to keep records of all transactions, and for each transaction to note the
“physical addresses of the parties to the transaction.” Similarly, section 200.15(d)(1) requires that licensees, as
part of their anti-money laundering programs, keep records of all transactions, including “the identity and physi-
cal address of the parties involved[.]” A requirement that licensees identify and gather the physical address of all
parties to a transaction, not just that of their customers, would nullify some of the central advantages of crypto-
currencies like Bitcoin.

Bitcoin is an open network that anyone can join as long as one’s software client follows the Bitcoin protocol.
Open networks based on open protocols are the standard operating procedure of the Internet, and they account
for its immense success. For example, anyone can set up an email server and send a message to anyone else with
an address at another email server anywhere in the world, without any coordination between the two. As long as
your client and server follow the open Simple Mail Transfer Protocol, you can email anyone in the world.

In contrast, early proprietary online services like Compuserve only allowed users to email other users of the same
closed system. To send a message to a Compuserve customer, one had to also be a member of Compuserve. The
same was true of text and graphical content. To view AOL pages in the early 1990s, consumers had to be a customer
of AOL. Then came the rise of the World Wide Web, an interoperable open network built on open protocols. As
long as users had Internet access and a web browser that followed the open protocols, they could view content
from anywhere in the world without limitations.

The Internet’s openness was a boon to consumers not only because it gave them access to other users and content
anywhere in the world but also because it allowed innovators to create new services without first having to con-
vince the Compuserves and AOLs of the world to allow them to do so. The open Internet model makes possible
what Vint Cerf, the Father of the Internet, calls “permissionless innovation.””* Tim Berners-Lee was able to launch
the World Wide Web without waiting for Internet service providers to support it. Innovative Internet-based voice
and video communication services like Skype, FaceTime, and Hangouts work as long as users on both ends use
the same software. If Berners-Lee had to explain to a telecom executive what hypertext was in 1990 before he
could create the web, it may never have happened. If we had to rely on telecom companies to provide video calling
(AT&T experimented with it as far back as the 1960s), it would probably be more expensive and inferior to the
video calling services we have today. Permissionless innovation means more innovation.

Requiring a closed, proprietary payments system, such as PayPal, to identify and note the physical address of par-
ties to a transaction is feasible because all parties to a transaction will be customers of PayPal. Similarly, it may be
feasible to require a closed network, such as a credit card network, to identify all parties to a transaction because
the transacting parties will be customers of the card issuers, who in turn have a relationship with the credit card
network operator. In contrast, it is not feasible to ask Virtual Currency businesses to do the same because, by virtue
of operating on an open network, they do not have a relationship with all parties. A requirement that they identify
all parties to a transaction is tantamount to prohibiting the use of an open network.

14. New York State Department of Financial Services, “NY DFS Releases Proposed BitLicense Regulatory Framework for Virtual Cur-
rency Firms” (Press Release, July 17, 2014) (emphasis added), http://www.dfs.ny.gov/about/press2014/pr1407171.html.

15. Vinton Cerf, “Keep the Internet Open,” New York Times, May 24, 2012, http://www.nytimes.com/2012/05/25/opinion/keep-the
-internet-open.html.
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As one commentator put it, requiring that Virtual Currency businesses identify all parties to a transaction would be
much like requiring Gmail or Yahoo! Mail to identify and gather the physical address of the recipients of the emails
their customers send.' Because it would be impossible to comply with such a requirement on an open network, the
result would likely be a reversion back to the days when you could only email others on the same closed network.

We could expect the same to happen to open cryptocurrency networks, such as Bitcoin, if the requirements in
sections 200.12(a)(1) and 200.15(d)(1) remain unchanged. To comply with a requirement to identify all parties to a
transaction, a Virtual Currency business could limit transactions to only be available between its own customers.
That would make such businesses no different than proprietary systems such as PayPal. Alternatively, a Virtual
Currency business could enter into agreements with other Virtual Currency businesses and create a closed net-
work of identified customers, but this would simply replicate the existing credit card networks.

The department’s rationale behind creating a BitLicense specific to Virtual Currencies is to take into account
the “unique characteristics of virtual currencies” that make them such a potentially innovative technology. Sec-
tions 200.12(a)(1) and 200.15(d)(1) of the proposed framework, however, ignore the central feature that makes
cryptocurrencies unique—their open architecture. A requirement that all parties to a transaction be identified
would essentially make operating on an open network like Bitcoin impossible. This would in turn act as an effec-
tive mandate for BitLicensees to either operate closed proprietary systems or create closed networks on top of
Bitcoin. Not only would this undercut the low-cost global reach of open cryptocurrency networks, which is one
of their main advantages, but it would also remove the possibility that these networks will see the same flourish-
ing permissionless innovation that has made the Internet a success. By requiring closed networks, the regulatory
framework as written would reintroduce a system in which entrepreneurs looking to offer innovative new cryp-
tocurrency services—whether financial in nature or not—would first have to acquire the permission of the closed
networks’ gatekeepers.

As written, sections 200.12(a)(1) and 200.15(d)(1) of the proposed framework would deal a heavy blow to inno-
vation while doing little to protect consumers or improve anti-money laundering efforts. Determined criminals
will always be able to transact directly with each other by avoiding BitLicensed intermediaries and connecting
with each other in a peer-to-peer fashion. The purpose of the recordkeeping requirements, therefore, is to gain
visibility into the money flows between different parties. To gain this visibility, however, it is only necessary to
require BitLicensees to identify one party to a transaction: their customer.

For example, suppose that the BitLicense only required Virtual Currency firms to identify their own customers.
To the extent that a customer of one BitLicensed firm conducts a Bitcoin transaction with the customer of another
BitLicensed firm, then while the firms may not know the identities of their customers’ counterparties, the depart-
ment will still have complete visibility into both sides of the transaction because it has access to both firms’ records.
To the extent that a customer of a BitLicensed firm conducts a transaction with a party on the Bitcoin network
not associated with another BitLicensed firm, then the department will still have partial visibility. With access
to the identity of one side of the transaction, it can, if necessary, begin an investigation to uncover the other side.

In contrast, the proposed requirement to identify all parties to a transaction might lead to the department having
less visibility of transactions on the Bitcoin network or any other open cryptocurrency network. This is because,
as noted above, the consequence of such a requirement will likely be that Virtual Currency firms will be forced
to operate closed systems on top of the Bitcoin network. While the department may have good visibility into the
transactions conducted inside these closed networks, it will give up visibility into the broader open network.
Again, a determined actor will always be able to avoid BitLicensed intermediaries and connect directly to the
network in a peer-to-peer fashion. By segregating the BitLicensed businesses from the wider network, there will
be no contact between identified customers and the wider network, and the department will lose visibility into
that wider network.

16. Elizabeth Stark & Ryan Singer, “New York to Bitcoin Startups: Get Permission or Get Out,” TechCrunch, July 21, 2014, http://
techcrunch.com/2014/07/21/new-york-to-bitcoin-startups-get-permission-or-get-out.
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6. Requirement that changes to business must be approved by the superintendent is onerous

Section 200.10 requires licensees to obtain permission from the superintendent before making a material change
to their business. This section should be modified to accommodate the dynamics of the software industry, in which
running a successful firm may require frequent and sudden pivots to new business models. Indeed, it is unlikely
that Silicon Valley would even exist today if entrepreneurs had to receive written approval from regulators every
time they wanted to make a material change to their business model. The industry has thrived on permissionless
innovation.

In contrast, the New York State Transmitter of Money License contains no requirement to seek written approval
before making a material change. This disparity places Virtual Currency firms at a significant disadvantage com-
pared to traditional money transmitters, which seems like a step backward. Since traditional money transmitters
have operated for years with no requirement to seek approval for material changes, the department should recon-
sider whether it wishes to impose such strict requirements on Virtual Currency firms. For the sake of parity, this
section of the framework should be stricken.

If the department insists on proceeding with this line of regulation, it could achieve many of the same objectives
of the requirement at significantly less burden to firms if it would replace prior written approval with the simple
requirement to notify the department within 45 days of any material change. This change would still impose a sig-
nificant burden on Virtual Currency firms, but it would at a minimum a) create a stronger presumption that rapid
iteration on business ideas is acceptable and b) decrease the risk to firms that a backlog at the department would
delay the timeframe for execution. Given the frequency of business model changes in the software industry, the
risk of such a backlog is substantial, no matter how efficient the department’s paperwork processing operation is.

Another concern with this section is that the definition of “material change” in section 200.10(b) is unclear. In
particular, section 200.10(b)(1) appears to define a “material change” as one that would render a product, service,
or activity “materially different” from that included on the licensee’s application. This does not provide much
certainty to licensees as to what is material and what is immaterial. Section 200.10(b)(1) should be stricken and
the framework should rely exclusively on subsections (2) and (3) for the definition of “material change,” which
should be adequate to address the department’s concerns.

To reiterate, section 200.10 substantially disadvantages Virtual Currency firms relative to traditional money trans-
mitters, and our primary recommendation is that this section be deleted. In the event that the department declines
to remove section 200.10, our other recommendations seek to reduce the compliance burden for Virtual Currency
firms in light of the fact that the software industry necessitates rapid iteration of business models to arrive at suc-
cessful, socially beneficial innovations.

7. Not all transaction obfuscation should be prohibited

Unlike traditional payment systems, cryptocurrencies are inherently public. All transaction data is recorded in a
database that is, by necessity, legible to the world. This transparency means that “out of the box,” naive users have
very little financial privacy. For example, if a user posts a Bitcoin receiving address online and says that it is his,
the whole world is able to see exactly how many bitcoins he has received at that address. Anyone can then follow
those coins throughout the network to determine, in many cases, what the user spent them on.

The developers of cryptocurrency protocols have come up with several techniques and best practices to ensure
that consumer financial privacy is preserved. These include (1) generating a new receiving address for each pay-
ment and (2) collating transactions to and from multiple parties into a single network transaction so that it is not
obvious who is paying whom. Both of these steps are necessary to ensure that the general public is not able to
de-anonymize the network and breach accepted norms of individual financial privacy. Additional best practices
may be developed in the future.

Section 200.15(f) states that BitLicensees are not obligated to disclose transactions to the general public, but it
remains unclear under the current text whether they may affirmatively take steps to protect their customers from
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public scrutiny. Obfuscation that is aimed at something other than evading BitLicense reporting requirements
should remain permissible.

8. Framework should clarify that issuance of new decentralized cryptocurrencies is not covered

The definition of covered Virtual Currency Business Activity in the proposed framework includes “controlling,
administering, or issuing a Virtual Currency.””” This has been interpreted by some commentators to mean that
the activity of writing and publishing software that undergirds a decentralized virtual currency would fall under
this definition and that such an activity would have to be licensed. It is doubtful that this is what the department
intends, but it should nevertheless clarify the definition to avoid confusion.

In defining Virtual Currency, the department rightly makes the distinction between centralized and decentral-
ized virtual currencies.’® It is only centralized digital currencies that can be said to be “controlled, administered,
or issued” by a central authority. Indeed, the key feature of decentralized virtual currencies is that there is no
central authority that “controls, administers, or issues” the currency. For example, while Bitcoin has no central
administrator that controls the number of bitcoin currency units or issues them, companies like Perfect Money,
or the now-defunct Liberty Reserve, do in fact administer, control, and issue their currencies.

As aresult, Section 200.2(n)(5) of the proposed framework can only possibly apply to centralized virtual curren-
cies that are issued and administered by a central authority. The alternative—that merely writing and publish-
ing code would be subject to licensing—would not stand First Amendment scrutiny,”” and it cannot be what the
department intended. The confusion can be clarified by adding the word “centralized” to the definition in section
200.2(n)(5) so that it would read:

(5) controlling, administering, or issuing a centralized Virtual Currency.

9. Exchanges between two cryptocurrencies should be exempt

Section 200.2(n)(4) includes as Virtual Currency Business Activity performing retail “conversion or exchange
of one form of Virtual Currency into another form of Virtual Currency.” However, as discussed above, some
cryptocurrencies are not primarily used for financial purposes but rather as a way to claim non-financial goods or
services on a network. Namecoin, discussed above, is used to facilitate the purchase of .bit domain names, among
other resources. Filecoin is a new proposal to offer cloud storage services on a decentralized basis.?’ Exchang-
ing bitcoins for namecoins or filecoins, therefore, is more like a retail transaction than a financial one: the user is
buying tokens that entitle them to some amount of naming or file storage. Consequently, such Virtual Currency-
to-Virtual Currency exchanges should not be subject to BitLicense requirements.

10. Creating an on-ramp for startups

Whereas traditional financial firms usually begin with a well-conceived business plan, immediate financial backing,
and a large team of attorneys and compliance officers, software firms are often started by one person tinkering in his
or her bedroom. They often launch with a “minimum viable product” that still requires significant market testing.*
Software firms frequently “pivot” to new business models when early iterations of the product or service fail.

This dynamic has implications for regulators. While it is important to protect consumers, it is equally important
to foster a climate that welcomes entrepreneurs and innovation. Without the ability to rapidly iterate over new
business models, it will be impossible for firms to discover what the market opportunities are. The proposed rules

17. BitLicense Proposal § 200.2(n)(5).

18. BitLicense Proposal & 200.2(m).

19. See Bernstein v. US Department of Justice, 176 F.3d 1132 (1999) (finding that software source code is speech protected by the First
Amendment and government restrictions on its publication are unconstitutional).

20. See Filecoin: A Cryptocurrency Operated File Storage Network (White Paper, July 15, 2014), http://filecoin.io/filecoin.pdf.

21. “Minimum viable product,” Wikipedia, https://en.wikipedia.org/wiki/Minimum_viable product. Accessed August 12, 2014.
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do not take this need into account. A balanced approach is needed to ensure that new virtual currency firms do
not have the same compliance expenses that the world’s largest financial firms have on day one of their existence.

One approach to striking this balance would be to create a regulatory “on-ramp” for startups. The framework
could exempt, under section 200.3(c), firms that process less than $5 million annually in virtual currencies or that
hold for safekeeping less than $1 million at a time. New applicants could also be offered a safe harbor that would
allow them to operate while their license applications are pending as long as they register with federal money
laundering authorities, certify that they are well capitalized, and don’t attract consumer complaints. The depart-
ment could also require small firms to clearly disclose their probationary status and post a standard bond pegged
to the volume of business they do.

More general antifraud provisions of law would continue to protect the public from deliberate malfeasance by
startups even if they are operating under the on-ramp exemption. As a result, this on-ramp would facilitate experi-
mentation with new ideas without posing significant risk to consumers.

Il. BITLICENSE MUST BE NO MORE BURDENSOME THAN MONEY TRANSMISSION LICENSING

One of the main reasons for developing a new BitLicense framework is that the existing money transmitter licens-
ing framework, which might otherwise have applied to virtual currency businesses, did not take into account
the unique characteristics of virtual currencies. As a result, its application could have hampered new financial
innovation and the development of the nascent virtual currency industry. If it is to meet this goal, however, the
new BitLicense cannot be more burdensome in its requirements for virtual currency businesses than the existing
money transmitter licensing framework would be. We have already noted some serious disparities above. Below
we outline several other ways in which BitLicensees potentially face an uneven playing field relative to money
transmitters.

1. Businesses should only be required to acquire one license

At the outset, we should note that it is not clear whether a BitLicense is required of virtual currency businesses
instead of a money transmitter license or in addition to such a license. While the department’s intention is no doubt
the former, it should clarify this question to avoid any confusion.

New York law requires that anyone engaged in “the business of receiving money for transmission or transmitting
the same” must have a license issued by the superintendent.?? Courts are increasingly coming to the conclusion
that virtual currencies such as Bitcoin qualify as “money” under various statutory definitions.?® The department
should therefore clarify that a BitLicense satisfies the statutory licensing requirement for money transmission.

2. Requirement to submit fingerprints of all employees is onerous

Pursuant to New York Banking Law Section 22, applicants for money transmitter licenses must submit fingerprints
with their application.? In contrast, applicants for a BitLicense must submit not just their fingerprints, but also
those of “each Principal Officer, Principal Stockholder, and Principal Beneficiary of the applicant, as applicable,
and for all individuals to be employed by the applicant,” as well as a photograph of each person.?® This has the
potential to be an unnecessary burden on virtual currency businesses.

22. New York Banking Law & 641.

23. See Securities and Exchange Commission v. Shavers, No. 4:13-CV-416 (E.D. Tex. Aug. 6, 2013) & United States vs. Ross William
Ulbricht, No. 1:14-CR-00068 (S.D.N.Y. July 9, 2014) (each finding that bitcoins qualify as “money” for purposes for the statutes being
enforced in each case).

24. To require two licenses would make it essentially impossible for small- to medium-sized entrepreneurs to enter the market.

25. New York Banking Law § 22.

26. BitLicense Proposal § 200.4(a)(5).
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Some Virtual Currency firms will be startups with a few dozen employees, many of whom will be graphic designers,
web developers, receptionists, and the like and will have no influence over, or relation to, the company’s financial
soundness. Requiring that all employees submit to identification requirements will be a burden on such small
businesses. On the other hand, it is conceivable that some very large companies, such as Facebook or Google, will
enter the virtual currency business. As written today, the proposed rules would require that their thousands of
employees submit fingerprints and photographs.

The better approach would be to maintain as much parity as possible with the requirements of a money transmit-
ter license. Only applicants should be required to submit fingerprints.

3. Capital requirements create an uneven playing field relative to money transmitters

Section 200.8 of the proposed framework sets forth a minimum capital requirement for BitLicensees. This is in
addition to the requirement that licensees have full reserves to cover any Virtual Currency deposits held in custody
for customers, and in addition to the requirement that licensees maintain abond or trust account for the benefit of
its customers.?” Money transmission licensees have no such minimum capital requirement, putting BitLicensees
at a relative disadvantage.

In many ways, the proposed BitLicense lumps together into one regime requirements that normally apply indi-
vidually to banks, money transmitters, broker-dealers, and possibly other institutions. This means that to hold
a BitLicense, a company needs to, for example, set aside capital (banks and broker-dealers), collect customer
information (banks), post a bond and not lend customer funds (money transmitters), and disclose risk factors
to customers (broker-dealers). We are aware of no other financial product regulatory scheme that applies all of
these requirements to a single business activity. This is potentially quite onerous and may inhibit entrepreneur-
ship in the virtual currency space. To the extent possible, requirements should share as much parity as possible
with money transmission licensing.

BitLicensees would also be permitted to invest their retained profits in only certain approved investments denomi-
nated in United States dollars.?® Not only would this prevent licensees from investing in the very virtual curren-
cies on which their businesses are based, but it also forecloses any number of other safe investment vehicles. For
example, a European company that acquires a BitLicense would not be permitted to invest in Euro-denominated
German government bonds. Transmitter of money licensees face no such restrictions, putting BitLicensees at a
relative disadvantage. Instead, what constitutes a permissible investment for money transmitters is based on the
market value or net carrying value of their investments.?” The requirement is simply that these investments must
be equal to at least the aggregate amount of all outstanding payment instruments and traveler’s checks® and the
market value must be at least 80 percent of the net carrying value.®

Through full reserve requirements, bonding, and flexible permissible investment requirements, the department
can accomplish its goal of protecting consumers from unsound businesses while at the same time fostering a
level playing field among regulated entities. It should modify its capital requirement and permissible investment
requirements to match the more reasonable ones faced by money transmitters.

4. Some requirements do not seem cabined to financial transactions

The department’s authority to regulate Virtual Currency firms stems from New York’s Banking Law,
which gives the superintendent the authority to supervise and regulate financial products and servic-
es.’? The proposed regulatory framework, however, has certain requirements that seem to stray beyond

27. BitLicense Proposal § 200.9.

28. BitLicense Proposal & 200.8(b).

29. New York Banking Law § 651

30. /d.

31 /d.

32. New York Financial Services Law § 302.
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these bounds. And these proposed requirements for BitLicensees are not similarly applicable to licensed
money transmitters.

First, while applicants for transmission of money licenses must submit to the department their written policies
and procedures related to money transmission and AML,* applicants for a BitLicense are required to submit all
written policies and procedures for the firm—not just those related to virtual currency operations.* This disparate
treatment is onerous and there is little discernable justification for it. The requirement for BitLicense applicants
should be limited to policies related to their Virtual Currency Business Activity and AML.

Second, a similar disparity exists when it comes to access of books and records. Both licensed money transmit-
ters (under current law) and BitLicense holders (under the proposed framework) must grant to the department
access to their books and records. However, in the case of money transmitters the department’s access is limited
to records relating to money transmission.* In contrast, there is no limitation to the type of record to which BitLi-
censees must grant the department immediate access.*® This disparity can be remedied by limiting the records
to which the department may demand immediate access to records related to Virtual Currency Business Activity
and AML. To the extent the department requires access to other records in the course of an investigation or oth-
erwise, it can always obtain that access through a subpoena or warrant.

5. BitLicense anti-money laundering requirements reach much further than money
transmitter license

To obtain alicense, money transmitters must simply demonstrate that they have an anti-money laundering program
that complies with applicable federal anti-money laundering laws.*” In contrast, BitLicensees have very specific
requirements that exceed simply meeting federal requirements. For example, they must report transactions thatin
the aggregate exceed $10,000 in one day by one person and notify the department within 24 hours,* and they must
identify all parties to a transaction (as discussed above), which is not required of money service businesses. There
is also a new state suspicious activity reporting requirement that goes beyond the federal requirements.* These
requirements are incredibly onerous on Virtual Currency firms, especially if other states take New York’s lead and
implement similar requirements. Again, these additional requirements put BitLicensees at a relative disadvantage
to money transmitters, as well as other firms, with no discernable justification for the increased regulation.

6. Department should clarify chartered banks exemption

A plain reading of section 200.3(c)(1) suggests that traditional banks licensed to operate in New York may legally
engage in Virtual Currency Business Activity if they receive the approval of the superintendent and that such
banks are exempt from the provisions of the BitLicense, such as the prohibition on keeping less than 100 percent
reserves under section 200.9. Nevertheless, this laudable exemption raises two matters that deserve clarification.

First, under what terms will the superintendent offer approval to persons chartered under the New York Bank-
ing Law to engage in Virtual Currency Business Activity? Banks are already subject to such extensive scrutiny
that additional review of their Virtual Currency plans seems excessive. The framework should instead reverse
the presumption and declare banks eligible to engage in Virtual Currency Business Activity without an additional
license unless specifically disallowed by the superintendent.

Second, itis important for the future of the Virtual Currency ecosystem that at least some entities are empowered
to hold deposits at fractional reserve. A plain reading of the section suggests that banks, in view of their charter

33. Money Transmitter License Application Instructions, §8 E & K, http://www.dfs.ny.gov/banking/ialfmti.htm.
34. BitLicense Proposal § 200.4(a)(10).

35. 3 New York Codes, Rules, and Regulations § 406.9(c)

36. BitLicense Proposal § 200.12(b).

37. 3 New York Codes, Rules, and Regulations § 416.

38. BitLicense Proposal § 200.15(d)(2).

39. BitLicense Proposal & 200.15(d)(3).
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under the Banking Law and not under this framework, are not bound by the custodial limitations set out in sec-
tion 200.9. If that were not the case, it would raise serious concerns.

CONCLUSION

To ensure that the final regulations do the most they can to protect virtual currency innovation while also protect-
ing consumers, we urge the department to solicit a second round of comments once it incorporates the changes
resulting from the current round. Although the New York State Administrative Procedures Act does not require
a second round, additional engagement with stakeholders will produce better regulations than one round alone.
An additional 45-day window for comments should be sufficient for commenters to suggest final changes to the
new draft regulations.

As we have noted, the current draft regulations miss the mark in two ways. First, although they laudably take into
account some of the unique characteristics of virtual currency firms, they do not accommodate some other impor-
tant aspects of new cryptocurrency technology. We have suggested some ways in which the proposed regulations
could be improved in this regard. Second, BitLicense compliance should be no more burdensome than that of
transmission of money licenses. We have noted several of the differences between these two kinds of licenses, and
we ask the department to reconsider those aspects that make the virtual currency regulations more burdensome.

Again, we congratulate Superintendent Lawsky and the Department of Financial Services for their forward think-
ing, their willingness to engage the virtual currency community, and their hard work on these regulations. With the
changes we have outlined, New York is sure to become a major hub for virtual currency innovation. But New York
is not the only jurisdiction competing to capture the benefits of such innovation. The United Kingdom is evaluat-
ing virtual currencies with an eye toward wooing new firms. “With the right backing from government, I believe
we can make London the fintech capital of the world,” said U.K. Finance Minister George Osborne.*’ Therefore,
we urge the department to carefully consider the right balance between consumer protection and innovation.

40. Matt Clinch & Katrina Bishop, “London Aims to Become a Bitcoin Hub,” CNBC, August 6, 2014, http://www.cnbc.com/id
/101897995.
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NEW YORK STATE
DEPARTMENT OF FINANCIAL SERVICES
PROPOSED

NEW YORK CODES, RULES AND REGULATIONS

TITLE 23. DEPARTMENT OF FINANCIAL SERVICES
CHAPTER I. REGULATIONS OF THE SUPERINTENDENT OF FINANCIAL SERVICES

PART 200. VIRTUAL CURRENCIES

Statutory Authority: Financial Services Law, sections 102,104, 201, 206, 301, 302, 309, and 408

Section 200.1 Introduction

This Part contains regulations relating to the conduct of business involving Virtual Currency, as defined herein,

in accordance with the superintendent’s powers pursuant to the above-stated authority.





Section 200.2 Definitions

For purposes of this Part only, the following definitions shall apply:

@ Affiliate means any Person that directly or indirectly controls, is controlled by, or is under common
control with, another Person;

(b) Cyber Security Event means any act or attempt, successful or unsuccessful, to gain unauthorized access
to, disrupt, or misuse a Licensee’s electronic systems or information stored on such systems;

(© Department means the New York State Department of Financial Services;

(d) Fiat Currency means government-issued currency that is designated as legal tender in its country of
issuance through government decree, regulation, or law;

(e Licensee means any Person duly licensed by the superintendent pursuant to this Part;

()] New York means the State of New York;

(9) New York Resident means any Person that resides, is located, has a place of business, or is conducting
business in New York;

(h) Person means an individual, partnership, corporation, association, joint stock association, trust, or other
business combination or entity, however organized,

Q) Principal Officer means an executive officer of an entity, including, but not limited to, the chief
executive, financial, operating, and compliance officers, president, general counsel, managing partner, general
partner, controlling partner, and trustee, as applicable;

() Principal Stockholder means any Person that directly or indirectly owns, controls, or holds with power
to vote ten percent or more of any class of outstanding capital stock of a corporate entity or possesses the power
to direct or cause the direction of the management or policies of the entity;

(k) Principal Beneficiary means any Person entitled to ten percent or more of the benefits of a trust;





M Transmission means the transfer, by or through a third party, of Virtual Currency from one Person to
another Person, including the transfer from the account or storage repository of one Person to the account or
storage repository of another Person;
(m)  Virtual Currency means any type of digital unit that is used as a medium of exchange or a form of
digitally stored value or that is incorporated into payment system technology. Virtual Currency shall be broadly
construed to include digital units of exchange that (i) have a centralized repository or administrator; (ii) are
decentralized and have no centralized repository or administrator; or (iii) may be created or obtained by
computing or manufacturing effort. Virtual Currency shall not be construed to include digital units that are used
solely within online gaming platforms with no market or application outside of those gaming platforms, nor
shall Virtual Currency be construed to include digital units that are used exclusively as part of a customer
affinity or rewards program, and can be applied solely as payment for purchases with the issuer and/or other
designated merchants, but cannot be converted into, or redeemed for, Fiat Currency;
(n)  Virtual Currency Business Activity means the conduct of any one of the following types of activities
involving New York or a New York Resident:

1) receiving Virtual Currency for transmission or transmitting the same;

(2)  securing, storing, holding, or maintaining custody or control of Virtual Currency on behalf of others;

3) buying and selling Virtual Currency as a customer business;

4) performing retail conversion services, including the conversion or exchange of Fiat Currency or
other value into Virtual Currency, the conversion or exchange of Virtual Currency into Fiat Currency or other
value, or the conversion or exchange of one form of Virtual Currency into another form of Virtual Currency; or

(5) controlling, administering, or issuing a Virtual Currency.

Statutory Authority: Financial Services Law, sections 102, 201, 301, and 302





Section 200.3 License
(@) License required. No Person shall, without a license obtained from the superintendent as provided in
this Part, engage in any Virtual Currency Business Activity.
(b) Unlicensed agents prohibited. Each Licensee is prohibited from conducting any Virtual Currency
Business Activity through an agent or agency arrangement when the agent is not a Licensee.
(© Exemption from licensing requirements. The following Persons are exempt from the licensing
requirements otherwise applicable under this Part:

1) Persons that are chartered under the New York Banking Law to conduct exchange services and are
approved by the superintendent to engage in Virtual Currency Business Activity; and

@) merchants and consumers that utilize Virtual Currency solely for the purchase or sale of goods or

services.

Statutory Authority: Financial Services Law, sections 102, 201, 301, and 302





Section 200.4 Application
€)) Application for a license required under this Part shall be in writing, under oath, and in a form
prescribed by the superintendent, and shall contain the following:

Q) the exact name of the applicant, including any doing business as (DBA) name, the form of
organization, the date of organization, and the jurisdiction where organized or incorporated;

@) a list of all of the applicant’s Affiliates and an organization chart illustrating the relationship among
the applicant and such Affiliates;

3) a list of, and detailed biographical information for, each individual applicant and each director,
Principal Officer, Principal Stockholder, and Principal Beneficiary of the applicant, as applicable, including
such individual’s name, physical and mailing addresses, and information and documentation regarding their
personal history, experience, and qualification, which shall be accompanied by a form of authority, executed by
such individual, to release information to the Department;

4) a background report prepared by an independent investigatory agency acceptable to the
superintendent for each individual applicant, and each Principal Officer, Principal Stockholder, and Principal
Beneficiary of the applicant, as applicable;

(5) for each individual applicant, and each Principal Officer, Principal Stockholder, and Principal
Beneficiary of the applicant, as applicable, and for all individuals to be employed by the applicant: (i) a set of
completed fingerprints, or a receipt indicating the vendor (which vendor must be acceptable to the
superintendent) at which, and the date when, the fingerprints were taken, for submission to the State Division of
Criminal Justice Services and the Federal Bureau of Investigation; (ii) if applicable, such processing fees as
prescribed by the superintendent; and (iii) two portrait-style photographs of the individuals measuring not more

than two inches by two inches;





(6) an organization chart of the applicant and its management structure, including its Principal Officers
or senior management, indicating lines of authority and the allocation of duties among its Principal Officers or
senior management;

(7) a current financial statement for the applicant and each Principal Officer, Principal Stockholder, and
Principal Beneficiary of the applicant, as applicable, and a projected pro forma balance sheet and income and
expense statement for the next year of the applicant’s operation;

(8) a description of the proposed, current, and historical business of the applicant, including detail on the
products and services provided and to be provided, all associated website addresses, the jurisdictions in which
the applicant is engaged in business, the principal place of business, the primary market of operation, the
projected customer base, any specific marketing targets, and the physical address of any operation in New York;

9) details of all banking arrangements;

(10)  all written policies and procedures, including those required by this Part;

(11) an affidavit describing any administrative, civil, or criminal action, litigation, or proceeding before
any governmental agency, court, or arbitration tribunal and any existing, pending, or threatened action,
litigation, or proceeding against the applicant or any of its directors, Principal Officers, Principal Stockholders,
and Principal Beneficiaries, as applicable, including the names of the parties, the nature of the proceeding, and
the current status of the proceeding;

(12) if applicable, a copy of any insurance policies maintained for the benefit of the applicant, its
directors or officers, or its customers;

(13) an explanation of the methodologies used to calculate the value of Virtual Currency in Fiat
Currency; and

(14)  such other additional information as the superintendent may require.





(b) As part of such application, the applicant shall demonstrate that it will be compliant with all of the
requirements of this Part upon licensing.
(© The superintendent may permit that any application for a license under this Part, or any other submission

required by this Part, be made or executed by electronic means.

Statutory authority: Financial Services Law, sections 102, 201, 202, 301, and 302





Section 200.5 Application fees

As part of an application for licensing under this Part, each applicant must submit an initial application fee, in
an amount prescribed by the superintendent, to cover the cost of processing the application, reviewing
application materials, and investigating the financial condition and responsibility, financial and business
experience, and character and general fitness of the applicant. If the application is denied or withdrawn, such
fee shall not be refunded. Each Licensee may be required to pay fees to the Department to process additional

applications related to the license.

Statutory authority: Financial Services Law, sections 202, 206, 301, 302, and 304-a; State Administrative

Procedures Act, section 102
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Section 200.6 Action by superintendent

€)) Generally. Upon the filing of an application for licensing under this Part, payment of the required fee,
and demonstration by the applicant of its ability to comply with the provisions of this Part, the superintendent
shall investigate the financial condition and responsibility, financial and business experience, and character and
general fitness of the applicant. If the superintendent finds these qualities are such as to warrant the belief that
the applicant’s business will be conducted honestly, fairly, equitably, carefully, and efficiently within the
purposes and intent of this Part, and in a manner commanding the confidence and trust of the community, the
superintendent shall advise the applicant in writing of his or her approval of the application, and shall issue to
the applicant a license to conduct Virtual Currency Business Activity, subject to the provisions of this Part and
such other conditions as the superintendent shall deem appropriate; or the superintendent may deny the
application.

(b) Approval or denial of application. The superintendent shall approve or deny every application for a
license hereunder within 90 days from the filing of an application deemed by the superintendent to be complete.
Such period of 90 days may be extended at the discretion of the superintendent for such additional reasonable
period of time as may be required to enable compliance with this Part. A license issued pursuant to this Part
shall remain in full force and effect until it is surrendered by the Licensee or revoked or suspended as provided
in this Part.

(© Suspension or revocation of license. The superintendent may suspend or revoke a license issued under
this Part on any ground on which the superintendent might refuse to issue an original license, for a violation of
any provision of this Part, for good cause shown, or for failure of the Licensee to pay a judgment, recovered in
any court, within or without this State, by a claimant or creditor in an action arising out of, or relating to, the
Licensee’s Virtual Currency Business Activity, within thirty days after the judgment becomes final or within

thirty days after expiration or termination of a stay of execution thereon; provided, however, that if execution on

11





the judgment is stayed, by court order or operation of law or otherwise, then proceedings to suspend or revoke
the license (for failure of the Licensee to pay such judgment) may not be commenced by the superintendent
during the time of such stay, and for thirty days thereafter. “Good cause” shall exist when a Licensee has
defaulted or is likely to default in performing its obligations or financial engagements or engages in unlawful,
dishonest, wrongful, or inequitable conduct or practices that may cause harm to the public.

(d) Hearing. No license issued under this Part shall be revoked or suspended except after a hearing thereon.
The superintendent shall give a Licensee no less than ten days’ written notice of the time and place of such
hearing by registered or certified mail addressed to the principal place of business of such Licensee. Any order
of the superintendent suspending or revoking such license shall state the grounds upon which it is based and be
sent by registered or certified mail to the Licensee at its principal place of business as shown in the records of
the Department.

(e Preliminary injunction. The superintendent may, when deemed by the superintendent to be in the public
interest, seek a preliminary injunction to restrain a Licensee from continuing to perform acts that violate any
provision of this Part, the Financial Services Law, Banking Law, or Insurance Law.

)] Preservation of powers. Nothing in this Part shall be construed as limiting any power granted to the
superintendent under any other provision of the Banking Law, Insurance Law, or Financial Services Law,
including any power to investigate possible violations of law, rule, or regulation or to impose penalties or take

any other action against any Person for violation of such laws, rules, or regulations.

Statutory Authority: Financial Services Law, sections 102, 301, 302, 305, and 309
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Section 200.7 Compliance

€)) Generally. Each Licensee is required to comply with all applicable federal and state laws, rules, and
regulations.

(b) Compliance officer. Each Licensee shall designate a qualified individual or individuals responsible for
coordinating and monitoring compliance with this Part and all other applicable federal and state laws, rules, and
regulations.

(© Compliance policy. Each Licensee shall maintain and enforce written compliance policies, including
policies with respect to anti-fraud, anti-money laundering, cyber security, privacy and information security, and
any other policy required under this Part, which must be reviewed and approved by the Licensee’s board of

directors or an equivalent governing body.

Statutory Authority: Financial Services Law, sections 102, 301, and 302
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Section 200.8 Capital requirements

€)) Each Licensee shall maintain at all times such capital as the superintendent determines is sufficient to
ensure the financial integrity of the Licensee and its ongoing operations. In determining the minimum amount
of capital that must be maintained by a Licensee, the superintendent will consider a variety of factors, including
but not limited to:

1) the composition of the Licensee’s total assets, including the position, size, liquidity, risk exposure,
and price volatility of each type of asset;

@) the composition of the Licensee’s total liabilities, including the size and repayment timing of each
type of liability;

3) the actual and expected volume of the Licensee’s Virtual Currency Business Activity;

4) whether the Licensee is already licensed or regulated by the superintendent under the Financial
Services Law, Banking Law, or Insurance Law, or otherwise subject to such laws as a provider of a financial
product or service, and whether the Licensee is in good standing in such capacity;

(5) the amount of leverage employed by the Licensee;

(6) the liquidity position of the Licensee; and

(7)  the financial protection that the Licensee provides for its customers through its trust account or bond.
(b) Each Licensee shall be permitted to invest its retained earnings and profits in only the following high-
quality, investment-grade permissible investments with maturities of up to one year and denominated in United
States dollars:

1) certificates of deposit issued by financial institutions that are regulated by a United States federal or
state regulatory agency;

(2 money market funds;

(3) state or municipal bonds;
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4) United States government securities; or

(5) United States government agency securities.

Statutory Authority: Financial Services Law, sections 102, 202, 301, and 302
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Section 200.9 Custody and protection of customer assets

@) Each Licensee shall maintain a bond or trust account in United States dollars for the benefit of its
customers in such form and amount as is acceptable to the superintendent for the protection of the Licensee’s
customers.

(b) To the extent a Licensee secures, stores, holds, or maintains custody or control of Virtual Currency on
behalf of another Person, such Licensee shall hold Virtual Currency of the same type and amount as that which
is owed or obligated to such other Person.

(© Each Licensee is prohibited from selling, transferring, assigning, lending, hypothecating, pledging, or
otherwise using or encumbering assets, including Virtual Currency, held, stored, or maintained by, or under the

custody or control of, such Licensee on behalf of another Person.

Statutory Authority: Financial Services Law, sections 102, 202, 301, and 302
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Section 200.10 Material change to business

(@) Each Licensee must obtain the superintendent’s prior written approval for any plan or proposal to
introduce or offer a new product, service, or activity, or to make a material change to an existing product,
service, or activity, involving New York or New York Residents.

(b) A “material change” may occur where:

1) a change is proposed to an existing product, service, or activity that may cause such product, service,
or activity to be materially different from that previously listed on the application for licensing by the
superintendent;

@) the proposed change may raise a legal or regulatory issue about the permissibility of the product,
service, or activity; or

3) the proposed change may raise safety and soundness or operational concerns.

(©) The Licensee shall submit a written plan describing the proposed material change, including a detailed
description of the business operations, compliance policies, and the impact on the overall business of the

Licensee, as well as such other information as requested by the superintendent.

Statutory Authority: Financial Services Law, sections 102, 202, 301, and 302
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Section 200.11 Change of control; mergers and acquisitions
(@) Change of Control. No action shall be taken, except with the prior written approval of the
superintendent, that may result in a change of control of a Licensee.

1) Prior to any change of control, the Person seeking to acquire control of a Licensee shall submit a
written application to the superintendent in a form and substance acceptable to the superintendent, including
detailed information about the applicant and all directors, Principal Officers, Principal Stockholders, and
Principal Beneficiaries of the applicant, as applicable.

@) For purposes of this Section, the term “control” means the possession, directly or indirectly, of the
power to direct or cause the direction of the management and policies of a Licensee whether through the
ownership of stock of such Licensee or the stock of any Person that possesses such power. Control shall be
presumed to exist if a Person, directly or indirectly, owns, controls, or holds with power to vote ten percent or
more of the voting stock of a Licensee or of any Person that owns, controls, or holds with power to vote ten
percent or more of the voting stock of such Licensee.

3) The superintendent shall approve or deny every application for a change of control of a Licensee
hereunder within 120 days from the filing of an application deemed by the superintendent to be complete. Such
period of 120 days may be extended by the superintendent, for good cause shown, for such additional
reasonable period of time as may be required to enable compliance with the requirements and conditions of this
Part.

4) In determining whether to approve a proposed change of control, the superintendent shall, among
other factors, take into consideration the public interest and the needs and convenience of the public.

(b) Mergers and Acquisitions. No action shall be taken, except with the prior written approval of the

superintendent, that may result in a merger or acquisition of all or a substantial part of the assets of a Licensee.
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1) Prior to any such merger or acquisition, an application containing a written plan of merger or
acquisition shall be submitted to the superintendent by the entities that are to merge or by the acquiring entity,
as applicable. Such plan shall be in form and substance satisfactory to the superintendent, and shall specify
each entity to be merged, the entity that is to receive into itself the merging entity, or the entity acquiring all or
substantially all of the assets of the Licensee, as applicable, and shall describe the terms and conditions of the
merger or acquisition and the mode of carrying it into effect.

@) The superintendent shall approve or deny a proposed merger or a proposed acquisition of all or a
substantial part of the assets of a Licensee within 120 days after the submission of the proposed plan to the
Department. Such period of 120 days may be extended by the superintendent, for good cause shown, for such
additional reasonable period of time as may be required to enable compliance with the requirements and
conditions of this Part.

3) In determining whether to so approve a proposed merger or acquisition, the superintendent shall,

among other factors, take into consideration the public interest and the needs and convenience of the public.

Statutory authority: Financial Services Law, sections 102, 202, 301, and 302
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Section 200.12 Books and records

€)) Each Licensee shall, in connection with its Virtual Currency Business Activity, make, keep, and
preserve all of its books and records in their original form or native file format for a period of at least ten years
from the date of their creation and in a condition that will allow the superintendent to determine whether the
Licensee is complying with all applicable laws, rules, and regulations. The books and records maintained by
each Licensee shall, without limitation, include:

1) for each transaction, the amount, date, and precise time of the transaction, any payment instructions,
the total amount of fees and charges received and paid to, by, or on behalf of the Licensee, and the names,
account numbers, and physical addresses of the parties to the transaction;

@) a general ledger containing all assets, liabilities, capital, income, expense accounts, and profit and
loss accounts;

3) bank statements and bank reconciliation records;

4) any statements or valuations sent or provided to customers and counterparties;

(5) records or minutes of meetings of the board of directors or an equivalent governing body;

(6) records demonstrating compliance with applicable state and federal anti-money laundering laws,
rules, and regulations, including customer identification and verification documents, records linking customers
to their respective accounts and balances, and a record of all compliance breaches;

(7) communications and documentation related to investigations of customer complaints and transaction
error resolution or concerning facts giving rise to possible violations of laws, rules, or regulations;

(8) all other records required to be maintained in accordance with this Part; and

9) all other records as the superintendent may require.

(b) Each Licensee shall provide the Department, upon request, immediate access to all facilities, books,

records, documents, or other information maintained by the Licensee or its Affiliates, wherever located.
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(o) Records of non-completed, outstanding, or inactive Virtual Currency accounts or transactions shall be
maintained for at least five years after the time when any such Virtual Currency has been deemed, under the

Abandoned Property Law, to be abandoned property.

Statutory authority: Financial Services Law, sections 102, 202, 301, 302, and 306
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Section 200.13 Examinations
€)) Each Licensee shall permit and assist the superintendent to examine the Licensee whenever in the
superintendent’s judgment such examination is necessary or advisable, but not less than once every two
calendar years, including, without limitation, to determine:

1) the financial condition of the Licensee;

@) the safety and soundness of the conduct of its business;

3 the policies of its management;

4) whether the requirements of laws, rules, and regulations have been complied with in the
administration of its affairs; and

(5) such other matters as the superintendent may determine, including, but not limited to, any activities
of the Licensee outside the State of New York if in the opinion of the superintendent such activities may affect
the Licensee's business involving New York or New York Residents.
(b) Each Licensee shall permit and assist the superintendent at any time to examine all of the Licensee’s
books, records, accounts, documents, and other information.
(© Each Licensee shall permit and assist the superintendent to make such special investigations as the
superintendent shall deem necessary to determine whether a Licensee has violated any provision of the
applicable laws, rules, or regulations and to the extent necessary shall permit and assist the superintendent to
examine all relevant facilities, books, records, accounts, documents, and other information.
(d) For the purpose of determining the financial condition of the Licensee or its safety and soundness
practices, the Licensee shall permit and assist the superintendent, when in the superintendent’s judgment it is

necessary or advisable, to examine an Affiliate of the Licensee.

Statutory authority: Financial Services Law, sections 102, 202, 301, and 302
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Section 200.14 Reports and financial disclosures

€)) Each Licensee shall submit to the superintendent quarterly financial statements within 45 days following
the close of the Licensee’s fiscal quarter in the form, and containing such information, as the superintendent
shall prescribe, including without limitation, the following information:

1) a statement of the financial condition of the Licensee, including a complete balance sheet, income
statement, profit and loss statement, statement of retained earnings, statement of net liquid assets, statement of
net worth, statement of cash flows, and statement of change in ownership equity;

@) a statement demonstrating compliance with any financial requirements established under this Part;

3) financial projections and strategic business plans;

4) a list of all off-balance sheet items;

(5) a chart of accounts, including a description of each account; and

(6) a report of permissible investments by the Licensee as permitted under this Part.

(b) Each Licensee shall submit audited annual financial statements, prepared in accordance with generally
accepted accounting principles, together with an opinion of an independent certified public accountant and an
evaluation by such accountant of the accounting procedures and internal controls of the Licensee within one
hundred and twenty days of its fiscal year end. All such annual financial statements shall include:

1) a statement of management’s responsibilities for preparing the Licensee’s annual financial
statements, establishing and maintaining adequate internal controls and procedures for financial reporting, and
complying with all applicable laws, rules, and regulations;

(2) an assessment by management of the Licensee’s compliance with such applicable laws, rules, and
regulations during the fiscal year covered by the financial statements, including management’s conclusion as to

whether the Licensee has complied with those laws, rules, and regulations during such period; and
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3 certification of the financial statements by an officer or director of the Licensee attesting to the truth
and correctness of those statements.
(© Each Licensee shall notify the superintendent in writing of any criminal action or insolvency proceeding
against the Licensee or any of its directors, Principal Stockholders, Principal Officers, and Principal
Beneficiaries, as applicable, immediately after the commencement of any such action or proceeding.
(d) Each Licensee shall notify the superintendent in writing of any proposed change to the methodology
used to calculate the value of Virtual Currency in Fiat Currency that was submitted to the Department in
accordance with Section 200.4 or this Subsection.
(e Each Licensee shall submit a report to the superintendent immediately upon the discovery of any
violation or breach of law, rule, or regulation related to the conduct of activity licensed under this Part.
()] Each Licensee shall make additional special reports to the superintendent, at such times and in such

form, as the superintendent shall prescribe.

Statutory authority: Financial Services Law, sections 102, 202, 301, 302, and 306
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Section 200.15 Anti-money laundering program

All values in United States dollars referenced herein must be calculated using the methodology to determine the
value of Virtual Currency in Fiat Currency that was approved by the Department under this Part.

(@) Each Licensee shall conduct an initial risk assessment that will consider legal, compliance, financial,
and reputational risks associated with the Licensee’s activities, services, customers, counterparties, and
geographic location and shall establish, maintain, and enforce an anti-money laundering program based thereon.
The Licensee shall conduct additional assessments on an annual basis, or more frequently as risks change, and
shall modify its anti-money laundering program as appropriate to reflect any such changes.

(b)  The anti-money laundering program shall, at a minimum:

1) provide for a system of internal controls, policies, and procedures designed to ensure ongoing
compliance with all applicable anti-money laundering laws, rules, and regulations;

2 provide for independent testing for compliance with, and the effectiveness of, the anti-money
laundering program to be conducted by qualified personnel of the Licensee or by a qualified outside party, at
least annually, the findings of which shall be summarized in a written report submitted to the superintendent;

3) designate a qualified individual or individuals in compliance responsible for coordinating and
monitoring day-to-day compliance with the anti-money laundering program; and

4) provide ongoing training for appropriate personnel to ensure they have a fulsome understanding of
anti-money laundering requirements and to enable them to identify transactions required to be reported and
maintain records required to be kept in accordance with this Part.

(© The anti-money laundering program shall include a written anti-money laundering policy reviewed and
approved by the Licensee's board of directors or equivalent governing body.
(d) Each Licensee, as part of its anti-money laundering program, shall maintain records and make reports in

the manner set forth below.
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1) Records of Virtual Currency transactions. Each Licensee shall maintain the following information
for all transactions involving the payment, receipt, exchange or conversion, purchase, sale, transfer, or
transmission of Virtual Currency: the identity and physical addresses of the parties involved, the amount or
value of the transaction, including in what denomination purchased, sold, or transferred, the method of payment,
the date(s) on which the transaction was initiated and completed, and a description of the transaction.

@) Reports on transactions. When a Licensee is involved in a transaction or series of transactions for
the receipt, exchange, conversion, purchase, sale, transfer, or transmission of Virtual Currency, in an aggregate
amount exceeding the United States dollar value of $10,000 in one day, by one Person, the Licensee shall notify
the Department, in a manner prescribed by the superintendent, within 24 hours.

3) Reporting of Suspicious Activity. Each Licensee shall monitor for transactions that might signify
money laundering, tax evasion, or other illegal or criminal activity and notify the Department, in a manner
prescribed by the superintendent, immediately upon detection of such a transaction(s).

Q) Each Licensee shall file Suspicious Activity Reports (“SARs”) in accordance with applicable
federal laws, rules, and regulations.

(i) Each Licensee that is not required to file SARs under federal law shall file with the
superintendent, in a form prescribed by the superintendent, reports of transactions that indicate a possible
violation of law or regulation within 30 days from the detection of the facts that constitute a need for filing.
Continuing suspicious activity shall be reviewed on an ongoing basis and a suspicious activity report shall be
filed within 120 days of the last filing describing continuing activity.

(e) No Licensee shall structure transactions, or assist in the structuring of transactions, to evade reporting
requirements under this Part.
M No Licensee shall engage in, facilitate, or knowingly allow the transfer or transmission of Virtual

Currency when such action will obfuscate the identity of an individual customer or counterparty. Nothing in
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this Section, however, shall be construed to require a Licensee to make available to the general public the fact
or nature of the movement of Virtual Currency by individual customers or counterparties.

(0) Each Licensee shall also maintain, as part of its anti-money laundering program, a customer
identification program.

1) Identification and verification of account holders. When opening an account for a customer, each
Licensee must, at a minimum, verify the customer’s identity, to the extent reasonable and practicable, maintain
records of the information used to verify such identity, including name, physical address, and other identifying
information, and check customers against the Specially Designated Nationals (“SDNs”) list maintained by the
Office of Foreign Asset Control (“OFAC”), a part of the U.S. Treasury Department. Enhanced due diligence
may be required based on additional factors, such as for high risk customers, high-volume accounts, or accounts
on which a suspicious activity report has been filed.

2 Enhanced due diligence for accounts involving foreign entities. Licensees that maintain accounts for
non-U.S. Persons and non-U.S. Licensees must establish enhanced due diligence policies, procedures, and
controls to detect money laundering, including assessing the risk presented by such accounts based on the
nature of the foreign business, the type and purpose of the activity, and the anti-money laundering and
supervisory regime of the foreign jurisdiction.

3) Prohibition on accounts with foreign shell entities. Licensees are prohibited from maintaining
relationships of any type in connection with their Virtual Currency Business Activity with entities that do not
have a physical presence in any country.

4) Identification required for large transactions. Each Licensee must require verification of
accountholders initiating transactions having a value greater than $3,000.

(h) Each Licensee shall demonstrate that it has risk-based policies, procedures, and practices to ensure, to

the maximum extent practicable, compliance with applicable regulations issued by OFAC.

27





0] Each Licensee shall have in place appropriate policies and procedures to block or reject specific or
impermissible transactions that violate federal or state laws, rules, or regulations.
() The individual(s) designated by the Licensee, pursuant to Subsection 200.15(b)(3), shall be responsible
for day-to-day operations of the anti-money laundering program and shall, at a minimum:

1) Monitor changes in anti-money laundering laws, including updated OFAC and SDN lists, and update
the program accordingly;

(2 Maintain all records required to be maintained under this Section;

3) Review all filings required under this Section before submission;

4) Escalate matters to the board of directors, senior management, or appropriate governing body and
seek outside counsel, as appropriate;

(5) Provide periodic reporting, at least annually, to the board of directors, senior management, or
appropriate governing body; and

(6) Ensure compliance with relevant training requirements.

Statutory authority: Financial Services Law, sections 201, 202, 302, and 404
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Section 200.16 Cyber security program

(@) Generally. Each Licensee shall establish and maintain an effective cyber security program to ensure the

availability and functionality of the Licensee’s electronic systems and to protect those systems and any sensitive

data stored on those systems from unauthorized access, use, or tampering. The cyber security program shall be

designed to perform the following five core cyber security functions:

1) identify internal and external cyber risks by, at a minimum, identifying the information stored on the

Licensee’s systems, the sensitivity of such information, and how and by whom such information may be
accessed;

@) protect the Licensee’s electronic systems, and the information stored on those systems, from
unauthorized access, use, or other malicious acts through the use of defensive infrastructure and the
implementation of policies and procedures;

3) detect systems intrusions, data breaches, unauthorized access to systems or information, malware,
and other Cyber Security Events;

4) respond to detected Cyber Security Events to mitigate any negative effects; and

(5) recover from Cyber Security Events and restore normal operations and services.

(b) Policy. Each Licensee shall implement a written cyber security policy setting forth the Licensee’s

policies and procedures for the protection of its electronic systems and customer and counterparty data stored on

those systems, which shall be reviewed and approved by the Licensee’s board of directors or equivalent
governing body at least annually. The cyber security policy must address the following areas:

1) information security;

(2) data governance and classification;

3) access controls;

4) business continuity and disaster recovery planning and resources;
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5) capacity and performance planning;

(6) systems operations and availability concerns;

(7) systems and network security;

(8) systems and application development and quality assurance;

)] physical security and environmental controls;

(10)  customer data privacy;

(11) vendor and third-party service provider management;

(12) monitoring and implementing changes to core protocols not directly controlled by the Licensee, as
applicable; and

(13) incident response.
(©) Chief Information Security Officer. Each Licensee shall designate a qualified employee to serve as the
Licensee’s Chief Information Security Officer (“CISO”) responsible for overseeing and implementing the
Licensee’s cyber security program and enforcing its cyber security policy.
(d) Reporting. Each Licensee shall submit to the Department a report, prepared by the CISO and presented
to the Licensee’s board of directors or equivalent governing body, at least annually, assessing the availability,
functionality, and integrity of the Licensee’s electronic systems, identifying relevant cyber risks to the Licensee,
assessing the Licensee’s cyber security program, and proposing steps for the redress of any inadequacies
identified therein.
(e Audit. Each Licensee’s cyber security program shall, at a minimum, include audit functions as set forth

below.

1) Penetration testing. Each Licensee shall conduct penetration testing of its electronic systems, at least

annually, and vulnerability assessment of those systems, at least quarterly.

(2)  Audit trail. Each Licensee shall maintain audit trail systems that:
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Q) track and maintain data that allows for the complete and accurate reconstruction of all financial
transactions and accounting;

(i) protect the integrity of data stored and maintained as part of the audit trail from alteration or
tampering;

(iii)  protect the integrity of hardware from alteration or tampering, including by limiting access
permissions to hardware, enclosing hardware in locked cages, and maintaining logs of physical access to
hardware that allows for event reconstruction;

(iv)  log system events including, at minimum, access and alterations made to the audit trail systems
by the systems or by an authorized user, and all system administrator functions performed on the systems; and

(V) maintain records produced as part of the audit trail for a period of ten years in accordance with
the recordkeeping requirements set forth in this Part.

3) Source code reviews. Each Licensee shall have an independent, qualified third party conduct a
source code review of any internally developed proprietary software used in the Licensee’s business operations,
at least annually.

)] Personnel and Intelligence. Each Licensee shall:

1) employ cyber security personnel adequate to manage the Licensee’s cyber security risks and to
perform the core cyber security functions specified in Subsection 200.16(a)(1)-(5);

@) provide and require cyber security personnel to attend regular cyber security update and training
sessions; and

(3) require key cyber security personnel to take steps to stay abreast of changing cyber security threats

and countermeasures.

Statutory Authority: Financial Services Law, sections 102, 202, 301, and 302
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Section 200.17 Business continuity and disaster recovery

€)) Each Licensee shall establish and maintain a written business continuity and disaster recovery
(“BCDR”) plan reasonably designed to ensure the availability and functionality of the Licensee’s services in the
event of an emergency or other disruption to the Licensee’s normal business activities. The BCDR plan, at
minimum, shall:

1) identify documents, data, facilities, infrastructure, personnel, and competencies essential to the
continued operations of the Licensee’s business;

@) identify the supervisory personnel responsible for implementing each aspect of the BCDR plan;

3) include a plan to communicate with essential Persons in the event of an emergency or other
disruption to the operations of the Licensee, including employees, counterparties, regulatory authorities, data
and communication providers, disaster recovery specialists, and any other Persons essential to the recovery of
documentation and data and the resumption of operations;

4) include procedures for the maintenance of back-up facilities, systems, and infrastructure as well as
alternative staffing and other resources to enable the timely recovery of data and documentation and to resume
operations as soon as reasonably possible following a disruption to normal business activities;

(5) include procedures for the back-up or copying, with sufficient frequency, of documents and data
essential to the operations of the Licensee and storing of the information off site; and

(6) identify third parties that are necessary to the continued operations of the Licensee’s business.

(b) Each Licensee shall distribute a copy of the BCDR plan, and any revisions thereto, to all relevant
employees and shall maintain copies of the BCDR plan at one or more accessible off-site locations.
(© Each Licensee shall provide relevant training to all employees responsible for implementing the BCDR

plan regarding their roles and responsibilities.
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(d) Each Licensee shall promptly notify the superintendent of any emergency or other disruption to its
operations that may affect its ability to fulfill regulatory obligations or that may have a significant adverse effect
on the Licensee, its counterparties, or the market.

(e) The BCDR plan shall be tested at least annually by qualified, independent internal personnel or a

qualified third party, and revised accordingly.

Statutory Authority: Financial Services Law, sections 102, 202, 301, and 302
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Section 200.18 Advertising and marketing

@) Each Licensee engaged in Virtual Currency Business Activity shall not advertise its products, services,
or activities in New York or to New York Residents without including the name of the Licensee and the legend
that such Licensee is “Licensed to engage in Virtual Currency Business Activity by the New York State
Department of Financial Services.”

(b) Each Licensee shall maintain, for examination by the superintendent, all advertising and marketing
materials, including but not limited to print media, internet media (including websites), radio and television
advertising, road show materials, presentations, and brochures. Each Licensee shall maintain hard copy,
website captures, and audio and video scripts of its advertising and marketing materials, as applicable.

(©) In all advertising and marketing materials, each Licensee shall comply with all disclosure requirements
under federal and state laws, rules, and regulations.

(d) In all advertising and marketing materials, each Licensee and any person or entity acting on its behalf,

shall not, directly or by implication, make any false, misleading, or deceptive representations or omissions.

Statutory authority: Financial Services Law, sections 102, 202, 301, and 302
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Section 200.19 Consumer protection

(@) Disclosure of material risks. As part of establishing a relationship with a customer, and prior to entering
into an initial transaction for, on behalf of, or with such customer, each Licensee shall disclose in clear,
conspicuous, and legible writing in the English language and in any other predominant language spoken by the
customers of the Licensee, all material risks associated with its products, services, and activities and Virtual
Currency generally, including at a minimum, the following:

1) virtual currency is not legal tender, is not backed by the government, and accounts and value
balances are not subject to Federal Deposit Insurance Corporation or Securities Investor Protection Corporation
protections;

@) legislative and regulatory changes or actions at the state, federal, or international level may adversely
affect the use, transfer, exchange, and value of Virtual Currency;

3) transactions in Virtual Currency are generally irreversible, and, accordingly, losses due to fraudulent
or accidental transactions may not be recoverable;

4) some Virtual Currency transactions shall be deemed to be made when recorded on a “block chain”
ledger, which is not necessarily the date or time that the customer initiates the transaction;

(5)  thevalue of Virtual Currency is derived from the continued willingness of market participants to
exchange Fiat Currency for Virtual Currency, which may result in the potential for permanent and total loss of
value of a particular Virtual Currency should the market for that Virtual Currency disappear;

(6) there is no assurance that a Person who accepts a Virtual Currency as payment today will continue to
do so in the future;

(7) the volatility and unpredictability of the price of Virtual Currency relative to Fiat Currency may
result in significant loss or tax liability over a short period of time;

(8) the nature of Virtual Currency may lead to an increased risk of fraud or cyber attack;
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9 the nature of Virtual Currency means that any technological difficulties experienced by the Licensee
may prevent the access or use of a customer’s Virtual Currency; and

(10) any bond or trust account for the benefit of customers may not be sufficient to cover any and all
losses incurred by customers.
(b) Disclosure of general terms and conditions. When opening an account for a new customer, and prior to
entering into an initial transaction for, on behalf of, or with such customer, each Licensee shall disclose in clear,
conspicuous, and legible writing in the English language and in any other predominant language spoken by the
customers of the Licensee, all relevant terms and conditions associated with its products, services, and activities
and Virtual Currency generally, including at a minimum, the following, as applicable:

1) the customer’s liability for unauthorized Virtual Currency transactions;

@) the customer’s right to stop payment of a preauthorized Virtual Currency transfer and the procedure
to initiate such a stop-payment order;

3) the Licensee’s liability to the customer under any applicable federal or state laws, rules, or
regulations;

4) under what circumstances the Licensee will, absent a court or government order, disclose
information concerning the customer’s account to third parties;

(5) the customer’s right to receive periodic account statements and valuations from the Licensee;

(6) the customer’s right to receive a receipt, trade ticket, or other evidence of a transaction;

(7) the customer’s right to prior notice of a change in the Licensee’s rules or policies; and

(8) such other disclosures as are customarily given in connection with the opening of customer accounts.
(© Disclosures of the terms of transactions. Prior to each transaction in Virtual Currency, for, on behalf of,
or with a customer, each Licensee shall furnish to each such customer a written disclosure in clear, conspicuous,

and legible writing in the English language and in any other predominant language spoken by the customers of
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the Licensee, containing the terms and conditions of the transaction, which shall include, at a minimum, to the
extent applicable:

Q) the amount of the transaction;

@) any fees, expenses, and charges borne by the customer, including applicable exchange rates;

3 the type and nature of the Virtual Currency transaction;

4) a warning that once executed the transaction may not be undone, if applicable; and

5) such other disclosures as are customarily given in connection with a transaction of this nature.
(d) Acknowledgement of disclosures. Each Licensee shall ensure that all disclosures required in this
Section are acknowledged as received by customers.
(e Receipts. Upon completion of any transaction, each Licensee shall provide to a customer a receipt
containing the following information:

1) the name and contact information of the Licensee, including a telephone number established by the
Licensee to answer questions and register complaints;

@) the type, value, date, and precise time of the transaction;

3) the fee charged;

4) the exchange rate, if applicable;

(5) a statement of the liability of the Licensee for non-delivery or delayed delivery;

(6) a statement of the refund policy of the Licensee; and

(7) any additional information the superintendent may require.
()] Each Licensee shall make available to the Department, upon request, the form of the receipts it is
required to provide to customers in accordance with Subsection 200.19(e).
(9) Prevention of fraud. Licensees are prohibited from engaging in fraudulent activity and customers of

Licensees that are victims of fraud shall be entitled to claim compensation from any trust account, bond, or

37





insurance policy maintained by the Licensee. Additionally, each Licensee shall take reasonable steps to detect
and prevent fraud, including by establishing and maintaining a written anti-fraud policy. The anti-fraud policy
shall, at a minimum, include:

1) the identification and assessment of fraud-related risk areas;

@) procedures and controls to protect against identified risks;

3) allocation of responsibility for monitoring risks; and

4) procedures for the periodic evaluation and revision of the anti-fraud procedures, controls, and

monitoring mechanisms.

Statutory Authority: Financial Services Law, sections 102, 201, 202, 301, 302, 306, and 404
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Section 200.20 Complaints
€)) Each Licensee shall establish and maintain written policies and procedures to fairly and timely resolve
complaints.
(b) Each Licensee must provide, in a clear and conspicuous manner, on its website(s), in any physical
location(s), and in any other location as the superintendent may prescribe, the following disclosures:
1) the Licensee’s mailing address, email address, and telephone number for the receipt of complaints;
@) a statement that the complainant may also bring his or her complaint to the attention of the
Department;
3) the Department’s mailing address, website, and telephone number; and
4) such other information as the superintendent may require.
(©) Each Licensee shall report to the superintendent any change in the Licensee’s complaint policies or

procedures within seven days.

Statutory authority: Financial Services Law, sections 102, 201, 202, 301, and 302
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Section 200.21 Transitional Period

A Person already engaged in Virtual Currency Business Activity must apply for a license in accordance with
this Part within 45 days of the effective date of this regulation. In doing so, such applicant shall be deemed in
compliance with the licensure requirements of this Part until it has been notified by the superintendent that its
application has been denied, in which case it shall immediately cease operation in this state. Any Person
engaged in Virtual Currency Business Activity that fails to submit an application for a license within 45 days of
the effective date of this regulation shall be deemed to be conducting unlicensed Virtual Currency Business

Activity.

Statutory authority: Financial Services Law, sections 202, 206, 302, 303, 305, 306, 309, 404, and 408;

Executive Law, section 63.
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Proposed Regulations Submitted for a 45-Day Notice and Comment Period to Solicit Public Feedback

Benjamin M. Lawsky, Superintendent of Financial Services, today announced that the New York State Department of
Financial Services (DFS) has issued for public comment a proposed “BitLicense” regulatory framework for New York
virtual currency businesses. The proposed regulatory framework — which is the product of a nearly year-long DFS
inquiry, including public hearings that the Department held in January 2014 — contains consumer protection, anti-
money laundering compliance, and cyber security rules tailored for virtual currency firms.

Superintendent Lawsky said: “We have sought to strike an appropriate balance that helps protect consumers and
root out illegal activity — without stifling beneficial innovation. Setting up common sense rules of the road is vital to
the long-term future of the virtual currency industry, as well as the safety and soundness of customer assets.”

In accordance with the New York State Administrative Procedures Act (SAPA), the proposed DFS rules for virtual
currency firms will be published in the New York State Register’s July 23, 2014 edition, which begins a 45-day public
comment period. After that public comment period, the rules are subject to additional review and revision based on
that public feedback before DFS finalizes them.

Additionally, DFS is today immediately publishing a copy of the regulations on the website Reddit. Earlier this year,
Superintendent Lawsky hosted an “Ask Me Anything” forum on Reddit about DFS’ work on virtual currency
regulation, which generated more than 1,200 public comments. Links to the proposed rules are also being tweeted
out from the DFS Twitter handle (@NYDFS) and Superintendent Lawsky’s Twitter handle (@BenLawsky).

Superintendent Lawsky said: “We recognize that — as the first state to put forward specially tailored rules for virtual
currency firms — continued public feedback will be an important part of finalizing this regulatory framework. We look
forward to carefully and thoughtfully reviewing public comments on our proposal.”

The new DFS BitLicenses will be required for firms engaged in the following virtual currency businesses:

= Receiving or transmitting virtual currency on behalf of consumers;
= Securing, storing, or maintaining custody or control of such virtual currency on the behalf of customers;

= Performing retail conversion services, including the conversion or exchange of Fiat Currency or other value into
Virtual Currency, the conversion or exchange of Virtual Currency into Fiat Currency or other value, or the
conversion or exchange of one form of Virtual Currency into another form of Virtual Currency;

= Buying and selling Virtual Currency as a customer business (as distinct from personal use); or

= Controlling, administering, or issuing a Virtual Currency. (Note: This does not refer to virtual currency miners.)

The license is not required for merchants or consumers that utilize Virtual Currency solely for the purchase or sale of
goods or services; or those firms chartered under the New York Banking Law to conduct exchange services and are
approved by DFS to engage in Virtual Currency business activity.

Key requirements for firms holding BitLicenses include:

= Safeguarding Consumer Assets. Each firm must hold Virtual Currency of the same type and amount as any
Virtual Currency owed or obligated to a third party. Companies are also prohibited from selling, transferring,
assigning, lending, pledging, or otherwise encumbering assets, including Virtual Currency, it stores on behalf of
another person. Each licensee must also maintain a bond or trust account in United States dollars for the
benefit of its customers in such form and amount as is acceptable to DFS for the protection of the licensee’s
customers.
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Virtual Currency Receipts. Upon completion of any transaction, each firm shall provide to a customer a receipt
containing the following information: (1) the name and contact information of the firm, including a telephone
number established by the Licensee to answer questions and register complaints; (2) the type, value, date, and
precise time of the transaction; (3) the fee charged; (4) the exchange rate, if applicable; (5) a statement of the
liability of the Licensee for non-delivery or delayed delivery; (6) a statement of the refund policy of the
Licensee.

Consumer Complaint Policies. Each firm must establish and maintain written policies and procedures to
resolve consumer complaints in a fair and timely manner. The company must also provide notice to
consumers, in a clear and conspicuous manner, that consumers can bring complaints to DFS’s attention for
further review and investigation.

Consumer Disclosures. Companies must provide clear and concise disclosures to consumers about potential
risks associated with virtual currencies, including the fact that: transactions in Virtual Currency are generally
irreversible and, accordingly, losses due to fraudulent or accidental transactions may not be recoverable; the
volatility of the price of Virtual Currency relative to Fiat Currency may result in significant loss or tax liability
over a short period of time; there is an increased risk of loss of virtual currency due to cyber attacks; virtual
currency is not legal tender, is not backed by the government, and accounts and value balances are not subject
to FDIC or SIPC protections; among others.

Anti-money Laundering Compliance. As part of its anti-money laundering compliance program, each firm shall
maintain the following information for all transactions involving the payment, receipt, exchange or conversion,
purchase, sale, transfer, or transmission of Virtual Currency: (1) the identity and physical addresses of the
parties involved; (2) the amount or value of the transaction, including in what denomination purchased, sold,
or transferred, and the method of payment; (3) the date the transaction was initiated and completed, and (4) a
description of the transaction.

e Verification of Accountholders. Firms must, at a minimum, when opening accounts for customers, verify
their identity, to the extent reasonable and practicable, maintain records of the information used to
verify such identity, including name, physical address, and other identifying information, and check
customers against the Specially Designated Nationals (“SDNs”) list maintained by the U.S. Treasury
Department’s Office of Foreign Asset Control (“OFAC”). Enhanced due diligence may be required based
on additional factors, such as for high-risk customers, high-volume accounts, or accounts on which a
suspicious activity report has been filed. Firms are also subject to enhanced due diligence requirements
for accounts involving foreign entities and a prohibition on accounts with foreign shell entities.

* Reporting of Suspected Fraud and lllicit Activity. Each Licensee shall monitor for transactions that might
signify money laundering, tax evasion, or other illegal or criminal activity and notify the Department, in a
manner prescribed by the superintendent, immediately upon detection of such a transactions. When a
Licensee is involved in a transaction or series of transactions for the receipt, exchange or conversion,
purchase, sale, transfer, or transmission of Virtual Currency, in an aggregate amount exceeding the
United States dollar value of $10,000 in one day, by one Person, the Licensee shall also notify the
Department, in a manner prescribed by the superintendent, within 24 hours. In meeting its reporting
requirements Licensees must utilize an approved methodology when calculating the value of Virtual
Currency in Fiat Currency.

Cyber Security Program: Each licensee must maintain a cyber security program designed to perform a set of
core functions, including: identifying internal and external cyber risks; protecting systems from unauthorized
access or malicious acts; detecting systems intrusions and data breaches; and responding and recovering from
any breaches, disruptions, or unauthorized use of systems. Among other safeguards, each firm shall also
conduct penetration testing of its electronic systems, at least annually, and vulnerability assessment of those
systems, at least quarterly.

Chief Information Security Officer. Each Licensee shall designate a qualified employee to serve as the
Licensee’s Chief Information Security Officer (“CISO”) responsible for overseeing and implementing the
Licensee’s cyber security program and enforcing its cyber security policy.

Independent DFS Examinations: Examinations of licensees will be conducted whenever the superintendent
deems necessary — but no less than once every two calendar years — to determine the licensee’s financial
condition, safety and soundness, management policies, and compliance with laws and regulations.

Books and Records: Licensees are required to keep certain books and records, including transaction
information, bank statements, records or minutes of the board of directors or governing body, records
demonstrating compliance with applicable laws including customer identification documents, and
documentation related to investigations of consumer complaints.

Reports and Financial Disclosures, Audit Requirements. Each firm must submit to DFS quarterly financial
statements within 45 days following the close of the Licensee’s fiscal quarter. Each firm must also submit
audited annual financial statements, prepared in accordance with generally accepted accounting principles,
together with an opinion of an independent certified public accountant and an evaluation by such accountant
of the accounting procedures and internal controls of the firm within 120 days of its fiscal year end.

Capital Requirements: Necessary capital requirements will be determined by DFS based on a variety of factors,
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including the composition of the licensee’s total assets and liabilities, whether the licensee is already licensed
or regulated by DFS, the amount of leverage used by the firm, the liquidity position of the firm, and extent to
which additional financial protection is provided for customers.

= Compliance Officer. Each Licensee shall designate a qualified individual or individuals responsible for
coordinating and monitoring compliance with NYDFS’ BitLicense regulatory framework and all other applicable
federal and state laws, rules, and regulations.

= Business Continuity and Disaster Recovery. Each Licensee shall establish and maintain a written business
continuity and disaster recovery plan reasonably designed to ensure the availability and functionality of the
Licensee’s services in the event of an emergency or other disruption to the Licensee’s normal business
activities.

= Notification of Emergencies or Disruptions.Each firm must promptly notify DFS of any emergency or other
disruption to its operations that may affect its ability to fulfill regulatory obligations or that may have a
significant adverse effect on the Licensee, its counterparties, or the market.

= Transitional Period. Applications for the license will be accepted beginning on the date the proposed
regulations become effective. Those already engaged in virtual currency business activity will have a 45-day
transitional period to apply for a license from the date regulations become effective. The superintendent will
issue or deny the license within 90 days of a complete application submission.

In August 2013, DFS announced its inquiry into the appropriate regulatory guidelines for virtual currencies. As part of
an ongoing fact-finding effort informing that inquiry, the Department held public hearings in January 2014. In March
2014, the Department issued a public order announcing it will be considering formal proposals and applications for
the establishment of regulated virtual currency exchanges operating in New York.

To view a copy of the proposed DFS BitLicense framework, please visit, link. Only comments formally submitted
pursuant to the SAPA process will be considered in connection with the promulgation of the proposed regulations.
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